
  



  

who am I?
● Lead researcher at Possible 

Security, Latvia
● Hacking and breaking things

– Network flow analysis

– Reverse engineering

– Social engineering

– Legal dimension

● https://kirils.org/
● twitter / @KirilsSolovjovs



  

who manages the zoo?



  



  

IPv4 exhaustion



  

RIPE db

objects

 → attributes

 → other objects



  

objects
poem:           POEM-RIPE55-7

form:           FORM-LIMERICK

descr:          Critical Infrastructure

text:           The DNS, the power, whois?

text:           Wikipedia or Google it is?

text:           No; when I'm in a rush

text:           And the loo doesn't flush

text:           Where do I go for a piss?

author:         LIM1-RIPE

admin-c:        LIM1-RIPE

mnt-by:         LIM-MNT

created:        2007-10-26T21:18:21Z

last-modified:  2007-10-26T21:18:21Z

object type
object name

attribute name attribute value

other objects



  

Latvian internet?



  



  

AS-NIC-LV
as-set:         AS-NIC-LV

descr:          AS-s of Latvia

admin-c:        NICo3-RIPE

tech-c:         NICo3-RIPE

mnt-by:         lumii-mnt

created:        2010-06-09T07:56:49Z

last-modified:  2019-09-17T10:23:08Z

role: Network Information Centre of LV



  

AS-s of Latvia
as-set:         AS-NIC-LV

descr:          AS-s of Latvia

admin-c:        NICo3-RIPE

tech-c:         NICo3-RIPE

mnt-by:         lumii-mnt

created:        2010-06-09T07:56:49Z

last-modified:  2019-09-17T10:23:08Z

role: Network Information Centre of LV

as-set:         AS-LATVIA

descr:          AS-s of Latvia

admin-c:        LN645-RIPE

tech-c:         LN645-RIPE

mnt-by:         AS2588-MNT
mnt-lower:      LTK

created:        2002-09-17T12:15:54Z

last-modified:  2019-02-27T09:38:16Z

role:           Latnet HostMaster



  

AS-NIC-LV AS-LATVIA



  

geolocation, maybe?
inetnum:        212.22.75.0 - 212.22.75.255

netname:        LV-location

geoloc:         56.9519 24.1221

country:        LV

admin-c:        DM16411-RIPE

tech-c:         DM16411-RIPE

status:         ASSIGNED PA

mnt-routes:     CTH-DCMSK

mnt-domains:    CTH-DCMSK

mnt-by:         QUADRONET-MNT



  



  



  



  

country attribute?
inetnum:        185.58.140.109 - 185.58.140.109

netname:        SE-MISSGROUP

descr:          MissDomain Group AB

country:        LV

admin-c:        MGN45-RIPE

tech-c:         MGN45-RIPE

status:         ASSIGNED PA

mnt-by:         MISSGROUP-NCC

created:        2015-09-10T10:42:58Z

last-modified:  2018-08-21T11:49:38Z



  

RIPE db is a mess...
inetnum:        159.148.0.0 - 159.148.255.255

netname:        LV-LATNET-19990315

descr:          RIGA

inetnum:        159.148.6.136 - 159.148.6.143

netname:        Latnet-infrastructure

descr:          LATNET ISP

inetnum:        159.148.6.128 - 159.148.6.143

netname:        ROBERTSONBLUMS

descr:          Robertson & Blums SIA

1/4096

½



  



  

nic.lv/local.net
#####DESCR. PART######

##Latvijas Nacionala Biblioteka:www.lnb.lv:AS201547

#5.45.44.0/22

##SIA Latnet Serviss:www.ls.lv:AS2588

#159.148.0.0/16

#85.254.0.0/17

#85.254.128.0/18

#79.135.128.0/19

#176.67.32.0/20

#185.62.196.0/22

##IZZI:www.izzi.lv:AS6851

#194.8.42.0/24

#84.38.128.0/20

##Hansabanka:www.hansabank.lv:AS9091

#194.8.10.0/23

######ACCT. PART######

159.148.0.0/16

193.41.195.0/24

193.41.33.0/24

193.41.45.0/24

193.68.64.0/19

193.108.29.0/24

193.108.144.0/22

193.108.185.0/24

193.109.211.0/24

193.110.8.0/23

193.110.164.0/23

193.111.244.0/22

195.69.88.0/22

193.178.150.0/23



  

nic.lv/local.net
##Hansabanka:www.hansabank.lv:AS9091

#194.8.10.0/23

##Eunet (Versija):www.eunet.lv:AS8285

#194.8.5.0/24
#194.8.6.0/23

91.220.0.0/24

91.221.98.0/23

194.8.4.0/22 

.



  

inetnum: 185.61.150.0 - 
185.61.150.255

netname:        Makonix

descr:          Makonix SIA

country:        LV

admin-c:        MTC62-RIPE

tech-c:         MTC62-RIPE

status:         ASSIGNED PA

mnt-by:         Makonix

created:        2015-09-14T14:35:02Z

last-modified:  2015-09-14T14:35:02Z

not in local.net
route:          185.61.150.0/24

descr:          Makonix

origin:         AS52173
mnt-by:         Makonix

created:        2015-02-12T16:11:46Z

last-modified:  2015-02-12T16:11:46Z
source:         RIPE

$ whois AS-NIC-LV|grep AS52173

members:        AS52173
members:        AS52173



  

what is in local.net ??



  

194.8.12.0/23 is in local.net !
inetnum:        0.0.0.0 - 255.255.255.255

netname:        IANA-BLK

descr:          The whole IPv4 address space

country:        EU # Country field is actually all countries in the world and not just EU countries

org:            ORG-IANA1-RIPE

admin-c:        IANA1-RIPE

tech-c:         IANA1-RIPE

status:         ALLOCATED UNSPECIFIED

remarks:        This object represents all IPv4 addresses.

remarks:        If you see this object as a result of a single IP query, it

remarks:        means that the IP address you are querying is currently not

remarks:        assigned to any organisation.

mnt-by:         RIPE-NCC-HM-MNT

mnt-lower:      RIPE-NCC-HM-MNT



  

how large is the zoo?
● RIPE

– country:lv 2002727
● 133875 of them not 

in nic.lv

– country:lv+ 23040

– total 2025411

● nic.lv/local.net
– DESCR. 2211904 

– ACCT. 2212416
● 260649 of them don’t 

have country:lv

– total 2212928



  

ok, so what to use?
● for historic reasons: local.net ACCT. part
● BGP to be further researched as an option



  

methodology
1) choose what to scan

2) choose ports and protocols

3) choose date and time

4) grab banners and web

5) analyse everything*

 



  

tools
● whois
● masscan
● zmap
● nmap
● parallel

● progress 🖤
● bash
● GNU coreutils
● chart   🖤

http://eja.lv/3c0



  

allocation type (status attribute)



  



  

dns PTR

$ host 194.19.240.152

152.240.19.194.in-addr.arpa domain 
name pointer 
beidziet.piesavinaaties.adresi. 
telia.lv.240.19.194.in-addr.arpa.

→ “stop appropriating the address”



  

dns PTR



  

invalid PTR records (2nd lvl @gov.lv)



  

overall host response



  

icmp probe responses



  

icmp probe responses



  

icmp probe responses



  

mobile users (icmp)



  

icmp reachability dynamic per isp

[ANIMATION]



  

tcp port responses: all



  

tcp port responses: low ports



  

oh!



  

oooooooh...



  

select tcp ports in top isps



  

top isp per port



  

top isp per port (udp)



  

select actual ports per service (tcp)



  

^ Apache ^

IIS nginx



  

OpenSSH

Exim



  

ftp servers



  

mysql versions



  

Interesting banners
● Ftp firmware update utility

– 21/tcp on 28 broadband routers



  

Certificates

107093 certs gathered from 50840 ip/ports

56274 non-CA certs from 42600 ip/ports



  

Certificates
● 125 use EC

– 256 bit – 110

– 384 bit – 15

● 56149 use RSA



  

Certificates
● 38.8% unique
● 61.5% unique excluding same IP
● 80.2% unique excluding same /24



  

Top duplicate certificate #1
● 2056 Samsung smart TVs
● Not Before: Jan  1 00:00:00 1970 GMT
● Not After : Jan  1 00:00:00 2030 GMT
● Subject: ST = Surrey, C = GB, emailAddress = 

contact@samsung.com, O = Samsung SERI, 
OU = DTV, CN = server1



  

Top duplicate certificate #2
● 1408 Samsung smart TVs
● Not Before: Jan  1 00:00:00 1970 GMT
● Not After : Jan  1 00:00:00 2030 GMT
● Subject: ST = Surrey, C = GB, emailAddress = 

contact@samsung.com, O = Samsung SERI, 
OU = DTV, CN = 106.1.9.39



  

Top duplicate certificate #3
● 1273 dahua security cameras
● Not Before: Jun 18 09:16:23 2013 GMT
● Not After : Jun 19 09:16:23 2016 GMT
● Subject: CN = 192.168.1.108, C = CN, ST = 

ZHEJIANG, L = HANGZHOU, O = DAHUA, OU = 
DAHUATECH



  



  http



  

Cert issuers



  

Authorities



  



  



  



  



  



  



  



  



  



  



  2899



  1266



  1028



  760



  500



  
Watch my presentations: https://kirils.org/

Follow me @KirilsSolovjovs



  

Obviously,

All the screenshots and logos in the presentation are used on a fair-use basis.

Furthermore, obviously,

No affiliation is claimed with any companies mentioned in the presentation.
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