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Before we start...



“When a meeting, or part thereof, is held under
the Chatham House Rule, participants are free to

use the information received, but neither the
identity nor the affiliation of the speaker(s), nor
that of any other participant, may be revealed.”



. 5 questions to ask before we get to ‘threat detection’
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. Who and what do you trust?
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Baltijas Juras regions ir drodas rokas,
tomeér draudi vél pastav, secina Rigas
Konferencé 2018

29.09.2018., 23:00

Sestdien, 29. septembri, noslédzas 13. ikgadéjais augsta
limena drosibas un &rpolitikas forums Rigas Konference
2018. Vairak neka 700 dalibnieki divu dienu garuma
i vairakas di ijas par alakaji Latvijas un
Eiropas Savienibas politikas jautdjumiem. Galveno runataju
starpa bija Eiropas Komisijas priek§sédétaja vietnieks eiro un
sociala dialoga jautajumos Valdis Dombrovskis, Madrid Club
prezidente, Latvijas bijusT prezidente Vaira Vike Freiberga un
Rt Hon Earl Howe, Apvienotas Karalistes Aizsardzibas
ministrs.

Lasit talak ...

Rigas Konference 2018 aizsakusies ar
jautajumu par masu nakotni
28.09.2018., 12:57

Sodien, 28. septembri, Latvijas Nacionalaja bibliotéka sakas
lielakais drosibas un arpolitikas forums Baltijas juras regiona
— Rigas Konference 2018. Turpmako divu dienu laika
konference apvienos valsts vaditajus, ekspertus, diplomatus,
akadémikus, mediju parstavjus un apméram 700 ekspertus no
visas pasaules diskusijas, kas skar jautdjumus par Rietumu
aliansi.

Lasit talak ...

Jau rit savu darbu uzsak Rigas
konference 2018
27.09.2018., 15:38

Ikgadsjs augsta limena dro§ibas un aizsardzibas forums
Rigas 2018 ina Latvijas Nacionalaja
bibliotéka, 28.- 29. septembri, apvienojot gandriz 800
dalibniekus no visas pasaules. Latvijas Transatlantiskas
Organizacijas rikota konference, sadarbiba ar Latvijas
Republikas ~Arlietu ministriju un Latvias Republikas
Aizsardzibas ministriju, ir veidojusi arlietu politikas debasu
ietvaru Baltijas jaras regiona kop$ 2006. gada.

Lasit talak ...
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The Process in a Nutshell

identity
Threats

Validate



Architecture and Integration

Role Based Access ThreatModeler External Tools

RealTime
CISO/CIO/VP > Threat
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IT Risk & 1 *» BugTracking
|
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S Security Starts Here

Source: ThreatModeler










A word about supply chains

Your data is spread throughout your supply
chain

Github

Unprotected network shares (s3,
DropBox...)
Shadow IT

...and maybe by the bad guys

Pastebin
Dark Web

You need a ‘smoke alarm’ for the
supply chain

—



. Smoke Alarm — a breach of your own defenses

Leverage the fact attackers are predictable

// start with spearphishing, and
then ..

while ( !TargetFound )
{

/* compromise endpoint -
escalate privileges — recon
(mimikatz, net use, etc.) -
lateral movement */

J
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Controlling the attackers

Attackers use information they
find in our networks to make
lateral movement and attack
targets in the organization.

Deception feeds them real-
looking information that causes
them to follow a defender-
controlled path.

Once they hit a deception target,
their modus operandi is exposed
and their attacks are detected and
prevented.




Threat Hunting - the
surgical approach

Surgical approach — as opposed to “spray
and pray”

Better at catching attackers, including
advanced attackers

Lower friction with IT, as well as lower
total cost (compared to other

deception approaches)




Conclusion — detect threats
throughout the SDLC

* It’'s much more efficient to build
security controls and mitigate
threats during development

* Test the effectiveness of your
security controls at each step
(Red Teams...)

* Don’t trust your own controls, set
up some smoke alarms for
breaches

-
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. 5 questions to ask
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