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Why, and who, and how, to teach 
cybersecurity…



Cybersecurity Statistics in 2019
• It takes half a year to detect a data breach.
• 43% of all cyber attacks are aimed at small businesses
• 91% of attacks launch with a phishing email.
• A business falls victim to a ransomware attack every 14 seconds
• 38% of malicious attachments are masked as one Microsoft 

Office type of file or another.
• Cybercriminals managed to exploit the credit cards of 48% of 

Americans back in 2016.
• The global cost of online crime is expected to reach $6 trillion by 

2021.



Jobs Critical for Digital Transformation





Who



Skills Required for a Digital Workforce



How

• The field of cybersecurity grew out of information technology, cybersecurity 
education is evolving as an offshoot of the computer science field. 

• The current state of cybersecurity course offerings as an underdeveloped computer 
science footnote is allowing the skills gap to grow. 

• To change this, higher education has to address the theoretical and hands-on skills 
students need to do their jobs post-graduation.



Challenges 
• Cybersecurity is a broad field with many different facets. 
• Each student should check the different options and possibilities to find the role 

and field that best suits their interests. 
• For these reasons it is difficult to provide specific guidance that fits reverse 

engineers and developers, as well as data analysts.



Cybersecurity Framework



Teaching approaches 
• Problem-based learning
• Case Studies
• Hackathons
• Cooperation and Mentoring



Case Study 





Hands-on Lab Example



Web pentests
https://portswigger.net/burp

http://www.dvwa.co.uk/

https://portswigger.net/burp
http://www.dvwa.co.uk/


Collaboration 



Hackathons
Organized in the Helsinki Area, Finland, Junction is a meeting
place for thousands of developers, designers, and
entrepreneurs. A weekend-long experience, gathering tech
enthusiasts from all over the world to create with the latest
technology in a unique environment and atmosphere.



Mentor’s role by Katy Dickinson
Mentors advise and inspire. 

In short, practical terms:

1. Mentor make introductions – to people, to programs or companies.

2. Mentor give recommendations to best resources – reading, classes, experiences.

3. Mentor give feedback for the mentee to consider.



Mentoring vs. Coaching 
vs. Sponsorship

Power Topic Duration Boundaries Reward

Sponsor Hierarchical or
positional
authority

Succession
planning,
leadership
building

Long-Term: many 
years

Part of regular 
work

Career direction,
protection during 
growth

Coach Special knowledge Transfer of 
specific 
information, tools

Short-Term: class 
or program
duration

School or training 
program’s scope 
and management

Student: passing a 
test
Coach: payment

Mentor Wisdom authority Career or personal 
growth

Mid-Term: 6 to 12 
months

Mentoring 
program’s scope 
and management

Mutual learning, 
recommendations
, feedback

Based on 2014 work by Everwise, licensed under a Creative Commons Attribution-ShareAlike 4.0 International License: 
https://creativecommons.org/licenses/by-sa/4.0/



jelena.revzina@ipro.lv
§ IT Security Expert r at iPro company www.ipro.lv

§ Cisco Networking Academy instructor (CCNA, CCNA 
Security, Cybersecurity CyberOps) at Transport and 
Telecommunication Institute www.tsi.lv

§ Cisco Networking Academy Recognitions:
Ø Instructor Excellence Expert - 2012, 2013, 2015
Ø Cisco Women in Networking (in Europe) - 2012 
Ø 10 Years of Service - 2016

http://www.ipro.lv/
http://www.tsi.lv/


Thank you! 
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