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https://www.youtube.com/watch?v=hE27x2nxFgI
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What we do

NREN (National Research and Education Network)

Registry for .ch/.li - cc TLDs
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Our customers

Extended community
• Other organizations involved in 

research or education

SWITCH Community
• Swiss universities on tertiary 

level (academic sector) and their 
research institutions

Commercial customers
• Registrars of .ch- and .li-

Domain-Names, Swiss financial 
institutions, research-related 
industry and government
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Integrated Offer

Video
Management

Collaboration Procurement

Infrastructure &
Data Services

Network

Registry

Trust & Identity

Security
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SWITCH-CERT

23 years SWITCH-CERT – information sharing 
and trusted community

Your benefits
Comprehensive incident support and 
optimal network security, especially 
for the Swiss Internet 

Customers
• Universities
• Hospitals
• Banks

Services
Cyber Threat Intelligence, Detection, 
Incident and Response as core 
competences
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«Hack The Hacker» - Participants

Aprox. 350 participants
• since August 2018
• 50 Runs
• Part of onboarding
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«Hack The Hacker» goes mobile
Frankfurt | Denic | Dec 2018 Lausanne | UniL | Apr 2019

Lugano | USI | Jul 2019Düsseldorf | Phishbot | Jun 2019



© 2019 SWITCH | 13

«Hack The Hacker» - Feedback 
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Escape The Game 
How to Make Puzzle and Escape Rooms

Adam Clare
CreateSpace Independent Publishing Platform 2016

gather information
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Oli: IT security, games, escape rooms
Jakob: IT security, music
Andreas: IT security, business
Antoine: IT security, programing 
Livia: communications, marketing
Katja: security awareness, communications 

put a team together

Tips:
• multidisciplinarity!

• team skill set determines 

possibilities

• enthusiasm values as 

much as skills! 
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attune the team
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have a workshop
1. Security Awareness using an Escape Room 

a. objective
b. to keep in mind
c. awareness topics

2. Our Escape Room 
a. theme & topic
b. setting
c. storyline
d. puzzles
e. additional stuff
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• raising interest for security
- positive contact with IT security 
- demystify hackers
- get rid of reservations

• reflect knowledge about IT security
- apply knowledge
- review knowledge
- improve knowledge

1. a. – objective
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• use existing resources
- SWITCH skills, rooms, devices etc.

• set up has to be flexible 
- showroom at SWITCH 

- assemble and dismantle

- transportable

• fun for everybody
- tech-experts

- other-experts

• duration: max. 1h

1.b. – to keep in mind
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1.c. – awareness topics

data backup

install updates

USB drives

malware / virus

password security

dumpster diving

phishing encryption

get help from experts

social engineering
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2.a. – theme & topics 

cyber crime scenario 

ransomware attack on XY
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10 must haves for creating a “hacker” atmosphere

2.b. – setting
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cyber crime

ransomware

hacker
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1. Computer
2. Trash: empty chips bag, Red 

Bull, pizza delivery box
3. Posters: Hacker movie, game
4. Printouts, i.e. Phrack magazine
5. Hoodie
6. Blinking LEDs
7. Electronics plunder: USB disk, 

cables, webcam, devices
8. Safe, PIN code
9. Rubiks Cube
10. Guy Fawk’s mask
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2.c. – storyline 

reaching the goal step by step
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starting point

goal



© 2019 SWITCH | 28

starting point

goal

1. goal

2. goal

3. goal

4. goal
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starting point

goal

1. goal

2. goal

3. goal

4. goal

puzzle 

puzzle 
puzzle 

puzzle 
puzzle 

puzzle 
puzzle 

puzzle 
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• logical puzzles
search for patterns/schemes, similarities

• codes, crypto
encrypted text, numerical code

• puzzle combination
solution of puzzle A is needed to solve puzzle B 

• maze, scouts
follow hidden signs etc.

• teamwork
One person reads the manual, the others execute 

• hidden hints
Hide hints

puzzle types
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2.e. – additional stuff

provide information and spread the news
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2.e. – additional stuff

• name

• moderator/host

• website: 
– introduction
– pictures of participants
– additional information on awareness topics
– contact

• flyer
• sticker
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2.e. – additional stuff

• name: Hack The Hacker

• moderator/host: team of 2 (Tech/Non-Tech)

• website: https://swit.ch/hack-the-hacker
– introduction
– pictures of participants
– additional information on awareness topics
– contact

• flyer
• sticker

Tips:
• avoid “Security” in title

• tip flyer gives a good 

feeling

• team picture boosts 

the team spirit
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https://swit.ch/hack-the-hacker
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go shopping
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find location and decorate
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test, adapt, document

Tips:
• no end of game by end 

of time 

• tip management has to 

support a feeling of 

success

• positive encouragement 

no matter what
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4 learnings
1 Development is one thing, maintaining the other: 

When? Who? How long? How many? Time to reset?

2 What can break, will break: 
material stock, include in budget (Rubik’s Cube!)

3 For some it’s a fun training, for others it’s just fun: 
know your target group and manage expectations

4 Sweets prevent frustration: 
feeling of success and “dead end-flag”
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• raising interest for security
- positive contact with IT security 
- demystify hackers
- get rid of reservations

• reflect knowledge about IT security
- apply knowledge
- review knowledge
- improve knowledge

1. a. – objective
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EDUCATION
Teaching new skills 

and the theory 
behind them

TRAINING
Teaching and 

practicing (new) skills

AWARENESS
Increase awareness and 
interest in a specific topic
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EDUCATION
Teaching new skills 

and the theory 
behind them

TRAINING
Teaching and 

practicing (new) skills

AWARENESS
Increase awareness and 
interest in a specific topic

Hack The Hacker 
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What security awareness escape rooms can do:

• raise interest in security
• empower participants to deal with IT related issues
• improve the reputation of your organization
• improve teamwork
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What security awareness escape rooms cannot do:

• provide sustainable knowledge about IT security

• educate a large amount of employees at a good price
• turn into education at a good price
• adapt to new topics quickly
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Hack The Hacker
Train The Trainer concept



Working for a better digital world

Katja Dörlemann
katja.doerlemann@switch.ch


