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Bridging a Gap between Psychology and Information Security
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The value of psychology






Forbes

“Psychology, the science of
mind and behavior,
permeates business on many
dimensions — from
negotiation to sales to
product design. In it’s
simplest form,

business 1s psychology.”



business is psychology



securlty 1s psychology



 Psychology in business ()
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~Chief Psychology Officer (1)

BOARD OF DIRECTORS
' ' Chief
A(;l :r:rf; itl:;k Executive Officer

Chief Chief Business Corporate Governance Chief Psychology
Operating Officer Financial Officer Development Affairs & Assurance Officer

Airports Human Chief Information Infrastructure Asset Technical Services
Management Resources Officer Management and Solutions




ou-empoyed Management

Academic SOC|aI iPhoneleiden

Eﬁwﬁfoﬁeve opment . %%ﬁé’?ﬁ;&lﬁ"ﬁ.ﬁ“ﬁ}%’auon

Apps usinessplan OJ) Q2 ar Etln gHouten

PSyC |stmyaue= O pMarketing"r, . B
Moblle g m(t:esl)mq-alt’tl!!:an!:mla'.?ke‘im ety S
aster preneurpel’suaSIOn

hing

Orgamzatlono : CPO .8 _Analytical Guen
Securi O Techm ues Video
Intervention Gadg2¥§|ntemet £ 2 Smart

ProducerProject

Me
Reliable

@mcoster, @greymattersNL
Linkedm Mischa Coster

Grey Matters



T opies (D) T

Unconscilous behaviour
Dangerous biases
Current threats
Influence models
Wrap-Up



Unconscious Behaviour
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@og Automatic
Everyday

©

Decisions

Error prone

Conscious

Effortful

Complex
Decisions

Reliable
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Heuristics / Biases






Dangerous biases used
by social engineers






i Conmsistency ()
In for a penny.
in for a pound









Could you please give yoor A
employee ID and password

to reconcile your salary

data?

3
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 lossAvemsion: ()

Value

: Outcome
Loskes Gains

X2

Reference
Point
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1 Because as a reason i ((

“Excuse me, | have 5 pages. May | use the Xerox machine?”

“Excuse me, | have 5 pages. May | use the Xerox machine because I'm in a rush?”

“Excuse me, | have 5 pages. May | use the Xerox machine because | have to make copies?”



~ Unityeffects ()
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Response Rate
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 uSocialProofn ()
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Current Threats



 Reverse Social Engineering (1)

Hacker corrupts your system anad
patiently waits for you to ask for
nelip




. Piggybacking: ()

Someone walks through the door
directly behind you, even thanking
you for opening the door
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(@

Hacker assumes identity of
authority figure (CEO) and
instructs payment. Often in

combination with phone spoofing




T iTechTalici ()

Hacker poses as ‘Il guy’, asking
very technical questions until target
responds ‘why don’'t you take over

my system for a minute’
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T vishing ()

Voice Phishing. Large-scale
attack. For instance to have target
transfer money.
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i1 Spear Phising :

Very focussed form of Vishing that
IS pointed at just 1 target but
requires a lot more preparations.




i Friendlyness ()

Social engineer helps you out.
You feel ‘guilty’ and are inclined to
return the favor.
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Influence models

to make employees and colleagues
more security-aware




Intervention Mapping ()

Current & Desired Behaviour

Active Biases

Theory research

Programme Design

Adoption & Implementation

Evaluation




motivation

prompts fail here

ability




motivation

" Fogg Behaviour Model ([)

prompts fail here

ability

D
e me

e\\loney

ePnysical effort
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Gounter Persuasion: RaDaR ()

~ecognize the attempt
Jistance yourself
ationalize options
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Current & Desired Behaviour

oTime [Hecognize the attempt

eMoney
ePhysical effort

eMenal efor Distance yourself

Adoption & Implementation eSocial norm deviation
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Active Biases

Theory research

motivation

Programme Design

prompts fail here
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Wijbieden  Wijzeggen

matters

Toegepaste psychologie - voor het gewenste effect. Laatste blogposts

Vanuit de overtuiging dat er in het bedrijfsleven te weinig gebruikt wordt gemaakt van inzichten uit de
psychologie heeft is Grey Matters ontstaan.

We onderzoeken, publiceren en adviseren over de toepassing van psychologische principes bij marketing,
sales en crossmedia campagnes.

Over Grey Matters
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