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Federativas autentifikacijas
prieksrocibas un pielietojumi

Latvijas pieméri un nakotnes vizija.
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Musu risinajumi un pakalpojumi

Mes varam palidzet saviem klientiem ar:

= |T infrastruktdras » Kopdarbibas, > DroSibas
planosanu, zinapmainas un risin@jumiem un
ievieSanu un informacijas vadibas auditiem
uzturéSanu risinajumiem

» Specializétu > Biometrijas + Programmatdras
programmizstradi risinajumiem licencésanu

un testéSanu



»Federativa autentifikacija

»Federativas autentifikacijas pamatprincipi
»Projekta realizacijas piemérs Latvija

»Federativa autentifikacija lielaka méroga



Autentifikacijas dardziba
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Federativas autentifikacijas ieguvumi




Pamatprincipi:
OASIS standarti - WS*

« WS-Security

« WS-Trust

« WS-SecureConversation
W S-Federation

OASIS (3

Advancing open standards for the information socie




Federativas autentifikacijas pamatprincipi

Realm — darbibas sféra: Viena iestade

Active Directory

Other LDAP service

Relational database

Custom store

DO

SUBJECT
(user/principal)
PASSIVE CLIENT ACTIVE CLIENT
{browser) {application)



Federativas autentifikacijas pamatprincipi

Realm — darbibas sféra: Viena iestade

Active Directory

Other LDAP service

Relational database

Custom store

DO

SUBJECT
(user/principal)
PASSIVE CLIENT ACTIVE CLIENT
(browser) (application)



Federativas autentifikacijas pamatprincipi

Realm — darbibas sféra: Viena iestade

Geather information

- - Other LDAP service

Relational database

| Custom store

SUBJECT
(user/principal)
PASSIVE CLIENT ACTIVE CLIENT
{browser) (application)



Federativas autentifikacijas pamatprincipi

Realm darblbas sfera: Vlena |estade

Active Directory

[
:
THUST 2.Geather :

o mfurmatlc:-n : Other LDAP service
I

. : Relational database
I
I
I .
I | Custom store

4. Send token 2 i Authentmate 3. issue tuken . 3

* Windows int. auth >
* Username/password

* X.509 cl. cert.

* Smartcard, Token

* Custom

SUBJECT
(user/principal)
PASSIVE CLIENT ACTIVE CLIENT
{browser) (application)



Federativas autentifikacijas pamatprincipi

Realm — 2 darbibas sferas: Divas iestades

3.5end A 4. lssue B 5.Send B
token token token

-y

ACTIVE CLIENT ._

— — — — — — — — — — — — — — — — — —"

I
|
|
|
I
I
I
|
1.Authenticate 2.lssue A token :
I
|
|
|
I
I
I

(application) Hh“‘m
PASSIVE CLIENT-.___ ™ SUBJECT
browser = inci
L. \nerpmcip) e e e . et e J



lzmantoSanas piemers




Projekta uzdevumi




WebServices, Active/Passive Clients + HA +

MS ADFS + Weblogic + .NET + JAVA

[ clients,.

Authentication:

Active client * X.509
Java application * Username/password
for Android

Web services
Access services

Web application

e S

Institutionl, InstitutionZ2, .. Institution N



WebServices, Active/Passive Clients + HA +
MS ADFS + Weblogic + .NET + JAVA




1: Add Logic to Your Applications to Support Clalms

.NET, Java and workflows

Logikas implementéSana
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2: Acquire or Build an Issuer

G Fle  Action View Window Help =181 ]

&= =

=] ADFS 2.0 AD ES 2.0 | Actions
A i T, -
[| Endpaints

[ Certificates Ove rview Add Relying Party Trust...
[ ] Claim Descriptions ) ;
= [ Trust Relationships AD F5 2.0 provides single-sign-on (550) access for client computers. Add Claims Provider Trust...

] Claims Provider Trusts Add Attribute Store. ..

3 Rely?ng P thehs Edit Federation Service Proper...

momoRaEe '@ Learn About:

el & Edit Published Claims

Configuring Claims Provider or Relying Party Trusts Revoke All Proxies
Adding Federation Servers to a Farm and Setting Up Provele Fredhack
Load-Balancing View b
Configuring Federation Server Proxies Mew Window from Here
Troubleshooting AD FS 2.0 i Refresh

Help




3: Configure Your Application to Trust the Issuer
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ORACLE Enterprise Manager 11g Fusion Middiewars Control Setup~ Help~ Log Out

bio.local @ Loggedin 2z weblogic

4] Wbt ogic Domain » Page Refreshad Mov 4, 2012 12:24:43 P E£T £)
Seauity Provider Configuration > Edit Login Module

Al changes made n this page requine a server restart o fake effect.

Edit Login Module

Select the logn module type you would ke to use for your Web Services,
Login Moduls Type  SAML Login Module

Login Module Details
Mame samllogiremodde
Descriplion | SAML Login Moduls

3
1
[=]

fa Authentication and Authorization Service (1AA5) login module that accepts SAML assertions to do &
Inables the Web Services to be run using the login context of the prindpal areated from the SAML

fic attributes to create & new SAML login module.

- ihl 28 Delete...

Issuers




3: Configure Your Application to Trust the Issuer

{ " Security Provider Configuration: /Farm_...

(- ') | & bio-sca.biolocal7002/em/faces/as/as/wIFarmHomeTtarget=Farm_bic.local 8itype=oracle_ias_farm& _afrLoop=1 '_.f‘ v C | i 'zl ~ Google yel | # B = -
ORACLE Enterprise Manager 11g Fusion Middleware Control Setup » Helpw  LogOut
HiiFam | & Topology
o bio.local g Logged in as weblogic

= 52 Farm_bio.local 5] WebLogic Domain = Page Refreched Now 4, 2013 12:28:48 PM EET 1)

[71 Application Deployments
£3 504 Web Services Manager Authentication Providers =
= £ WebLogic Domain You can configure the login modules and keystore for Web Services Manager authentication,

= i b

§ AdminServer

Login Modules
The following table lists all configured login modules for Web Services Manager. Use this list to create, configure or delete a login

% new_Cluster_1 module.
[[7] Metadata Repositories
[ User Messaging Service [ Create... | AEdt.. 3 Delete..
rolll= Class Control Flag

= orade. security.jps.internal. jaas. module.saml. JpsSAML 2L oginMod.  Required ==
krb 5. loginmodule com.sun.security.auth.module. Krb SLoginModule Required |
digest.authenticator.log  orade.security.jps.internal. jaas module. digest. DigestLoginModule  Reguired
E certificate. authenticator  orade. security.jps.internal. jaas. module. x509. X509 oginModule Required
wss.digest.loginmodule  orade.security.jps.internal. jaas. module. digest. W3SDigestLoginMc - Required i
- T : .,._ur;, : : n . .
EIKeystore
Use this section to specify the keystore used to store public and private keys for all secure connections within e |
WebLogic Domain. =
Type JKS

Path C:\Orace'\Middleware\user_projects'domains'bio.local\confiaisecurity\adfs-keystore. jks
=l Single Sign-On Provider

Configure single sign-on solution used by the participating applications. | Configure...
ElAdvanced Properties




3: Configure Your Application to Trust the Issuer
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= Deployments
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3: Configure Your Application to Trust the Issuer
Authentication policy
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3: Configure Your Application to Trust the Issuer
Authorization policy —

ey

|J Edit Policy: /Farm_bio local/bio.lecal (Or...

6 & bic-soa.biolocal 7002/ ermn/faces/as/as/wiFarmHomeltarget=Farm_bio.local&type=oracle_ias_farm&_afrLoop=15374 " bl | |!:'v Google

ORACLE Enterprise Manager 11g Fusion Middleware Control
HiFarm~ | & Topology.

B - bio.local @ Logged in as weblogic

= 58 Farm_bic.local 5] webLogic Domain v Page Refreshed Nov 4, 2012 12:34:43 PM EET 02
[71 Application Deployments

B £3 soa Web Services Polices > Edit Policy
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] g soa-nfra (soa_server1)
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@ default authorization @
ic Domain
=l

&l Adminserver
% new_Cluster_1
[ Metadata Repositories
[ User Messaging Service Permission

Setup» Help» LogOut

Settings IIM|
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Resource Pattern

Roles
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) Deny All
(@ Selected Roles




3: Configure Your Application to Trust the Issuer

Attach policies
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4: Configure the Issuer to Know about
the Application

¥ AD FS 2.0

4 File  Action View Window Help

e | Hm= HE .

=3 i o _'.' Hi . O
| ADF52.0 Rehﬂng Party Trusts &%ﬁ i Frugertics
B [ ] service

| Endpoints I:imiayﬂm Hmﬂiedﬂam | Organization | Endpoints | Notes | Advanced
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[ Claim Descriptions brreses b i

= Speciy the display name and identfiers for this relying party trust.
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|| Atfribute Stores

L AR

CE R
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Federativas autentifikacija lielaka
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|_ Institution 1

Web services
Web applications
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Paldies!

Twitter:
Facebook:
Blog:



https://twitter.com/dpa_latvia
https://www.facebook.com/DPALatvia
http://blogs.dpa.lv/

