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“deny ip any any”, vai IT droSibas
incidents piektdienas vakara

/I/\/ Varis Teivans, CERT.LV

08.11.2012. Riga, Latvija
ISACA Latvijas nodalas un CERT.LV konference
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IT drosibas incidents
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DOS/DDOS - servisa atteices uzbrukums

Deface — publiski pieejama resursa
izkémosana

Nesankcionéta resursu izmantosana
Informacijas zadziba / Spiegosana

Cybercrime Bizness — visas incidentu
variacijas
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Nezina

Slinkums

Panika

Ignorance / Noliegsana

Hej! Ar So taCu var pievérst uzmanibu :)

Defineto procediru ieverosana, pec
kuram incidents tiek risinats un
izverteti riski
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* Par incidentu uzzin no CERT.LV (labakaja
gadijuma)

* Nereti ir situacijas, kad informacija jau ir
nonakusi lidz publiski pieejamiem
resursiem (zinas, forumi)

* Savu IT resursu iesp€ju neapzinasanas
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Dazkart visa drosibas politikas izvéele
nemanami tiek balstita uz So netikumu

Nepiemerota parolu izvéle, servisu un
piekluves neapzinasana

Autentifikacijas dati tiek rakstiti uz lapinam
un kaut kur pielimeti

Parolu izveles politika neeksité pat lielos,
ar I'T saistitos uznemumos
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* DDOS uzbrukums — serverim tiek atslégts
tikls, lai nenotiek kas |launaks. No
uzbrucéja viedokla — viegla uzvara

* Firewall/IDS sak zinot par SQL injekcijas
meéginajumiem — Serveris tiek izslégts
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* Firewall/IDS nokonfiguréts celt trauksmi,
kad piesléegumu skaits parsniedz definétas
robezas — serveris tiek izoléts no
iInterneta, tacu izradas, ka pieprasijumi
bijusi legitimi
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* Noslodzes balansésanas iekarta valstiski
nozimigam resursam tiek nokonfiguréta ar
neadekvati zemu slodzes noturi.

* Rezultats: izveidojas legitimu lietotaju
DOS. Sakotngji tas tiek uzskatits par
uzbrukumu, tacu situacija ir labojama ar
vienu konfiguracijas rindinu
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* Tiek savlaicigi zinots par identificétam
kKritiskam ievainojamibam — risks tiek
pienemts, probléma netiek risinata

* Bet vél tacu nekas nav noticis...

* Ir gadijumi, kur savadaka sakuma taktika
ka “noliegsana’ netiek pielauta...
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Ignorance / Noliegsana
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* Incidentu safabricésana PR nolikos —
vairaki gadijumi art Latvija

* Informacijas kroplosanas celojot starp
resursiem
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* Anonymous téla izmantoSana ka PR
iInstruments

Liela dala WE B2 aNONY ey S
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Ko dartt, ja tiek konstatéts notiekoss
IT droSibas uzbrukums?
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Incidenta risinasanas procedura
Jaapzin savi resursi un iformacijas avoti

Jasaprot kam uzbrik un kadas ir pirmas,
acimredzamas pazimes

Jazin kontaktpersona pie sava IPS
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* Programmatdras atjauninajumiem ir
lemesls... Tos vajadzetu pielietot

* Piekluves kontroles mehanismi?

— VoIP — Latvija katru gadu vairaki
uzbrukumu gadijumi. Zaudéjumi katra
incidenta no vairakiem desmitiem lidz
simtiem latu

— NAS - pieejami no visa interneta
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* Noturigas tendences - OWASP TOP 10

* SQL injekcija - viena no biezak
Izmantotajam ievainojamibam web
servisiem
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DB uzbrukuma bridt tikai read rezima
DB lietotaja tiesibas:
— FS read / FS write

* File, insert, update, create table...
— SELECT ... INTO DUMPFILE
Ar sql injekciju var nolastt, ierakstit failus

web servera lietotaja tiesibas read rezima un
tikai sava direktorija
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Japarliecinas, lai lietotaja .htaccess
neparkapj globalos uzstadijumus

Lai nestrada symlink ar kura palidzibu varétu
izklUt no kokréta lietotaja direktorijas

HTTP POST ZurnaléSana
Jabut gatavam ievakt datu plGsmas pcap

SRC IP spoof prevencija — kolektiva atbildiba
IPS - IPS

Memory dump / process memory dump
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* Primari vajadzétu koncentréties uz
nepilntbu novérsanu aplikacijas liment.
Par to jadoma visa izstrades procesa

* Lai Firewall/IDS/IPS, WAF (mod_security)
nekalpo ka primarais vairogs “caurai’
sistemai
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* Vaino tair jabaidas? - Né

* Vai ir jaizvairas veikt testus uz production
sistemas — Ne. It seviski, ja tas ir ik
vienam tikla sasniedzams serviss.

* Uzbrukumu méginajumus un

levainojamibu testus veiks ari bez Jisu
piekriSanas vai zinasanas
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Més prasam jaunakas tehnologijas,
bet vai protam izmantot esosas?
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* Viedtalrunu programmatiras izstrade tiek
atkartotas gadiem vecas kludas

* Blackhole exploit kit lielako dalu upuru
inficé izmantojot vairak ka gadu vecas
levainojamibas

* SQL injekcijas — tiek izmantotas jau kops
2005. gada un joprojam turpinas
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Nikjju Mass injection campaign (180k+ pages
compromised)

april 17, 2012 by daniel cid + 16 comments

Our research team have been tracking a new mass SQL injection campaign that started early
this month. So far more than 180,000 URLs have been compromised. We will keep posting
updates as we get them.

Massive SQL Injection Attack Hits A Million Pages

LizaMoon attacks may have waned but code injection is still rife with a million pages infected
in a new wave

On October 20, 2011 by Eric Doyle 1

A massive blitz of SAL injection attacks has been unleashed against Websites based on Microsoft ASP.Net. It is
reported that up to a million Web pages have been infected so far.

The attack, discovered by online security firm Armorize, seems to be related to the LizaMoon attacks last April. The
certificates used are registered under the same name as those used in the previous attack. There was also an
apparently unrelated attack that infected six million sites in early August.
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Barclays: 97 percent of data
breaches still due to SQL
i Injection

Barclays calls for better information security
management to protect against attacks

By Sophie Curtis | Techworld | Published: 15:35, 19 January
2012

Tweet |7 =

SQL injection attacks have been around for more than ten
years, and security professionals are more than capable of
protecting against them; yet 97 percent of data breaches
worldwide are still due to an SQL injection somewhere along
the line, according to Neira Jones, head of payment security
for Barclaycard.
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4 dazadi Sony incidenti — visi SQL

Sony hack reveals password security is even worse feared

Most conformed to very predictable patterns ® 0
By John Leyden « Get more from this author O\Q\
Posted in Security, 8th June 2011 10:07 GMT V

An analysis of password re-use from data spilled vi#’ny and Gawker hack reveals that consumer
password security is even more lax than we might haygfeared.

A million Sony users' password/username IDs and 250,000 Gawker login credentials, each stored in plain
text, were exposed via separate hacks. In each case hackers posted a subset of these passwords as a
torrent.

T
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MIT incidents - SQL

Internet (}'
SQL Hackers Use MIT $ 2¥er to Hack
& 100,000 Sites A

Jason Mick (Blog) - November@ 2:42 PM

Y Print '--..,%c:mment(s} - last by Ammohﬁint.. on Nov 8 at 10:24 PM
15 ECURITY (}'

MySQL.com Hackg$l to Serve

M a I W a re N #root tika pardots cybercrime izsolés

\4 3000
400,000 apmeklétaju QY  par300e
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* Apache servisa ievainojamibas — vairakus
gadus vecas — izplatiba milziga.

* PHP, Ruby, Java, etc., iznemot Perl - HASH
table DOS. levainojamibas vairakus gadus
vecas — izplatiba milziga. Jaudigi serveri
nogazami ar vienu piezimju datoru.

* Joprojam apbrinojams daudzums ar WiFi AP,
kas lieto WEP, vai pilniba atvertus AP. Reali
testa rezultati Riga. Simtiem atvértu piekluves
punktu.
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* Linkedin

* Vairaki parolu zadzibas incidenti pie kuriem
stradajis CERT.LV

— Vairak ka 1 milj. unikalu lietotaju datu
* WIiFi paroles nav labaka situacija



Ranking
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Password Phrase

lin k.
1234
work
god

job
12345
angel
‘the
llove
sSex
jesus
connect
Fu**
monkey

123456

Number of Times Appeared

941

435

294

214

205
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176

143

133

119

a5

91

85

78

76




Biezums

Parole

Top Nr.
1 673 "123456"
2 404 "1g2w3edrst”
3 385 "123456789"
<1 308 12345"
= 265 gwertyuiop’
5 2549 "1Tgaz=z2wsx'
7 228 "123456a"
8 226 123"
o 226 ‘zxcvbnm’
10 223 k.
11 216 "'stalker’
12 198 "1234qgwer”
13 191 1234
14 188 gwertyuiop’
15 187 "123456789a"
16 172 qwe 123"
17 170 "gqwwerty”
18 167 1234567
19 152 ‘gQwerty”
20 152 "samsung’
21 143 159753
22 138 ‘'agahbdtn’
23 137 "nikita’




CERT.LV

* levainojamiba atklata 2008. gada
* 2012. gada izplatiba joprojam milziga
— NIC.LV un CERT.LV kopigi veiktais pétijums
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* NIC.LV un CERT.LV kopigi veiktais pétijums
— Analizéti ~4500 DNS pieprasijumu avoti
— 13% identificéti ka potenciali ievainojami
— 177 DNS serveriem atlauti rekursivie
pieprasijumi no visas pasaules

— Dala ievainojamo serveru bija IPS DNS
serveri, kurus lieto tikstosiem klientu
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* Risingajums ir sen pieejams
— DNS serveru programmatiiras atjauninasana
— DNSSEC

— No Latvija apzinatajiem serveriem lielaka
dala ievainojamibas ir izlabojusi
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* Erti un vienkarsi — nopirkt drosibu, bet...

— Lielu dalu aizsardzibas mehanismu ir
lesp€jams ieviest neieguldot milzigus
lidzeklus

— Vai var nopirkt drosibas stavokli?

* Liela dala uzbrukumos izmantotas
levainojamibas joprojam ir gadiem vecas
* Vajakais posms - joprojam cilvéks
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* Jastrada pie lietotaju izglitosanas un izpratnes
veidosanas par to, ka ar1 IT drosiba ir svariga

* Pieminétos izaicinajumus CERT.LV piedava
risinat rikojot praktiskos seminarus, praktiskas
un teorétiskas IT droSibas macibas, hackfest

— Daliba - BEZMAKSAS
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* Seminaru programma, kas attiecas uz
minétajam témam:
— NETFLOW / NFSEN
— Risku parvaldiba
- SEM / SIEM ar OSSEC
— IT uzbrukumu vizualizacija

— MS server security policy & templates
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Paldies par uzmanibu

http://lww.cert.lv/
cert@cert.lv
varis.teivans@cert.lv
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