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Data is the key target for security breaches…..
… and Database Servers Are The Primary Source of Breached 
Data

http://www.verizonbusiness.com/resources/reports/rp_data-breach-investigations-report-2012_en_xg.pdf

2012 Data Breach Report from Verizon Business RISK Team

§ Database servers contain your client’s 
most valuable information

– Financial records
– Customer information
– Credit card and other account records
– Personally identifiable information
– Patient records

§ High volumes of structured data
§ Easy to access
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“Go where the money is… and go there 
often.”

Willie Sutton

http://www.verizonbusiness.com/resources/reports/rp_data-breach-investigations-report-2012_en_xg.pdf


Data Governance and Security are changing 
rapidly

Data Explosion Everything is 
Everywhere                

Attack 
Sophistication

Extending the Perimeter Shifts Protection Focus to Data 

Moving from traditional perimeter-
based security…

…to logical “perimeter” approach to 
security—focusing on the data and 

where it resides

Firewall

Antivirus

IPS

• Cloud, Mobile and Data momentum is breaking down the traditional perimeter and forcing us to look at security differently
• Focus needs to shift from the perimeter to the data that needs to be protected

Consumerization 
of IT



Typical home-grown solutions are 
costly and ineffective



Real time database monitoring and 
protection with InfoSphere Guardium



Addressing the full database security
lifecycle with IBM InfoSphere Guardium



Guardium integrates with IT Infrastructure for seamless 
operations

Directory Services
(Active Directory, LDAP, TDS, etc)

SIEM
(IBM QRadar, Arcsight, RSA 

Envision, etc) SNMP Dashboards
(Tivoli Netcool, HP Openview, etc)

Change Ticketing 
Systems

(Tivoli Request Mgr, Remedy, 
Peregrine, etc)

Vulnerability 
Standards

(CVE, STIG, CIS Benchmark)

Data Classification 
and Leak Protection

(Credit Card, Social Security, phone, 
custom, etc)

Security Management 
Platforms

(IBM QRadar, McAfee ePO )

Application Servers
(IBM Websphere, IBM Cognos, Oracle 

EBS, SAP, Siebel, Peoplesoft, etc )

Long Term Storage
(IBM TSM, IBM Nettezza, EMC Centera, 

FTP, SCP, etc)

Authentication
(RSA SecurID, Radius, Kerberos, 

LDAP)

Software Deployment
(IBM Tivoli Provisioning Manager, RPM, Native 

Distributions)

Send Alerts 
(CEF, CSV, 
Syslog, etc) Send 

Events

• STAP



Database Activity Monitoring



Port Mirroring



Network Tap



Software TAP (S-TAP)



S-TAP Architecture



Supported Operating Systems and 
DBMS



What Guardium offers?



DEMO



Guardium v.9.0 new features

• Expanded scope to all major databases, data warehouses, file systems 
and big data environments based on Hadoop, such as IBM InfoSphere
BigInsights and Cloudera;

• Introducing support for Security Content Automation Protocol (SCAP) 
reports – allows exporting of reports in SCAP format (OVAL, XCCDF, 
CPE, CVE, CCE, CVSS)

• Expand system openness and integration with Universal Feed -
Universal Feed opens InfoSphere Guardium system, enabling all 
capabilities to be applied to custom applications and niche data sources

• Extended data security platform coverage – STAP for System i, updated 
currency for existing support – Solaris-11, SQL Server 2012, DB2 
Galileo, Oracle E-Business;

• Better integration with other IT infrastructure products



Paldies par 
uzmanību!



Supported OS

OS Type Version 32-Bit & 64-Bit

AIX 5.3 Both (Note: DB2 SHM on 32-bit AIX not
supported)

6.1, 7.1 64-Bit
z/OS 1.11, 1.12

HP-UX 11.11, 11.23, 
11.31 Both

Red Hat Enterprise Linux (includes
4, 5, 6 Both

Oracle Linux)
Red Hat Enterprise Linux for 
System z 5.4

SuSE Enterprise Linux 9, 10, 11 Both

SuSE Enterprise Linux for System z 9, 10, 11

Solaris - SPARC 9, 10, 11 Both

Solaris - Intel 10, 11 10-Both, 11-64-Bit only

Windows 2000, 2003, 
2008 Both

IBM i 6.1, 7.1



Supported DBMS

Data source Supported Versions
Oracle 9i, 10g (r1, r2), 10g RAC,11gR1, 11gR2, 11g RAC
Oracle (ASO, SSL) 9i, 10g (r1, r2), 11gR1, 11gR2
Oracle Exadata 11gR2

Microsoft SQL Server MS SQL Cluster, 2000, 2005, 2005 x64, 2005 IA64,
2008, 2008 x64, 2008 IA64, 2008 R2 x64/x32/Cluster, 2012

Microsoft SharePoint 2007, 2010
IBM DB2 (Linux, UNIX) 9.1, 9.5, 9.7, 10.1
IBM DB2 (Windows) 9.1, 9.5, 9.7, 10.1
IBM DB2 Purescale 9.8, LUW, 10.1

IBM DB2 for z/OS 8.1, 9.1, 10.1
IBM DB2 for i 6.1, 7.1
IMS 9, 10, 11, 12
VSAM see OS version support, part of z/OS (not separately versioned)

IBM Informix 10, 11, 11.50, 11.70
Sun MySQL and MySQL Cluster 5.0, 5.1, 5.5
Sybase ASE 15, 15.5, 15.7
Sybase IQ 15.0, 15.1, 15.2, 15.3, 15.4
IBM Netezza NPS 4.5, 4.6, 4.6.8, 5,0, 6.0, 6.02, 7.0
PostgreSQL 8, 9, 9.03, 9.04
Teradata 12, 13, 13.10, 14


