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Outline

• Reconnaissance and footprinting
• Scanning and enumeration
• System exploitation



Outline



Reconnaisance and 
footprinting



What is footprinting?

• Collect and uncover information

• Know your target

• Plan and prepare your attack



Footprinting types

• Internet footprinting
• Organizational footprinting
• Whois footprinting
• DNS footprinting
• Network footprinting
• Website footprinting
• E-mail footprinting
• Google hacking
• Vulnerability identification



Open Source Intelligence

•Reconnaissance information derived 
from publicly available sources



Reconnaissance types

• Passive
– No interaction with the target

• Active
– Interaction with target directly or indirectly



Passive - Internet search

• Company URLs



Passive - Internet search

• Public and restricted websites



Passive - Internet search

• Company information:
– Company registry databases
– Financial information
– Personnel
– Press releases
– Vacancies, jobs sites
– Procurements



Passive - Internet search

• People search:
• Pipl.com, Peekyou.com



Passive - Internet search

• Social networks:
• Linkedin.com



Passive - Internet search

• Social networks:
• Facebook, Twitter



Passive - Internet search

• Social networks:
• Forums and groups



Passive - Internet search

• Location information



Passive - Internet search

• Google cache



Passive - Internet search

• Internet Archive – wayback machine



Passive - Internet search

• Google alerts



Passive - Whois, domain footprinting

• Whois data



Passive – Whois, domain footprinting

• Regional Internet registries (RIRs)



Passive – Whois, domain footprinting

• Domain information
• Robtex.com



Passive – Whois, domain footprinting

• Domain information
• Netcraft.com



Passive - Whois, domain footprinting

• Domain information
• host, whois, nslookup, dig



Passive - Google hacking

• Google hacking

Operator Example Operator Example

Using OR or | hacking http OR ftp link: link:cert.lv

" " "secret document" cache: cache:twitter.com

- preceding word car -golf related: related:bbc.com

+ preceding word car +bmw intitle: intitle:"sql error"

- joining words Brute-forcing inurl: inurl:index.php

site: site:cern.ch intext: intext:password.txt

filetype: filetype:pdf info: info:microsoft.com



Passive - Google hacking

• Google hacking database



Passive - Vulnerability databases

• Vulnerability databases



Active – Network, service footprinting

• Active host identification:
– ping sweep, list scan



• Traceroute

Active – Network, service footprinting



• Banner grabbing

Active – Network, service footprinting



Active - DNS footprinting

• DNS querying and zone transfer
– Typical host record types

Type Description

A Host address record

MX Mail exchanger

CNAME Cannonical host alias

PTR Pointer record

SOA Start of authority

NS Name server

SRV Service locator



Active - Website footprinting

• Offline browsing



Active - Website footprinting

• Website data harvesting
– Documents
– Document metadata
– Picture EXIF data
– E-mail addresses
– robots.txt



Active - E-mail tracking

• Email tracking



Active - Social engineering

• Human-Based social engineering:
– Calling telephone number
– Sending e-mail
– Meeting with employees
– Applying for job

• Reverse social engineering
• Gaining physical access
• Dumpster diving



Target modeling

• Virtualization for target environment 
modeling



Target modeling

• Vulnerability identification and testing



Scanning and 
enumeration



Networking devices

• Hub
• Switch
• Router
• Firewall
• NIDS
• Proxy
• Honeypot



Networking devices

• Firewall types:
– packet filter
– stateful packet inspection

• Network intrusion system types:
– detection
– prevention

• Deep packet inspection
– DPI = IDS + IPS + SPI



Network models and protocols

• ISO:OSI7 and TCP/IP models

OSI7 TCP/IP

Application layer Application layer

Presentation layer

Session layer

Transport layer Transport layer

Network layer Network layer

Data link layer Network access layer

Physical layer



Protocol structure

• TCP header



Protocol structure

• TCP flags:

– FIN – no more data
– SYN – synchronize sequence numbers
– RST – reset the connection
– PSH – push buffered data
– ACK – acknowledge packet reception
– URG – process packet immediately

7 6 5 4 3 2 1 0

0 0 URG ACK PSH RST SYN FIN



TCP Three-way handshake

Alice Bob

T
im

e
SYN, seq=a

ACK, ack =b+1, seq=a+1

SYN/ACK, ack =a+1, seq=b



Types of scanning

• Network scanning
– detect active hosts

• Port scanning
– discover network services

• Vulnerability scanning
– identify vulnerabilities automatically



Scanning approach

• Identify live systems
• Check for open ports
• Banner grabbing
• Scan for vulnerabilities
• Draw network diagrams
• Prepare proxies



Network mapper - Nmap

• What is Nmap?
– Host discovery
– Port scanning
– Version detection
– OS detection
– Advanced scanning
– Nmap Scripting Engine

• Vulnerability scanner



Scan types

• Normal scan
• Inverse scan
• UDP scan
• ICMP echo / List scan



Normal scan

• TCP connect scan (full-open)

SYN (Port=n)

SYN/ACK

SYN+RST
Eva Alice



Normal scan

• SYN stealth scan (half-open)

SYN (Port=n)

SYN/ACK

RST
Eva Alice

SYN (Port=n)

RST

Eva Alice

Port is open

Port is closed



Inverse scan

• Xmas scan

FIN,URG,PSH (Port=n)

X

Eva Alice

FIN,URG,PSH (Port=n)

RST

Eva Alice

Port is open

Port is closed

Works against RFC793 TCP/IP compliant OS!



UDP scan

Attacker
Target

Is UDP port 53 open?

ICMP port unreachable - closed

No response - open
X



ICMP echo and List scan

• ICMP echo
– «ping» hosts on network

• List scan
– do a DNS resolution on hosts



Enumeration

• Extracting and listing information from a 
system



Enumeration

• Enumeration information types: 
– network resources and shares

– users and groups

– applications and banners

– audit settings



Enumeration

• Types of enumeration:
– NetBIOS
– SNMP
– DNS
– LDAP
– SMTP
– NTP
– Password



Enumeration

• SMPT enumeration:
– SMTP address list enumeration



Enumeration

• DNS enumeration:
– DNS host list enumeration



Vulnerability 
exploitation



Exploit databases

• Vulnerability identification:
– Exploit-DB
– NIST NVD

• CVSS – Common vulnerability scoring 
system



Attack staging

• Attack vector
Threat      Exposure       Vulnerability Impact

Exposure

Exposure

Exposure

Exposure

Vulnerability

Vulnerability

Vulnerability

Vulnerability

Asset

Function

Asset



Attack staging

• Attack chaining

Perimeter host

Internal host

Attacker



Buffer overflows

• The sample code
#include <stdio.h>

main() {

char *name;

char *danger;

name = (char *) malloc(10);

danger = (char *) malloc(128);

printf ("Address of name is %d\n", name);

printf ("Address of command is %d\n", danger);

printf ("Address difference is %d bytes \n", danger-name);

sprintf (danger, "echo %s", "Hello world!");

printf ("Enter your name:");

gets (name);

system (danger); }



Buffer overflows

• The memory stack

Content Memory address

500

..

Instructions ..

...

1500

Variables ..

1750

Registers ... (ESP)

1850



Buffer overflows

• Shellcode 
– code executed in target system

• Wrapper
–Means of delivering shellcode to target 
system

char shellcode[] = 
"\x31\xc0\x31\xdb\x31\xd2\x53\x68\x69\x74\x79\x0a\x68\x65\x63" 
"\x75\x72\x68\x44\x4c\x20\x53\x89\xe1\xb2\x0f\xb0\x04\xcd\x80" 
"\x31\xc0\x31\xdb\x31\xc9\xb0\x17\xcd\x80\x31\xc0\x50\x68\x6e" 
"\x2f\x73\x68\x68\x2f\x2f\x62\x69\x89\xe3\x8d\x54\x24\x08\x50\x53" 
"\x8d\x0c\x24\xb0\x0b\xcd\x80\x31\xc0\xb0\x01\xcd\x80";



Metasploit

• What is Metasploit?



What is Metasploit?

• Vulnerability database
• OPcode database
• Shellcode database
• Choose and configure exploit
• Configure payload
• Execute the exploit
• Manage target system via Meterpreter
• Attack chaining



Thank you!

http://www.cert.lv/
cert@cert.lv


