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e Legal environment and policies
« CERT.LV overview
e Current situation overview

e CERT.LV activities and awareness
raising



Legal environment
and policies




CERT.LV

* In force since 1 February 2011
o Sets CERT.LV tasks and responsibilities
* Defines responsibilities for:

* Public sector

e |ISPs

e Critical IT infrastructure owners



CERT.LV

* In every institution — IT security officer responsible
for:

e Creating IT security documents for institution

e Organising IT security audits

Educating all employees at least once per year
* Reporting to CERT.LV on security incidents

« Participating in CERT.LV seminars



CERT.LV

» All ISPs have to submit to CERT.LV
“Action plan for continuous operations”

 Report to CERT.LV on major incidents
e CERT.LV can request

o |T Security documentation
o |T Security audits

e Disconnection of an end user for 24h
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List — State secret

Report incidents to CERT.LV
Establishes IT Security documentation
CERT.LV can do penetration testing



CERT.LV

Improvement of legal regulations

Increasing human and material-technical
resources for state institutions

RISINg cooperation at a national scale
ntensifying international cooperation

Hardening of education, science and
social responisbility




I e, JCERTLY,

MoU with NATO — January 2012
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CERT.LV overview




CERT.LV

 Information technology security
Incident response institution

* Mission: “Fostering IT security In
Latvia”

e From 1 January 2013 - CERT.LV
supervised by the Ministry of Defence



CERT.LV

Operational since 1 February 2011
Operates on the basis of IT Security Law

Tasks delegated to Institute of
Mathematics and Computer Science,
University of Latvia

State funded
All services are free of charge



CERT.LV constituency

Private
Sector

P

« Criticd/ IT infrastructure

State infrmation systems| '~ 1"

State &
Government Municipalities
institutions
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 “Family doctor” and “fire-
fighter” in the virtual
envionment
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 Incident response
 “Security through cooperation”
 Awareness raising
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State and municipal institutions
IT Critical infrastructure

Private sector

— ISPs

— Financial institutions
National Armed Forces

International collaboration
— NATO, EU, ENISA
— TF-CSIRT, FIRST



Symbol of quality, received by IPS that:

*Cooperates with CERT.LV and provides

Incident information to end users

CERT.LV
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*Cooperates with Net-Safe Latvia for illegal

material takedown off the Internet

*Provides free Internet content filter setup

upon customers request
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Current situation
overview
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e Large amount of incident reports every day
 High and low priority incidents
o Collaboration with ISPs



HEVISOAWER /. |CERT.LY,
High priority incidents — Q3
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Compromised Phishing Denial of Service Spam Malware Hacking Botnets Other
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Low priority incidents — Q3
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Botnet numbers are still very large

Infections via browsers (Drive-by Exploits) —
the most common vector

Server hacking, phishing, DoS
Attacks Iin socially sensitive moments
Malware distribution



CERT.LV

Attacks due to political events
Targeted attacks

Malware distribution from hacked servers and
webpages
Phishing — more realistic



LATVIJAS POLICIJAS

KIBERNOZIEGUMI DEPARTAMENTS

Visas operdcijas, kas ir veiktas uz & datora, pierakstas.
Ja jis izmantojat veb-kameru, video un foto saglabsjas identificgjumam.

Video ierakstisanas: PAR

Jis var viegh identificEt pa Jasu |P adresi un saistitu ar vinu doména vardu.

Jasu IP adrese:
Doména vards: SIA Lattelekom
AtraSands vieta: Latwia , Riga

Jusu dators ir blokets!

Jisu datora darbs ir apturéts neatrisindtas kiberaktivitdtes pazimju dél

Zemak ir minét iespéjamie parkapumi, ko Jis paveicat:

Pants 274. - Autortiesibas
Naudas sm:ls vai brivibas atnemiana uz laiku fidz 4 gadiem
{Failu, ko aizsarga autortiestbas, izmantoiana vai izplatitana - filmas, programmatira)

Pants 183. — Pornografiska produkcija
Waudas sods vai brivibas atnem3ana uz laiky lidz 2 gadiem
(Pornografisku failu izmantoiana vai izplatiZana)

Pants 184. — Pornografiska produkcija ar bérnu piedaliZanos (lidz 18 gadiem)
Brivibas atnemiana uz lziku Jidz 15 gadiem
{Pornografisku failu izmantosana val izplatifana)

Pants 104. — Terorisma PopularizéZana
Brivibas atnemsana uz laiku lidz 25 gadiem
{Jis apmekléjat teroristisku organizaciju portalus)

Pants 297. — Nevériga datora lietofana, kuras dél ridijds griitas sekas
Haudas sods vai brivibas atnemsiana uz laiku fidz 2 gadiem

{Jisu dators ir inficéts ar virusu, kurs, savukart, inficéja citus datorus)

Pants 108. - Azartspéles .

Naudas sods vai brivibas atnemsana uz laiku Iidz 2 gadiem

|Jiis spél&jat azartspéles, bet ar Jisu valsts likumu azarta bizness ir aizliegts)

Sakard ar valdibas 1Emumu 22 augusta, visi dotie tiesibu parkapumi var bt aplikot ka
nosacit, naudas soda apmaksas gadijuma.

Naudas soda summa ir 50 LVL, Apmaksa javeic 48 stundu laikd, péc parkapianas
atkldsanas.

Ja naudas sods netiks apmaksats, uz jums automatiski tiks uzsdkta kriminallieta,

Péc noudas sodo apmoksas Jisu dators tiks atblokéts

Samainiet skaidru naudu uz Ukash vauferu un ievediet
vaufera kodu forma, kas ir sniegta zemak.

Kods: ]|

1fafa]als]e][z]e]s]o

‘ ﬁanSBfEEar{j

Samainiet skaidru naudu uz Paysafecard vauceru un ievediet
vaucera kodu forma, kas ir sniegta zemak.

Kods:

1| 2|3{4|5]|6|7|8|o]|0

Lidzu, pieversiet uzmanibu: naudas sods Ir jdapmaksa 48 stundu laika. Ja
jums neizdevas veikt samaksu noraditaja laika, atbiokst JOsu datoru bds
neiespéjams.

Saja gadijuma uz jums automatiski tiks uzsakta kriminallieta.

Kur var nopirkt Ukash

(?) sfera
O-Bizz

Kur var nopirkt
Paysafecard

R N ARVESEN 2
plus( unids

wearlgl sikumi

100%
Crrosi Maksajumi



CERT.LV activities
and awareness raising
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Available and tailored for everyone
Information on newest viruses and threats
Articles and suggestions

Examples for IT security principles and
rules

Portal www.esidross.lv (“be safe”)
Twitter and Facebook accounts “certlv”
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Ap un par drosthu (42)

F CERT.LV, NIC,

Laipni lidzam majaslapa

ESI DROSS!

i majaslapa ir paredzéta ikvienam,
kurs rip&jas par sava datora

: 8 e dro&ibu un =avu droiibu
Raksti (1} Antiviruss avast! Free Antivirus interneta.

Majas lapu uztur Informacijas

tehnologiju drosbas incidentu
» Informacijas tehnologiju

Bezmaksas risindjumi (3}
Darba (22}

leteikumu [ade (35)
Majas (32}

Mobild drosiba (1)
HNotikumi pasaulé (2)

Pasdkumi un notikumi (7}
Publiskas vietis (22}

& & & & & & & & & @

noverianas instiicia (CERT.LW) un
tajd informacijas tehnolegiju

drosthas incidentu . ' specidlisti no Drogbas ekspertu
novérsanas institdcija - AKTUALIE RAKSTI grupas (CEG) sniedz padomus,
CERT.LV dalds piered=zg, k& ariir gatavi

« LR Satikemes ministrija
L\ € SIAT iniciativa

» Net-Safe Latvia Drosaka
interneta centrs

atbildét uz JOsu jautdjumiem par Jisu
datora drogibu un Jisu drodibu
interneta.

B SE

® Smilsu kaste jeb buferzona

novembris 2012 + Backup jeb datu rezerves

PO T e P | 8|S Drosiba par velti. Rakstu grupa Robotu tikls jeb ,,zombiju g

PR = o + Antiviruss avast! Free
par risindjumiem armija” S
Antivirus

T 12 (3] 4

T T T T Padomju medicinas darbinieki biia Robotu tikls ir internetam pieslégti datori, « Drosiba par velti. Rakstu
= .
=l B { ! | g | 9 | 10 | " izdomajusi £5du izteikumu par toreiz kurw aizsardziba ir tikusi uzlauzta un tagad grupa par risindjumiem
42 |13 |14 | 15| 16 | 17 | 18 eksistéjuSo bezmaksas medicinu; — Jis tie tiek kontroléti no @rpuses. Ta sauktie. ..

# Robotu tikls jeb .. zombiju
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Maids Darba  Publiskasvietas  leteikumi  Pardrosibu  Pasakumi  Notikumi pasaulé

Témas

CERT.LV, .
Ap un par drosibu {23 > _ 'H "’ Cp

Darba (16)

leteikumu lade (23)

Majas (24) g Laipni lddzam majaslapa
Motikumi pasaulé (1) —

Pasakumi un notikumi (8} - . ESI DROéS!

PUISKA S VIRSa: b a7 majaslapa ir paredzéta ikvienam,

s kurs riip@jas par sava datora
Saigu lenta ' drosibhu un savu drosibu interneta.
Popularakie krapsanas veidi interneta Majas lapu uztur Informécijas
Informacijas tehnolodiju r e iERPAEE arEiL e tehnolodiju drodThas incidenty
drosihas incidentu noversanas ek S s orlirag : hovardanas institicija (CERTLY) un
institiicija — CERT.LV - tajd infarrmacijas tehnolodiju
LR Satiksimies ministrija specialisti no WCSIRT iniciathas
LV CSIRT iniciativa grupas sniedz padomus, dalds

Met-Safe Latvia Drosaka AKTUALIE RAKSTI pleredze, Ka armir gatayi athildet uz
interneta centrs Jdsu jautajumiem par J0su datora

droghu un Jdsu drosthu internetd.

_ f _ L 2 [ '- L_ : : Jaunakie raksti
maijs 2012 . | . g

C . k) ik - oy » Popularakie krapsanas veidi
- interneta
3 L A Kada iriesa datora Datorologs
[ ' | [ | et : uzgajis 110 virusus!
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! ! I ! | Ka atpazit pikskergsanu? Kas jazina, lai drosi lietotu P_arlraudl sava datora vesefibu
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T i i i ! Jau iepriekigjos rakstos par ~draugiem.v™?

_ 24 et R At pikSkersany (Rikskerasana jeb, ka Sodien vairs neviens nerund par socidlo
31 atdot savu naudu katram gribEtajam” un tiklu un poralu augodo popularitati

—— "3 padormi — ki pasargdt eevi.. pasauld. Tas jau ir noticis fakts! Pasaule

ir'socializéjusies", ..

Ka atpazit pikskergsanu?
Kas jazina, lai drosi lietotu
Hdraugien.h™?
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New colleague - “Computerologist”
e Born @ E-skills week
e Last performance — 12 May, EU Garden-party

e Twitter account
@datorologs

SIS CRRERVAT . ﬂCERT.LVA
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CERT.LV

“Be safe -1" and “Be safe-2” seminars for state
Institutions

Theoretical and technical IT Security exercises
Seminar for Internet Service providers

Targeted events

e Legal issues

 How to organize exercises
e Risk assessment



CERT.LV
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Information Technology and Information
Systems Security Experts Group:
*Voluntary IT/IS security experts group

eAdvance IT/IS security and security
awareness culture in Latvia

eSupport CERT.LV
*Has group’s Statutes and Code of Ethics

=
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Thank yout

http://lwww.cert.lv/
cert@cert.lv
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