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Legal environment 
and policies



IT Security Law

• In force since 1 February 2011

• Sets CERT.LV tasks and responsibilities

• Defines responsibilities for:

• Public sector

• ISPs

• Critical IT infrastructure owners



IT Security Law – Public sector

• In every institution – IT security officer responsible
for:

• Creating IT security documents for institution

• Organising IT security audits

• Educating all employees at least once per year 

• Reporting to CERT.LV on security incidents

• Participating in CERT.LV seminars



IT Security Law - ISPs

• All ISPs have to submit to CERT.LV 
“Action plan for continuous operations”

• Report to CERT.LV on major incidents

• CERT.LV can request

• IT Security documentation 

• IT Security audits

• Disconnection of an end user for 24h



IT Security Law – Critical infrastructure

• List – State secret

• Report incidents to CERT.LV

• Establishes IT Security documentation

• CERT.LV can do penetration testing



National IT Security Strategy 

• Improvement of legal regulations

• Increasing human and material-technical 
resources for state institutions

• Rising cooperation at a national scale 

• Intensifying international cooperation

• Hardening of education, science and 
social responisbility



MoU with NATO – January 2012



CERT.LV overview



CERT.LV

• Information technology security 
incident response institution

• Mission: “Fostering IT security in 
Latvia”

• From 1 January 2013 - CERT.LV 
supervised by the Ministry of Defence



CERT.LV

• Operational since 1 February 2011
• Operates on the basis of IT Security Law
• Tasks delegated to Institute of 

Mathematics and Computer Science, 
University of Latvia

• State funded
• All services are free of charge



CERT.LV constituency



What is CERT.LV?

• “Family doctor” and “fire-
fighter” in the virtual 
environment



Main activity areas

• Incident response
• “Security through cooperation”
• Awareness raising



CERT.LV collaboration

• State and municipal institutions
• IT Critical infrastructure
• Private sector

– ISPs
– Financial institutions

• National Armed Forces
• International collaboration

– NATO, EU, ENISA
– TF-CSIRT, FIRST



Responsible ISP

Symbol of quality, received by IPS that:
•Cooperates with CERT.LV and provides 
incident information to end users
•Cooperates with Net-Safe Latvia for illegal 
material takedown off the Internet
•Provides free Internet content filter setup 
upon customers request



With the President of Latvia



Current situation
overview



Current situation

• Large amount of incident reports every day
• High and low priority incidents
• Collaboration with ISPs



High priority incidents – Q3
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Low priority incidents – Q3
TOP10 infections
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Current trends
• Botnet numbers are still very large
• Infections via browsers (Drive-by Exploits) –

the most common vector
• Server hacking, phishing, DoS
• Attacks in socially sensitive moments
• Malware distribution



Threats
• Attacks due to political events
• Targeted attacks
• Malware distribution from hacked servers and 

webpages
• Phishing – more realistic





CERT.LV activities 
and awareness raising



Information & recommendations

• Available and tailored for everyone

• Information on newest viruses and threats

• Articles and suggestions

• Examples for IT security principles and 
rules

• Portal www.esidross.lv (“be safe”)

• Twitter and Facebook accounts “certlv”







New colleague - “Computerologist”
• Born @ E-skills week
• Last performance – 12 May, EU Garden-party
• Twitter account
@datorologs



E-skills week



EU Garden-party



Events & presentations
• “Be safe -1” and “Be safe-2” seminars for state 

institutions

• Theoretical and technical IT Security exercises

• Seminar for Internet Service providers

• Targeted events
• Legal issues

• How to organize exercises

• Risk assessment



Security Experts Group
Information Technology and Information 

Systems Security Experts Group:

•Voluntary IT/IS security experts group

•Advance IT/IS security and security 
awareness culture in Latvia

•Support CERT.LV

•Has group’s Statutes and Code of Ethics



Thank you!

http://www.cert.lv/
cert@cert.lv


