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Latvian IT security system

� Framework of the IT critical infrastructure protecti on

� IT Security Incidents Response Institution (CERT.LV ) –
prevention and action in case of IT security incidents

� IT security of state institutions and local governm ent institutions – basic
standards

� Electronic communications undertakings – basic standards

� National IT Security Council:

�coordination of the tasks and measures 

�chaired by a representative of the Ministry of Tran sport and 
Communications, vice-chair – representative of the N ational Armed 
Forces

�members from Ministry of Environmental Protection an d Regional 
Development, Ministry of Defence, Ministry of Forei gn Affairs, Ministry 
of Interior, Bank of Latvia, Financial and Capital Mar ket Commission, 
CERT.LV and state security agencies

�meets every three months or upon necessity
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Implementation of 13a in Latvia

� Implemented by the Law On the Security of Information 
Technologies

� National regulatory authority – CERT.LV

� Basic elements for achieving security and integrity:

� provisions of the 13a

� action plan for the provision of continuous operatio n of 
networks

� critical infrastructure protection system

� Secondary elements for achieving security and integrity :

� automated reporting by CERT.LV

� «Responsible ISP»
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Low priority incidents
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High priority incidents in 2012 - 4038
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«Computerologist»



Currently on the agenda

� Increase of frequency of national and international exerci ses

� the latest – «Snow Storm 2013» (February 2013)

� the first high level (the Cabinet of Ministers) exercise ( December 2012)

� Involvement of volunteers:

� Civil volunteer league «DEG» established

� Military to be established (as a part of the Nation al 

Guard (Zemessardze))

� Widening of awareness raising activities

� Implementation of the National Security Concept

� Draft Strategy of IT Security for 2013 – 2018 

� Draft memorandum of understanding with Estonia and Lithuan ia
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Thank you for your attention !

Māris Andž āns

maris.andzans@sam.gov.lv

+371 67028262

Baiba Kaškina

baiba.kaskina@cert.lv
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