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Datu drosiba un cilveciskais
faktors, izmantojot mobilas
iekartas bezvadu fiklos

Didzis Balodis, CISSP, GPEN
DPA IT drosibas virziena vaditajs



saturs

» Fakti un skait|i
» Prakse
> Risinajumi



Didzis Balodis

DPA IT drosibas virziena vaditajs
» Vairak ka 10 gadi IT industrija (sakot no 1999.9)
» AdministréSana, izstrade, droSiba

» Pedegjie 5 gadi — IT konsultacijas, audits un drosSibas audits,
ielausanas testi (veikti vairak ka 50 auditi)

» Hobijs - bezvadu tiklu drosSiba

Sertifikati:
» CISSP- Certified Information System Security Professional
» GPEN — GIAC Certified Penetration Tester



DPA drosibas pakalpojumi

IT auditi un ielausanas testésana: dpaiy Cm o
dpa.ua E
dpa.by ]

. _ Vo _ . dpa.ge
= Atbilstibas auditi LR normativiem un

labakas prakses standartiem

= Tikla ielausanas testi
> Bezvadu tiklu auditi

» Web aplikaciju drosibas testéSana

» Socialas inzenierijas testéSana

» Darbinieku IT droSibas apmaciba



Sertifikati

[ead Auditor

CIEH

Certified Ethical Hacker

CISA

CFRTIAED IS FOEsAATION SYSTERS AL
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Riski bezvadu tiklos

Lietotajiem:

Datu parkerSana/

Viltus piekluves

. - punkts Uzbrukumi iericém
noklausisanas (Rogue AP)
Ipasniekiem:
Vaia vai noklusats Uzbrukumi iericém,
. WEP SifréSana péc tam, kad ieguta

parole/ paroles nav

pieeja tiklam




DPA petijums (1)

Uzdevums:
Apzinat wi-fi tiklu specifiku Rigas centra un
mikrorajona:

. SifréeSanas veids

« Atvértie tikli

* Nosaukumi (SSID)




DPA petijums (2)
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DPA pétijums (3)
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DPA peéetijums (4)

2012 centrs 2013 centrs 2013 Purvciems

m Nesifreti m WEP = WPA

Pilns pétijums: http:\\blogs.dpa.lv



Atvertie




Atvértie tikli (2)




Atvértie tikli (3)




Atvértie tikli (4) |
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1. Scenarijs. Stunda atvertaja tikla

> 100 MB trafika
= 203 attéli

> Vairak ka 3000 IP adreses
» Vairak ka 100 session ID

i " b
Srwes T W P T oo
il

'HPStartH.‘lop]

Hosts (3230) | Frames (67000} | Files (882) | Images (203) | Messages | Credentials (146) | Sessions (8185) | DNS (16625) | Paremeters (12809) | Keywords |

Show NTLM challengeresponse

Mask Passwords

File Teols Help
| — Select a network adapter in the list —
I

Cleartext | A li

Show Cookies

Cliert Server Protocol
10.104.12... 10.0.1..  HTTP Cookie
10.104.12... 80.232.. HTTP Cookie
10.104.12... 155.14.. HTTP Cookie
10.104.12... 155.14... HTTP Cookis
10.104.42... 155.14.. HTTP Cookie
10.104.12... 155.14.. HTTP Cockie
10.104.12... 154.10... HTTP Coockie
10.104.12... 1588.13.. HTTP Coockie
152.168.1... 7252 HTTP Cockie
192.168.1... 74125.. HTTP Cookie
192.168.1... 75.126... HTTP Cookie
182.168.1... 75.126... HTTP Cookie
152.168.1... 87.248.. HTTP Cookie
152.168.1... 93.184.. HTTP Cookie
152.168.1... 98.139.. HTTP Cookie

Usemame

PHPSESSID=dvgm
b_70=1; uid=LOif 5l
6£286b6dB92d5 3a.
6286b6dBF92dH 3a
6£286b6dBF92d5H 3a
__gfp_G4b=WJXEBZ
__utma=186584111
datr=k 752 uCGxpv/
ShoppingBag-450=
id=2Xdb 034420100
12667484 3args_str
12667484 3angs_str
fpe=d=s2KCMI2.30
_ utma=80791880.
AD=0=0; B=bd3c?

hirescapable:1lprscr...

wr-screenattributes:fw. ..
r-screenattibutes:/w. .
MKgWmZ 7Y XwG75...
0.1381314987.13823...

1997t=1381593533k....
2bseanch®3d1%26se. ..
2Bzearchi3d1%26se. ..
JRATIZ91zKPIOknA...
1.1382202162.13822...
WpYFssLYNOWzIT7S...

zZzzzzzzzzz=zzz=zz @

Login timestamp

21.10.2013.15:18:41
21.10.2013. 15:19:03
21.10.2013. 15:1%:00
21.10.2013. 15:19:04
21.10.2013. 15:18:58
21.10.2013. 15:15:08
21.10.2013. 15:1%:38
21.10.2013. 15:19:14
21.10.2013. 14:58:36
21.10.2013. 14:47:43
21.10.2013. 14:52:40
21.10.2013. 14:53:48
21.10.2013. 14:47:M
21.10.2013. 14:52:49
21.10.2013. 14:47:16




2 .Scenarijs. Viltus AP (1)

Mobila ierice ar wi-fi ->
Viltus AP (airbase-ng + dnsspoof)->
Datu partversana

FRE@

WiFI

AVAILABLE HERE




File Edit View Search Terminal Help
sOb T nfEh UBBEdE0 e EE

[/ W6 (6 GEBCUEBEDLGS60) GEHUEHE
:-::J.-"

gk 39FREREHEY

B:H
[*] SMTP: 192.168.10.101:60307 Command:
o6 (6 GEREIBEBEBLOSHTE) GEHEEL[D

FEEREHEER [ WO66VEIHGOG[ tD rehzbebNGLELZG

[*] IMAP LOGIN 192.168.10.123:62575 m[BEBEBER / DBEBEBER
[*] POP3 LOGIN 192.168.10.123:6258¢ -
[*] POP3 LOGIN 192.168.10.167:53556 FREBEEER inbox.lv / EEEIED

st auxiliary( )

[*] POP3 LOGIN 192.168.10.84:43087 ¢~ _ I, ' ', :k.lv / uGbBdé0~Xe6s$6#
[*] IMAP LOGIN 192.168.10.144:37141 *  * agmail.com / ubBBAG0 XGG$6G#
[*] POP3 LOGIN 192.168.10.252:33273 ¢ 1 / T i BB~ XGESEE
[*] POP3 LOGIN 192.168.10.252:58389 & 1 / HU66dG0"XG6T6# .
[*] POP3 LOGIN 192.168.10.252:57550 e 1 / L6U6A60"X6E5G

[*] POP3 LOGIN 192.168.10.252:33045 & 1 / wGGHAG0"X0H$6#

[*] POP3 LOGIN 192.168.10.252:57930 ¢ 1 /

[*] IMAP LOGIN 192.168.10.45:58512 user / pass

1
—h

auxiliary| 1=

|I;l-
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Kopsavilkums

= Ar Wi- FI izmantosanu saistitie riski biezi vien lidz
galam nav apzinati:
» Publisko tiklu izmantoSana
» Privato tiklu iertkoSana
» Drosa izmantoSana uznémumos un iestadés

Butiska loma ir gala lietotaju izglitosanai ka ari pareizai
tehnologiju pielietoSanai.



Lietotaju izglitoSanas princips

Sociala inzenierija
+
Apmaciba
+

Sociala inzenierija



Lietotaju macibu programma

= |kviens ir mérkis

» Sociala inzenierija

» DroSa e-pasta lietoSana

» Interneta parlikoSana

» Socialo tiklu izmantoSana

> Mobilo iericu droSiba

» Paroles

» Datu un informacijas aizsardziba
» Bezvadu tiklu drosa lietoSana
» Darbs no majam vai cela

> lekSéjie draudi

» Fiziskas droSibas aspekti

» Datora drosiba majas

» DroSibas incidents

Avots: www.stockvault.net
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