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Programmaturas kvalitates nodrosinasana un
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- AKTIVA PIEEJA INFORMACIJAS SISTEMU DROSIBAI
SQUALIO

SOFTWARE QUALITY ASSURANCE

Potencialos drosibas draudus jasak risinat jau programmattras
izstrades faze

Jaskatas SDLC virziena (drosas izstrades programmatiras dzives
cikls)

— Kvalitates nodrosinasana

— DroSiba
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SQUALIO

SOFTWARE QUALITY ASSURANCE

PROGRAMMATURAS IZSTRADES PANEMIENI

« Atvérta koda (open-source) tipa projekts
» Formalakas metodes
— Udenskrituma modelis
— Spirales modelis
— CMMI (Capability Maturity Model Integration)
— TSP - Team Software Process
— PSP - Personal Software Process
* Agile
« Common Criteria (zinami arT ka ISO/IEC 15408)

— Novértéjuma limeni - Evaluation Assurance Levels (EAL)
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'i' KVALITATES ASPEKTI
SQUALIO

SOFTWARE QUALITY ASSURANCE PriVétU ms Droéiba

 Kvalitates problémas ir kopigas
— Privatums
— Drosiba
— Uzticamiba

» Drosibas ierocCi KVALITATE
— Tirs kods

— AtbilstoSa konfiguracija /
— Drogibas produkti Uzticamiba
 Labak atrak
— Ir par vélu, ja vajas puses tiek ieklautas Beta versija
— Ir par vélu, ja problémas tiek atklatas tikai testéSanas laika
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== DROSIBAS ASPEKTI
SQUALIO

SOFTWARE QUALITY ASSURANCE

 DROSAS PROGRAMMATURAS KONCEPCIJAS

— Konfidencialitate, integritate, pieejamiba, autentifikacija, autorizacija un
auditacija

— Drosas izstrades principi

— Risku parvaldiba (piem. ievainojamibas, ielausanas)

— Regulas, privatums un atbilstibas

— Programmatras arhitektdra

— Juridiskie aspekti (piem. autortiesibas, preCu zimes)

— Standarti (pieméram, ISO 2700x, OWASP)

— DrosSibas modeli (piem. Bell-LaPadula, Clark-Wilson & Brewer-Nash)

— DroSa darbinasana (piem. TPM, TCB)
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:‘. MICROSOFT DROSIBAS IZSTRADES DZIVES
SQUALIO  CIKLS (SDL - Secure Development Lifecycle)

SOFTWARE QUALITY ASSURANCE

o Meérki
— Samazinat droSibas trikumu un privatuma problému skaitu
— Samazinat atlikuso trikumu ietekmi

« SDL aspekti
— lzglitiba
— Procesi
— Atbildibas

Establish Security Establish Design Use Approved Dynamic Incident
Requirements Requirements Tools Analysis

Core Security Create Quality Analyze Attack Deprecate Unsafe Fuzz Final Security
Training Gates / Bug Bars Surface Functions Testing Review

Security & Privacy Threat Static Attack Surface Release
Risk Assessment Modeling Analysis Review Archive
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%'  SDLPROCESS
SQUALIO

SOFTWARE QUALITY ASSURANCE

Security Development Lifecycle Tasks and Processes

Threat Modeling
Complete and

Mitigations
Reflgcted in Traditional Microsoft Software Product Development Lifecycle Tasks and Process
Specificatio Final Release
Product Code i
Complete Alpha & Beta Pre releases

Testing and Verification Product Support
RTM | Service Packs/QFEs
Security Updates
Requirements Design Implementation Verification Release Support & Servicing
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ok DROSA PROGRAMMATURAS TESTESANA
SQUALIO

SOFTWARE QUALITY ASSURANCE

* Testésana ka kvalitates nodrosinasana

— Funkcionala un Nefunkcionala testé$ana (piem. logika,
uzticamiba, veiktspé&ja un meérogojamiba)

— Drosibas testéSana (piem. baltas kastes un melnas kastes
tehnikas)

— Kladu uzskaite (piem. nepilntbas, klidas un ievainojamibas)

— Uzbrukuma virsmas validéSana (Attack surface validation)
 Testésanas veidi

— lelausanas testésana

— «Fuzzing», «Scanning», simuléta testéSana (piem. videi un
datiem)

— Sifrésanas validésana (piem. videi un datiem)
* Regresijas testésana
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'i' KA IEVIEST SDL
SQUALIO

SOFTWARE QUALITY ASSURANCE

» Pieejamie bezmaksas riki
— SDL izstrades parvaldibas vadliniju apraksts (SDL Development Guidance)
— SDL riki (Attack Surface Analyzer, Threat Modelling Tool, Fuzzing Tool)
— SDL veidnes Visual Studio Team sistémai (iesk. Agile)

 Microsoft pakalpojumi: Drosu produktu izstrades pakalpojumi
— Drosu aplikaciju izstrades apmacibas
— Aplikaciju drosibas koda parskats
— Aplikaciju drosibas novertgjums
— Aplikaciju draudu modelésana
 Partneri - SQUALIO: QA&SDL konsultacijas, apmacibas, testéSana
— QA procesu novértéjums un uzlaboSana
— Koda izskatisana
— TestéSana
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.i. Certified Secure Software Lifecycle
SQUALIO  Professional (CSSLPCM)

SOFTWARE QUALITY ASSURANCE

« Sertifikacija no ISC®

» Industrijas atbalsts s CsSsSLp™
— Microsoft, Cisco, Xerox, SAFECode
— Symantec, BASDA, SANS, DSCI (NASSCOM) Certified Secure Software

Lifecycle Professional

— SRA International, ISSA

e CSSLP CBK darbibas sféras
— Drosas programmatiiras koncepcijas
— Drosas programmatdras prasibas
— Drosas programmatiras projektéjums
— DroSas programmatras izstrade/ievieSana
— Drosas programmatras testésana
— Programmatras akceptésana N
— Programmatiiras uzstadisana, uzturésana un likvidésana
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-
SQUALIO RESURSI

e (Gramatas
— Michael Howard, Steve Lipner, The Security Development Lifecycle, 2006
— Michael Howard, Steve Lipner, Writing Secure Code, Second Edition, 2003
— Software Assurance Maturity Model (SAMM) , By OpenSAMM Project

(OWASP)

* Interneta resursi
— |1SC2 CSSLP certification www.isc2.org/csslp
— Microsoft SDL http://www.microsoft.com/security/sdl/default.aspx
— The Open Web Application Security Project (OWASP) https://www.owasp.org/
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PALDIES PAR UZMANIBU!

Nikolajs Petrovs

Pakalpojumu attistibas vaditajs
GSM: +371 2912 4882

E-pasts: Nikolajs.Petrovs@squal.io
Skype: nikolay.ptrv

www.squal.io
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