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Trustworthy Computing Security
• Security Science

• Microsoft Security Response Center

Microsoft Malware Prevention Center
• Malware analysis

• Anti-malware capabilities

• Product architecture & engineering insight

Microsoft Product Development

• Diagnosis and technical investigation

• IT ecosystem viewpoint

Customer Service & Support - Cybersecurity

http://www.microsoft.com/security/portal/
http://www.microsoft.com/security/portal/


Global view to Global 
Cyber Threats –
Microsoft  
Intelligence – SIR 
Report vol. 14









more than 5 times



Scenario 1: malware disables real-time 

antimalware to ‘stay quiet’

Scenario 2: user disables real-time antimalware 

because of perceived performance improvements

Scenario 3: subscription lapses
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• Using up-to-date real-time security software is an 
important part of a defense in depth strategy

• Simply installing and using up-to-date real-time 
antimalware software can help individuals and 
organizations reduce the risk they face from 
malware by more than 80 percent



• The statistics presented here are generated by Microsoft security programs and services 
running on computers in Slovakia in 4Q12 and previous quarters. This data is provided 
from administrators or users who choose to opt in to provide data to Microsoft, using IP 
address geolocation to determine country or region 

• See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in Latvia and around the world, and for explanations of the 

methods and terms used here 



• The MSRT detected malware on 4.1 
of every 1,000 computers scanned in 
Latvia in 4Q12 (a CCM score of 4.1, 
compared to the 4Q12 worldwide 
average CCM of 6.0)

• The figure shows the CCM trend for 
Latvia over the last six quarters, 
compared to the world as a whole



• The most common category in 
Latvia in 4Q12 was Miscellaneous 
Potentially Unwanted Software. 
It affected 45.9 percent of all 
computers with detections there, 
up from 45.6 percent in 3Q12

• The second most common 
category in Latvia in 4Q12 was 
Miscellaneous Trojans. It affected 
31.9 percent of all computers with 
detections there, down from 28.7 
percent in 3Q12.

• The third most common category 
in Latvia in 4Q12 was Adware, 
which affected 20.1 percent of all 
computers with detections there, 
down from 14.1 percent in 3Q12.



• The most common threat family in Latvia in 4Q12 was 
Win32/Keygen, which affected 21.2 percent of 
computers with detections in Latvia. Win32/Keygen is a 
generic detection for tools that generate product keys 
for various software products

• The second most common threat family in Latvia in 
4Q12 was Win32/Dorkbot, which affected 7.7 percent of 
computers with detections in Latvia. Win32/Dorkbot is a 
worm that spreads via instant messaging and 
removable drives. It also contains backdoor functionality 
that allows unauthorized access and control of the 
affected computer. Win32/Dorkbot may be distributed 
from compromised or malicious websites using PDF or 
browser exploits

• The third most common threat family in Latvia in 4Q12 
was Win32/Obfuscator, which affected 7.3 percent of 
computers with detections in Latvia. Win32/Obfuscator 
is a generic detection for programs that have had their 
purpose disguised to hinder analysis or detection by 
antivirus scanners. Such programs commonly employ a 
combination of methods, including encryption, 
compression, anti-debugging and anti-emulation 
techniques



• Web browsers such as Windows 
Internet Explorer and search engines 
such as Bing use lists of known 
phishing and malware hosting 
websites to warn users about 
malicious websites before they can do 
any harm

• The information presented in this 
section has been generated from 
telemetry data produced by Internet 
Explorer and Bing. See the Microsoft 
Security Intelligence Report website 
for more information about these 
protections and how the data is 
collected 



Cyber Threats vs. 
Updated Software



Get value today. Get modern.

Eliminate risks of Windows XP 
End of Support

Deployment tools and services 
available to assist in migration

• Retire 
Windows XP 



Windows XP SP3 

End of Support

April 8

2014

Thank you for being a Windows XP User!

Windows XP 

Launch

October 

2001

April 

2008

Windows XP SP3 

Launch

http://microsoft.com/endofsupport
http://microsoft.com/endofsupport


Key Threats
• Internet was just growing

• Mail was on the verge

Key Threats
• Melissa (1999), Love Letter 

(2000)

• Mainly leveraging social 

engineering

Key Threats
• Code Red and Nimda (2001), 

Blaster (2003), Slammer 

(2003)

• 9/11

• Mainly exploiting buffer 

overflows

• Script kiddies

• Time from patch to exploit: 

Several days to weeks

Key Threats
• Zotob (2005)

• Attacks «moving up the 

stack» (Summer of Office 0-

day)

• Rootkits

• Exploitation of Buffer 

Overflows

• Script Kiddies

• Raise of Phishing

• User running as Admin

Key Threats
• Organized Crime

• Botnets

• Identity Theft

• Conficker (2008)

• Time from patch to exploit: 

days

Key Threats
• Organized Crime, potential 

state actors

• Sophisticated Targeted 

Attacks

• Operation Aurora (2009)

• Stuxnet (2010)

Windows 95
• -

Windows XP
• Logon (Ctrl+Alt+Del)

• Access Control

• User Profiles

• Security Policy

• Encrypting File System (File 

Based)

• Smartcard and PKI Support

• Windows Update 

Windows XP SP2
• Address Space Layout 

Randomization (ASLR)

• Data Execution Prevention 

(DEP)

• Security Development 

Lifecycle (SDL)

• Auto Update on by Default

• Firewall on by Default

• Windows Security Center

• WPA Support

Windows Vista
• Bitlocker

• Patchguard

• Improved ASLR and DEP

• Full SDL

• User Account Control

• Internet Explorer Smart 

Screen Filter

• Digital Right Management

• Firewall improvements

• Signed Device Driver 

Requirements

• TPM Support

• Windows Integrity Levels

• Secure “by default” 

configuration (Windows 

features and IE)

Windows 7
• Improved ASLR and DEP

• Full SDL

• Improved IPSec stack

• Managed Service Accounts

• Improved User Account 

Control 

• Enhanced Auditing

• Internet Explorer Smart 

Screen Filter

• AppLocker

• BitLocker to Go

• Windows Biometric Service

• Windows Action Center

• Windows Defender

Windows 8
• UEFI (Secure Boot)

• Firmware Based TPM

• Trusted Boot (w/ELAM)

• Measured Boot and Remote 

Attestation Support

• Significant Improvements 

to ASLR and DEP

• AppContainer

• Windows Store

• Internet Explorer 10 (Plugin-

less and Enhanced Protected 

Modes)

• Application Reputation 

moved into Core OS

• BitLocker: Encrypted Hard 

Drive and Used Disk Space 

Only Encryption Support

• Virtual Smartcard

• Picture Password, PIN

• Dynamic Access Control

• Built-in Anti-Virus

1995 2001 2004 2007 2009 2012



Key Threats
• Melissa (1999), Love Letter 

(2000)

• Mainly leveraging social 

engineering

Key Threats
• Code Red and Nimda

(2001), Blaster (2003), 

Slammer (2003)

• 9/11

• Mainly exploiting buffer 

overflows

• Script kiddies

• Time from patch to exploit: 

Several days to weeks

Key Threats
• Zotob (2005)

• Attacks «moving up the 

stack» (Summer of Office 

0-day)

• Rootkits

• Exploitation of Buffer 

Overflows

• Script Kiddies

• Raise of Phishing

• User running as Admin

Key Threats
• Organized Crime

• Botnets

• Identity Theft

• Conficker (2008)

• Time from patch to exploit: 

days

Windows XP
• Logon (Ctrl+Alt+Del)

• Access Control

• User Profiles

• Security Policy

• Encrypting File System (File 

Based)

• Smartcard and PKI Support

• Windows Update 

Windows XP SP2
• Address Space Layout 

Randomization (ASLR)

• Data Execution Prevention 

(DEP)

• Security Development 

Lifecycle (SDL)

• Auto Update on by Default

• Firewall on by Default

• Windows Security Center

• WPA Support

Windows Vista
• Bitlocker

• Patchguard

• Improved ASLR and DEP

• Full SDL

• User Account Control

• Internet Explorer Smart 

Screen Filter

• Digital Right Management

• Firewall improvements

• Signed Device Driver 

Requirements

• TPM Support

• Windows Integrity Levels

• Secure “by default” 

configuration (Windows 

features and IE)

Windows 7
• Improved ASLR and DEP

• Full SDL

• Improved IPSec stack

• Managed Service Accounts

• Improved User Account 

Control 

• Enhanced Auditing

• Internet Explorer Smart 

Screen Filter

• AppLocker

• BitLocker to Go

• Windows Biometric Service

• Windows Action Center

• Windows Defender

2001 2004 2007 2009

Key Threats
• Organized Crime, potential state actors

• Sophisticated Targeted Attacks

• Operation Aurora (2009)

• Stuxnet (2010)

• Passwords under attack

• Digital identity theft and misuse

• Signatures based AV unable to keep up

• Digital signature tampering

• Browser plug-in exploits

• Data loss on BYOD devices

• Touch Fingerprint Sensors

• Improved Biometrics

• TPM Key Attestation

• Certificate Reputation

• Improved Virtual Smartcards

• Provable PC Health

• Improved Windows Defender

• Improved Internet Explorer

• Device Encryption (All 

Editions)

• Remote Business Data 

Removable

Windows 8.1
• UEFI (Secure Boot)

• Firmware Based TPM

• Trusted Boot (w/ELAM)

• Measured Boot and 

Remote Attestation 

Support

• Significant Improvements 

to ASLR and DEP

• AppContainer

• TPM Key Protection

• Windows Store

• Internet Explorer 10 

(Plugin-less and Enhanced 

Protected Modes)

• Application Reputation 

moved into Core OS

• BitLocker: Encrypted Hard 

Drive and Used Disk Space 

Only Encryption Support

• Virtual Smartcard

• Picture Password, PIN

• Dynamic Access Control

• Built-in Anti-Virus

2013



Windows XP
• Logon Experience

• Ctrl+Alt+Del

• User Profile

• Encryption

• Windows Update 

Windows XP SP2
• Security Development 

Lifecycle (SDL)

• Exploit Prevention (ASLR, 

DEP)

• Auto Update on by Default

• Firewall on by Default

• Windows Security Center

Windows Vista
• Full SDL

• Additional technology to 

prevent exploitation

• Disk Encryption (Bitlocker)

• Non-Admin User

• User Account Control

• Internet Explorer Smart 

Screen Filter

• Digital Right Management

• Secure “by default” 

configuration (Windows 

features and IE)

Windows 7
• Full SDL

• Application Control 

(AppLocker)

• Bitlocker to Go

• Windows Defender

• Windows Action Center

• Improvements on attack 

prevention (ASL, DEP, IPSec)

• Internet Explorer Smart 

Screen Filter

Windows 8
• Full SDL

• Secure Boot (UEFI)

• Significant Improvements 

on attack prevention (ASLR, 

DEP, IPSec)

• Windows Store

• Built-in Anti-Virus

• Internet Explorer 10 (Plugin-

less and Enhanced 

Protected Modes)

• Application Reputation 

moved into Core OS

• Improved BitLocker

• Virtual Smartcard

• Picture Password, PIN

Windows 95

Ad-hoc internet 

connection
Always-on connect Daily life on Internet

Privacy and 

Intellectual property
Anywhere access

Cloud and

multi devices
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The largest volume of security investments ever made in a single release of 
Windows have yielded great results.



First Class Biometric Experience

Multifactor Authentication for BYOD

Trustworthy Identities and Devices

Provable PC Health

Improved Windows Defender

Improved Internet Explorer

Pervasive Device Encryption 

Selective Wipe of Corp Data 

UEFI Modern Biometric Readers TPM



Devices & platforms

IT

Single 
admin

console

Microsoft Desktop 

Optimization Pack (MDOP) 

UE-V, App-V, MBAM 

Windows PCs/Tablets

(x86/64, Intel SoC), 

Windows To Go

Windows RT 

Windows Phone 8



From Unsecure 
Desktop to 
Securely Managed 
Environment



MANAGEMENT

ANTIMALWARE

Available only in Windows 8

Endpoint Protection 
Management

Software 
Updates + SCUP

Operating System 
Deployment

Settings 
Management

Antimalware
Dynamic 

Translation
Behavior 

Monitoring

Software 
Distribution

Vulnerability 
Shielding

Windows 
Defender 

Offline

Internet Explorer BitLockerAppLocker
Address Space 

Layout 
Randomization

Data Execution 
Prevention

User Access 
Control

Secure Boot 
through UEFI

Windows Resource 
Protection

Measured Boot
Early Launch 
Antimalware 

(ELAM)

Exchange 
Connector

Enhanced in Windows 8 (or Internet Explorer 10)

ELAM & 
Measured Boot

Cloud clean 
restore

DYNAMIC CLOUD 

UPDATES
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 Simplifies the BitLocker provisioning process at scale

 Deploy BitLocker to new devices or to those already provisioned to users

 Report on device encryption compliance and audit access to keys

 Centralized reporting and hardware management with System Center 

Configuration Manager 2007 and 2012

 Manages 100’s or even 100’s of thousands of devices 

 Users are able to recover devices using a Self Service Recovery console

 IT Recovery console enables IT to access recovery data on behalf of users

 Users can initiate PIN resets and volume encryption tasks

Integration and 

Scalable

Reducing 

Costs

Maintain and 

enforce compliance

Introducing Microsoft BitLocker Administration and 
Monitoring MBAM 2.0

New Version



BYOD = Bring Your 
Own Pain?



A Variety of Solutions that Fits Your Organization 

*any device certified for use with Windows 7 or Windows 8



Side Load from Your Infrastructure

Windows RT

Windows 8 (x86)

Download from Windows Store

Public Apps

Management 

Infrastructure Cloud

Custom Military Apps

Application Delivery



MICROSOFT RESTRICTED 

MS-MOD SVN ONLY

From observation 
to Cybercrime fight



develop and execute cybercrime disruption 
strategies

provides hi-
tech investigative resources and access to 
intelligence on infected PCs and associated 
malware



Microsoft Cybercrime Center Redmond







Cost of Criminal 

Business

Value of Infection







Project MARS (Microsoft Active Response for Security) is a joint effort 
between Microsoft Teams: Digital Crimes Unit, Malware Protection Center 
and the Trustworthy Computing team to proactively combat botnets and 
help undo the damage they cause















Trustworthy 

Computing
Malware Protection Center 
Threat Research and Response

http://www.microsoft.com/presspass/presskits/citizenship/images/comic_web.jpg
http://www.microsoft.com/presspass/presskits/citizenship/images/comic_web.jpg


OPERATION

b49
Waledac

OPERATION

b107
Rustock

OPERATION

b79
Kelihos



OPERATION

b71
Zeus

OPERATION

b70
Nitol

OPERATION

b58
Bamital

OPERATION

b54
Citadel



“Taking the disruption into the courthouse 

was a brilliant idea and is helping the rest 

of the industry to reconsider what actions 

are possible, and that action is needed and 

can succeed.”  

- Richard Perlotto, Shadowserver

Foundation, about Microsoft and 

FS-ISAC’s disruption of the Zeus 

botnets

“It may be odd seeing a private company take the lead in a law enforcement action, but 

overall I’m glad it’s happening. Shutting down these criminal operations, freeing up the 

infected computers and prosecuting the cyberscum involved can’t happen quickly enough.”

- Dwight Silverman, San Francisco Chronicle, about Microsoft and FS-ISAC’s 

disruption of the Zeus botnets

“Anything which makes life more difficult for the cybercriminals, and disrupts their activities, 

has to be applauded.”

- Graham Cluley, Sophos, about Microsoft’s action against the Nitol botnet

"Microsoft has done the online world a great service by establishing a repeatable process 

and a legal framework for taking down botnets and bringing malware distributors to justice."

- Stephen Cobb, ESET Security Evangelist, about Microsoft and FS-ISAC’s disruption 

of the Zeus botnets





.



105 SCP Participants

93 disclosed

12 undisclosed



actionable, real-time 
intelligence on currently tracked threats

Year Month Day SourceIP SRCIP_OCT1 SRCIP_OCT2 SRCIP_OCT3 SRCIP_OCT4 ASN CountryCode ThreatName Latitude Longitude Hits

2013 Feb 23 39008591 2 83 57 79AS3243 PT b70-Generic 39.7477 -8.805 2

2013 Feb 23 1.05E+09 62 169 122 64AS24698 PT Rustock 38.7597 -9.2397 8

2013 Feb 23 1.37E+09 81 193 128 224AS3243 PT Conficker 38.7167 -9.1333 18

2013 Feb 23 1.39E+09 82 154 189 52AS3243 PT Conficker 37.1366 -8.5398 4

2013 Feb 23 1.44E+09 85 138 33 195AS12542 PT Conficker 38.7167 -9.1333 6

2013 Feb 23 1.44E+09 85 243 18 200AS3243 PT Conficker 37.7333 -25.6667 5

2013 Feb 23 1.44E+09 85 247 188 118AS3243 PT Conficker 38.5333 -8.9 32

2013 Feb 23 1.44E+09 85 247 251 91AS3243 PT Conficker 38.645 -9.1484 25

2013 Feb 23 1.5E+09 89 155 17 154AS12542 PT Conficker 41.4444 -8.2962 53

2013 Feb 23 1.57E+09 93 102 35 83AS24698 PT b70-Generic 41.1445 -8.5322 4

2013 Feb 23 1.57E+09 93 102 35 83AS24698 PT Conficker 41.1445 -8.5322 4

2013 Feb 23 1.57E+09 93 108 50 30AS12353 PT Conficker 41.1336 -8.6174 4

2013 Feb 23 1.57E+09 93 108 226 251AS12353 PT Conficker 38.7167 -9.1333 6

2013 Feb 23 1.59E+09 94 132 230 175AS12542 PT Conficker 41.195 -8.5103 1

2013 Feb 23 3.16E+09 188 80 185 231AS3243 PT Conficker 41.4542 -8.168 25

2013 Feb 23 3.17E+09 188 250 70 43AS3243 PT Conficker 39.7477 -8.805 10





Operational 
Support



Respond

- Windows Online Forensic Services

- Enterprise Incident Response Services

- Critical Asset Analysis and Investigations 

Services

- Security Response Training Services

Defend



Enhanced Security Admin Environment

Access: 
Users and 

Workstations

Admin Environment

Production Domain(s)

Power: 
Domain 

Controllers

Data: 
Servers and 

Applications

Management and 

Monitoring

Threats:

Internet

Domain Admins

IPsec

Server Admins

Application Admins

 Credential Partitioning

 Hardened Admin 

Environment

 Hardened Workstations

 Network security

 Accounts and smartcards

 Auto-Patching

 Security Alerting

 Tamper-resistant audit

 Service Account Hardening

IPsec

Workstation

Admins



Windows 8 vs 7 and XP malware resistance:

• Windows XP is 21 times more likely to be infected by malware than Windows 8 

• Windows 7 is 6 times more likely to be infected by malware than Windows 8 

These great numbers were direct result of a few technologies like UEFI, Trusted Boot, ASLR, DEP, 

SmartScreen



Security Response 

Center

Security 

Development 

Lifecycle

Security 

TechCenter

Security 

Intelligence 

Report

Microsoft Security 

Update Guide 

End to End Trust Malware 

Protection Center

Trustworthy 

Computing

Security Blog

www.microsoft.com

/security/msrc

www.microsoft.com

/security/sir

www.microsoft.com

/sdl

technet.microsoft.com

/security

www.microsoft.com

/securityupdateguide

www.microsoft.com

/twc

www.microsoft.com

/endtoendtrust

www.microsoft.com

/security/portal

www.microsoft.com

/about/twc/en/us/blogs.aspx

Identity and 

Access

www.microsoft.com/ida



Real Impact for Better Defense

www.microsoft.com/safetyanddefense

http://www.Microsoft.com/ongovernment

