Informacijas tehnologiju
droSibas incidentu
novérsanas institiicija

Apkopojums par CERT.LV
piedavatajiem risinajumiem

Armins Palms, CERT.LV
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Kas tas ir?

DNS Ugunsmdiris ir DNS (Domain Name System) serviss ar iespéjotu
RPZ (Response policy zone) tehnologiju
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leguvumi...

* Aizsardziba no aktualajam kampanam Latvija

* |zmantojams visa Latvijas teritorija
* CERT.LV iesaiste
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Internetbanka

Pieslegties

Svarigs zinojums!

Sodien més parbaudam SEPA tilitéjo sistému.

Ja pierakstaties sava tieSsaistes konta, pienemiet misu simulacijas parskaitijumu uz IBAN ML ** BUNQ **.
SEPA tulit visiem klientiem ir japieknt Sim testam.

Uzmanibu! 5T nodosana ir tikai simuldcija, jisu nauda ir droga.

Meés veélreiz pazinojam, ka més esam tikai simulacija, kuru més nenemam no jasu konta.
Paldies par sapratni.

1 Lietotaja kods 2 Parole

Liadzu, ievadiet lietotaja kodu

Drogiba

I id. 2019, 27.02 16:06
+ Ne tresd. 2019, gada 02 16:06

L] SEB banka <info84357@amexx.com>
nep
inte You have 1 new message online
[Td=
To
= Drg
> Ka
= Ne
Note: This message has been scanned for viruses and dangerous content!
Dear customer ,
Nod
You have 1 new message online.
Inter
pied Click here to read the message.
This message 1s sent automatically, please do not reply.
= Val
2 Mol SEB banka 2019
- Intq
- Infotelpa
Celvedis

- Internetbankas celvedis

=» Darba uzsakSana internetbanka
- Multivaldtu konts
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Ka pieslegt?

* |zmantot NIC.LV rekursivo DNS serveri

91.198.156.20

* Uzstadod savu DNS RPZ lokali un sanemt dinamiskos
atjauninajumus no CERT.LV

E-pasts: cert@cert.lv
Subj: DNS Ugunsmdiris
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ACERT.LV A

Kas tas ir?

* ABS ir serviss, kur tiek analizéta tikla datu plasmas kopija, kur péc
predefinétiem noteikumiem tiek atklatas anomalijas.
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Ko tas dara?

lestades I
val koncentrators A T SPAN/Mirror
. (TX,Rx) ABS

|
|
| |
| |

lestades lokalais
tikls
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leguvumi

* Plasaks redzesloks par Jusu tikla notiekosSo

* Kaitiga tikla trafika identificéSana péc parametriem ka:

* [IP], [TCP], [UDP]. [DNS], [HTTP], [SSL], [ICMP] u.c.




Count i@]' Histogram

1,000
16,724 > =
[=]
r 0 —
T
Count 23:00 02:00 05:00 08:00 11:00 14:00 17:00 20:00
timestamp per 30 minutes
-4

Top signatures ¢ Top categories ¢ Topsource IPs
alert.signature.keyword: Descending Count alert.category.keyword: Descending Count “ \ |
POLICY Android Device (KitKat OS) Connectivity Check 5,259 Potential Corporate Privacy Violation 14,977 ‘
POLICY Android Device (Marshmallow OS) Connectivity Check 4,254 Attempted User Privilege Gain 964 .
P2P BitTorrent transfer 1,800 A Network Trojan was detected 740 \
POLICY TeamViewer DynGate Remote Access Checkin 1212 Executable code was detected 25
INFO Session Traversal Utilities for NAT (STUN Binding Response) 946 Web Application Attack 10 Top destination IPs
POLICY HTTP Outbound Request contains pw 888 Attempted Administrator Privilege Gain B
MALWARE Suspicious User-Agent (1 space) 642 “|
P2P BitTorrent DHT ping request 409 :
POLICY Dropbox.com Offsite File Backup in Use 311 -
POLICY TeamViewer Dyngate User-Agent 147 \

Export: Rawd Formatted & Export: Raw& Formatted &
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Ka pieteikties?

E-pasts: cert@cert.lv

Subj: ABS pieteikums
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Kas tas ir?

Risinajums, kas nodrosina indikatoru glabasanu,
koplietoSanu un izmnatoSanu no kiberdrosibas
Incidentiem val launatdras analizem.




Home Armins 25

List Events

Add Event Eve nts

Import from..

REST client

List Attributes Q My Events  Org Events Filter

Search Attributes Published Org Owner Org Id Clusters Tags #Attr. #Corr. Email Date Info Distribution Actions

View Proposals 4 TestOrg  TestOrg 3 tip:amber | armins@palms.misp 2019-03-28 Testa notikums Connected X G T

Events with proposals ecsirt:malicious-
code="malware"

Export v TestOrg  TestOrg 2 1 armins@palms.misp  2019-03-28 Viltus lapa Connected G m

. ) circliincident-

Automation classification="phishing"

v TestOrg  TestOrg 1 1 armins@palms.misp  2019-03-28 Kkads notikums All G
code="malware"
Page 1 of 1, showing 3 records out of 3 total, starting on record 1, ending on 3




Home Armins

Add Event 3 Testa ..
Galaxies
view all
+ 0= Filters: File Metwork Financial Proposal Correlation Warnings Deleted Context Related Tags
Date t Org Category Type Value Tags Galaxies Comment Correlate Related Feed hits IDS Distribution Sightings
Events
2019-03-28 External analysis url http://arejasaiteuzanalizivairesursu v Inherit 5 1R F
findex.php?id=123 (01010)
2019-03-28 Other comment Kautkads komentars Inherit iy 1
(01010)
2019-03-28 Network activity —domain  certiv@ g Inherit iy 1
(01010)
2019-03-28 Network activity domain  example.com @ Inherit .
(01010)
2019-03-28 Network activity domain  testtesttestmalware com @, Inherit Wy i F
(0K0I0)
2019-03-28 Network activity  ip-dst 10678 A Inherit iy 1 F
(0K0ID)
view all
Quote Event Thread Link Code
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PyMISP

MISP ir REST API funkcionalitate
PyMISP — Python bibliotékas darbam ar MISP:
[lasit], [rakstit], [filtrét], [parbaudit] u.c.




name . Myurg ,
"uuid": "5c62bfdO-0Pa2c-4a42-ae99-466das5cO95de"

"uuid": "5c62bfdO-0a2c-4a42-ae99-466das5cO95de"

¥
"Attribute": [

{
llid"z lllll’
"type": "domain",
"category": "Network activity",
"to_1ids": true,
"uuid": "5c9bbbdf-7e08-436c-949f-04d5c0a83865",
"event_id": "1",
"distribution": "5",
"timestamp”: "1553710047",
"comment": "Komentaars",
"sharing_group_id": "0",
"deleted": false,
"disable_correlation": false,
"object_id": "0",
"object_relation": null,
"value": "example.com",
"Galaxy": [1,
"ShadowAttribute": []

I

{

"id": "2",

"type": "domain",

"category": "Network activity",
"to_1ids": true,

"uuid": "5c9bbcB6-54d0-4bat-9111-0556a5c095de",

" _ . s % xmy _ man
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leguvumi.

* But lietas kursa par apdraudéjumiem

* Vienkarsak padalities ar adraudéjumiem

* Automizacija un integracija ar savam sistémam
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Ka pieteikties?

MISP “nak lidzi” ar ABS

E-pasts: cert@cert.lv

Subj: ABS, MISP pieteikums
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DNS Ugunsmduris

DNS: 91.198.156.20




Paldies!

cert@cert.lv
https://www.cert.lv
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