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Satura raditajs

. Kas ir piegades kedes?
. Ar piegades kedem saistitie riski
. Zinamie uzbrukumi piegades kedem

. Software bill of materials




CERT.LV Kas ir piegédes kédes
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ERLL, IT piegades kezu piemeri

 Programmas (un programmas komponensu) razotajs

*  Microsoft

« Aparaturas razotajs
« Cisco
«  MikroTik

* Makonpakalpojumu uzturetajs
* Arpakalpojumi

« Epastu uzturetajs
«  Gramatvedibas sistemas uzturetajs
« Majaslapas uzturetajs
* Drosibas risinajumu (appliances) razotajs
«  Ubiquity
* Fortinet
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Var tikt ietekmeta uznemuma / organizacijas darbiba
Razotais produkts var but ievainojams
Var tikt atklati, nozaudeti vai modificeti klientu dati

Piedavatais serviss var papildus risku klientiem



EERLL, NotPetya (2017)

2016: Petya (ransowmare)
14.04.2017: EternalBlue (NSA)
12.05.2017: WannaCry (worm)
27.06.2017: NotPetya

M.E.Doc — Ukrainas gramatvedibas
programmatura

https://www.flickr.com/photos/68359921@N08/48489922737


https://www.wired.com/story/notpetya-cyberattack-ukraine-russia-code-crashed-the-world/
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2019. gada septembris — SolarWinds infrastrukturas haks
2020. gada marts — trojanizeti SolarWinds atjauninajumi
2020. gada decembris — FireEye atklaj, ka ir uzlauzti

Rezultats:

« 200 organizacijas uzlauztas

- 18000 - organizaciju skaits, kas sanemusi trojanu
« 33000 — SolarWinds Orion lietotaju skaits



CERTLY, Dependency Confusion (2021)

lekseju biblioteku aizvietosana ar
arejam:

* Python
 NPM
 Ruby

« Maven
 Gradle
* NuGet

awesomelib 1.8

’ awesomelib 69.69.69 (internal)
by not_a_hacker
(external)



https://medium.com/@alex.birsan/dependency-confusion-4a5d60fec610
https://azure.microsoft.com/en-us/resources/3-ways-to-mitigate-risk-using-private-package-feeds/
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05.01.2021: DEVCORE informeé Microsoft par atklatajiem Oday
06.01.2021: pirmais zinamais incidents

28.02.2021: automatizets ekspluatesanas vilnis

02.03.2021: Microsoft publice ielapus

Skartas MS Exchange 2010, 2013, 2016, 2019 versijas
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Kaseya VSA:

« attalinata monitoringa un menedzmenta riks

« populars «managed service providers» vide
 ievainojamiba lava apiet autentifikaciju VSA portala
Nosifretas sistemas:

* 800 - 1500 uznemumos

 datorsistemu skaits varetu but > 100000
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* Log4j — populara biblioteka, de-facto standarts
* levainojamas visas Log4j 2.x versijas (8 gadu laika)

* Triviali ekspluatejama «command injection»



EERTL, Okta (2022)

A MyApps

Aecently Used
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https://twitter.com/BillDemirkapi/status/1506107157124722690




EERTL, Okta (2022)

CLOUDFLARE
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https://twitter.com/BillDemirkapi/status/1506107157124722690




EERLLG, CloudFlare komentars

Matthew Prince
@eastdakota

We are aware that may have been
compromised. There is no evidence that Cloudflare has
been compromised. Okta is merely an identity provider

for Cloudflare. Thankfully, we have multiple layers of
security beyond Okta, and would never consider them
to be a standalone option.

10:38 PM - Mar 21, 2022 - Echofon

228 Retweets 46 Quote Tweets 1,362 Likes

https://twitter.com/eastdakotal/status/1506143353544478724
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Apraksta programmatura lietotas komponentes un to versijas

Formals, masinlasams formats

Attiecinams ari uz atverto pirmkodu

ASV:

Eiropa un citviet pasaule sobrid sadas prasibas nav


https://www.ntia.gov/sbom
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