Kiberdrosibas aktualitates
geopolitiska saspiléjuma
lalka

24.03.2022.



WEEE. - Apdraudéjuma tendences

Apdraudejuma limenis LV kibertelpa no janvara
vidus ir augsts.

Uzbruceja profils
e C(Citas valsts atbalstitas kiberoperacijas
e Informacijas operacijas
e Finansiali motiveti uzbruceji, kurus, iespéejams,
piesedz agresora valsts

Agresors visu augstakmineto
pielieto vienkopus, vienam otru papildinot.

Pielieto ar1 ieprieks izstradatus merkus/operacijas,
kuros klatbutne ir bijusi jau ilgaku laiku

Liels skaits jaunu kompromitéSanas méginajumu



WEEE. - Apdraudéjuma tendences

Ar ko mums ir darisana un kada ir izcelsme?

Ar ausgtu ticamibu NOBELIUM, Ghostwriter, Turla un,
ispejams, citas RU atbalstitas kiberoperacijas

Lidz Sim pret Latviju jau realizéti uzbrukumi

- Programmatiras izstrades un IT pakalpojumu uznémumi
- Telekomunikaciju operatori (un atseviski pakalpojumi)

- Valsts un pasvaldibu iestades

- Kritiska infrastruktira

- Finansu sektors

- RU dezinformacijas pétnieki



https://www.microsoft.com/security/blog/2021/11/10/the-hunt-for-nobelium-the-most-sophisticated-nation-state-attack-in-history/
https://www.microsoft.com/security/blog/2021/11/10/the-hunt-for-nobelium-the-most-sophisticated-nation-state-attack-in-history/



https://www.nic.lv/lix



https://www.nic.lv/lix



https://www.nic.lv/lix

WEEE. - Apdraudéjuma tendences

e VPN vartejas, merkis - korporativais tikls
o spiegosana, informacijas izgusSana
o piekluves paplasinasana - klienti, filiales, partneri
o sabotaza, destruktivas darbibas

Ka sargat?
o jamonitore / jaierobezo pieslegumi

véel labak izveidot savu balto sarakstu
o ptch

o log
o drosa konfiguracija + MFA / 2FA



https://www.nic.lv/lix

WL Apdraudéjuma tendences

e CMS - satura vadibas sistemas (wp,drupal)

O

O O O O O

patch o ol . S5
rezerves kopijas un to integritate T i e
attalinata zurnalesana un monitorings
atkopsanas plana tests

RO operaciju rezims (konteinerizet)

No servera izejosas konekcijas
(whitelist)

pieslegumu ierobezosana admin sadalai



+==- Piegades piemer;

e SpearPhishing

O

O

O

Tematiski sagatavoti e-pasti, isi teksti, parsvara anglu
un latviesu valodas

Izslta no jau kompromitéetam iestadem citu valstu GOV
sektora

m ES valsts policija

m ES valsts iestades

m Treso valstu pub. sektora iestades
saites uz lejupladi legitimas, kompromitétas vietnés,
file sharing platformas

pielikums ar html, arhivu, iso, .img,
XIx, xIsb, xlsx, docx, doc, utt
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CJChat f&] Address Book

I <) N ©

NV Absense of Ambassador of IR

© Reply “ Reply All v
Dear All,

- Forward Morev

2/8/22, 08:04
Please be guided by the Note Verbal attached

Kind regards

co
Assistant to the Ambassador

REPUBLICA

Por favor, tenha em consideragcao o ambiente antes de imprimir.
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CJChat §2) Address Book

QU > <Cri > T 9 Reply “ ReplyAll v - Forward Morev
[SPAM] 2022-0102

2/14/22, 04:31

‘da compartilhou um arquivo com vocé

Aqui fica o documento que ( ° ' 'a partilhou convosco.

fatura 2022-0102 <https: /lonln.cotugl:IMgg

Este link funcionard para qualquer pessoa.

Abrir <https://login.potugal m/helLPtNgz>
PrivacyStatement <https://login.potugal_ n/hel PtNgz>
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QJChat fa] Address Book =

PR > v - @ s b ST > 9 Reply “ ReplyAll v - Forward Morev

Re: Questionnaire on i Community of Interest 2/16/22, 09:46
Info <Info@ Y

€8 To protect your privacy, Thunderbird has blocked remote content in this message. X

Sis ir aréjs e-pasts, lidzu pievérsiet uzmanibu avota autentiskumam.
Hello!

All requested documents can be found below.

https://andrd____lal.cl/tlataecpe/aeruuctreigrreuoghiocsrnutei--

Questionnaire on
Community of Interest

community



CJChat §a) Address Book
Robert (e < SEIN ©gmail.com> vy S Reply ®Rep.; .

Re: Request for SFiles

redacted <redacted @ SEG_— > 17

Dear 3

Please check these documents and inform me if we should to correct anything else.

Link: https://www. /Documents/TopSecret20210127023.zip

Password for zip: @WHO 1

Regards...

From: _ . >
Sent: Saturday, January 23, 2021 5:01 PM
To:§

Cc: (

Subject: Re: Request for SFiles

Hi
I asked about the topic, but the person who contacted me did not have any information.

Will look forward to more info from you towards the middle of the week.



VA Piegades piemeéri

Jabut atslegtam sistemas limeni
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Jauns zinojums savam kontam - Mozilla Thunderbird 2®0 Jauns zinojums savam kontam - Mozilla Thunderbird Yol <)

File Edit View Go Message Enigmail Tools Help File Edit View Go Message Enigmail Tools Help
L] Get Messages |v ~ write CJchat R Address Book ‘ O Tag v = [JdGetMessages |v ~/ write CJchat & Address Book | O Tag v =

© Reply ||  ReplyAll |v|| - Forward || & Archive || @ Junk || [ Delete | More v © Reply || ® ReplyAll |v|| # Forward | & Archive | @ Junk Delete | More v
Citadele Banka <ss@gngexpress-service.com>yy F Citadele Banka <ss@gngexpress-service.com> Yy

Jauns zinojums savam kontam I:I Subject Jauns zinojums savam kontam _

To R @inbox.lvyy I To R Do .|V 1y
Cienijamais klient,

Jums ir svarigs zinojums Online.

Lai skatitu zinas, apmeklejums https://online.citadele.lv/Login [1]

Citadele apskatit savu zinu.

Paldies par banku ar mums,

Cienii s idient Sveicieni,
Ienljamais Kiient, Citadele Banka

Jums ir svarigs zinojums Online.

Lai skatitu zinas, apmekléjums https://online.citadele.lv/Login apskatit

: Links:
savu zZinhnu.
[1]
Paldies par banku ar mums, http://ismaldives.com/citzz/864bdclb255ad0e%eaf19f8f2a567420
/864bdc1b255ad0e9eaf19f8f2a567420/index.php
Sveicieni,

Citadele Banka

—
http://ismaldives.com/citzz/864bdc1b255ad0e9eaf19f8F2a567

-
R http://ismaldives.com/citzz/864bdc1b255ad0e9eaf19f8F2a567420/864bdc1b255ad0eeaf19f8...  EEIGINNNININES B R




VA Piegades piemeéri

NV.html
--> javascript
--> NV.img
--> NV.Ink
--> rundll32.exe msvcr170.dll CRTRuntimePPLLock
--> Network connection to

1?

Document.pdf.exe !

attachment: somefile.pdf.exe
attachment: somefile.zip
attachment: somefile.xlsx
attachment: somefile.xIsb
attachment: somefile.iso
attachment: somefile.img
attachment: somefile.html
attachment: somefile.hta
attachment: somefile.Ink



D NV.html X -+
(@] ") @ File | C:/NV.html

Atverot e-pasta pielikumu...

I = | Manage DVD Drive (E:) NV
“ Home Share View Drive Tools
<« v P > ThisPC > DVD Drive (E:) NV v o
‘ Downloads ~ Name Date modified Type Size

%] Documents

msver170.dll 2/8/2022 3:57 AN
aih NV 2/8/2022 10:5

Application exten... 250 KB

& Pictures Shortcut 2KB

OneDrive

Javascript embedded in NV.hml

) 3D Objects
I Desktop : 5, 5, /*+ data*/]; //obfuscated (with byte[x]-5)
| Documents NV. img file
<4 Downloads

g e ar = window.location.pathname.replace('/"', '');

| Pictures

m Videos

& b if (z[0] === "C" && Z[1] === ":") {

DVD Drive (E) N // checks path if it is C: drive & starts deobfuscation routine
== vbox_share (\\VE for (var i = 0x0; i < d['length']; i++)
d[i] = d[i] - 5;

=% Network

2 items

e = new Uint8Array(d);

f new Blob([e]l, { type: "application/octet-stream" });

saveAs(f, "“NV.img");
} else { }

NV.img
' Open file



Persistence is done only after malware has successfully connected with trello[.]com:

4 Manage Manage :
Registry entry:
Home Share View Shortcut Tools Application Tools
Software\Microsoft\Windows\CurrentVersion\Run:\Windows\System32\rundl132.exe
€« L ) > ThisPC > DVD Drive (E) NV key= msvcrl70srv, value="path\msvcrl70.d11", CRTRuntimePPLLock
& Downloads o Name : Date modified Type M
il Docusments msver170.dll 2/8/2022 3:57 AM Application exten... 250 KB
=/ Pictures o Ny 2/0/2022 10.51 AKA Shortcut
admin » NV Properties X LNK file properties (NV.lnk)
MFA-phish General Shortcut Details
R “SourceFile": "C:\\Users\\v\\Desktop\\LECmd\\NV.lnk",
"TargetCreated": "2021-02-05T00:13:38.0161831+00:00",
ws vhox_share (\\VI "TargetModified": "2021-02-05T00:13:38.0161831+00:00",
- p & "TargetAccessed": "2022-01-18T07:28:05.7696470+00:00",
: "FileSize": 71680,
@ OneDrive Type of file:  Shortcut (Ink) "RelativePath”: "..\\..\\..\\..\\Windows\\System32\\rundl132.exe",
"FileAttributes": "FileAttributeArchive",
3 This PC Description:  Windows host process (Rundll32) "HeaderFlags": "HasTargetIdList, HasLinkInfo, HasRelativePath, HasArguments,
” . HasIconlLocation, IsUnicode, HasExpIcon",
J 3D Objects "DriveType": "Fixed storage media (Hard drive)",
BB Deskt Location: E:\ "VolumeSerialNumber": "D897FC75",
SSEXOPp "LocalPath": "C:\\Windows\\System32\\rundl132.exe",
B Documents Size: 1.78 KB (1,832 bytes) "Arguments": "msvcrl70.dl1 CRTRuntimePPLLock",
= "TargetIDAbsolutePath": "My Computer\\C:\\Windows\\System32\\rundll132.exe",
@ Downloads Size ondisk:  2.00 KB (2,048 bytes) "TargetMFTEntryNumber": "Ox3BOAA",
"TargetMFTSequenceNumber": "Ox1",
D Music "MachineID": "desktop-foldre2",
: Created: Tuesday, February 8, 2022, 10:51:46 AM "MachineMACAddress": "00:50:56:86:3f:7b",
| Pictures _ "MACVendor": "VMWARE",
B Videos Modified: Tuesday, February 8, 2022, 10:51:46 AM "TrackerCreatedOn": "2021-09-15T15:33:59.5069477+00:00",
"PropertyStoreDataBlock SID":"S-1-5-21-3353244404-742201344-2329114543-1001"
= ; Accessed: Tuesday, February 8, 2022, 10:51:46 AM
‘e Local Disk (C:)
DVD Drive (E) N . . y . DLL file msvcrl70.d11 (Malware dropper file for downloading the 2n stage payload,
Attibutes:  [V]Read-only [ ]Hidden [ Archive possibly with minimal C&C functionality)
== vbox_share (\\Vi
SHA1 6bf6fc77b10f6700fa0b868T6d3515b495d1lele® msvcrl70.dll
¥ Network _
(v Registry created
2 items 1 item selected 1.78 KB
Software\Microsoft\Windows\CurrentVersion\Run:\Windows\System32\rundl1132.exe
Cancel ApDIY key= msvcrl70srv, value="path\msvcrl70.d11", CRTRuntimePPLLock




W Threat hunting operations

e Merka iestadem janodrosina spéja stradat draudu
medibu rezima

O

Centralizeta telemetrija no AD un darbstacijam,
no standalone iekartam, tikla, VPN, operacionali
kritiskam komponentem

uz laiku ierobezot starpsavienojumus
panakt segmentaciju kaut vai ar windows host
firewall "



W Threat hunting operations

e CensSamies runat viena valoda
o Threat hunting with YARA

Recepte aptuveni sada:

1) Izveido tikla koplietosanas disku
2) Ar GPO pievieno katrai masinai tikla disku no
kura panem un izpilda Yara.exe un Yara rules ka
input parametrus

3) Rezultatu ar unikalu masinas ID ieraksta tikla
diska

4) Analize rezultatus


https://www.cisa.gov/uscert/sites/default/files/FactSheets/NCCIC%20ICS_FactSheet_YARA_S508C.pdf

s Rk
CERT.LV e %ﬁ ,
| - g‘a

rule MSG html file artifacts 99{
meta:

score = 99

description = "detects NOBELIUM email attachment"
author = “CERT.LV"

date = "12.02.2022"

strings:
$al = "application/octet-stream"
$a2 = /saveAs\(\S, \S+\.img\"\)/
$a3 = "var d = [5,5"
$ad =

253 5:5,555,5,5,5,5,5.,5,6,72,73,53,53,;54,6,5,37,37,31,37,37,37,37,37,31,37}

$ad = "d[i}=d[1i] -5;"

condition:

(#a1 > 1) and all of them
}



W Threat hunting operations

e Censamies runat viena valoda
O Yara
O Loki

o Threat hunting with SIEM
m SysMon

m EDR (Endpoint detection and response)
m Security Onion
m ELK & HELK stack


https://github.com/VirusTotal/yara/releases
https://github.com/Neo23x0/Loki
https://cert.lv/lv/2022/02/cert-lv-ieteikumi-saasinoties-geopolitiskajai-situacijai-eiropa-un-pieaugot-kiberdraudiem
https://cert.lv/lv/2022/02/cert-lv-ieteikumi-saasinoties-geopolitiskajai-situacijai-eiropa-un-pieaugot-kiberdraudiem
https://cert.lv/lv/2022/02/cert-lv-ieteikumi-saasinoties-geopolitiskajai-situacijai-eiropa-un-pieaugot-kiberdraudiem
https://cert.lv/lv/2022/02/cert-lv-ieteikumi-saasinoties-geopolitiskajai-situacijai-eiropa-un-pieaugot-kiberdraudiem
https://cert.lv/lv/2021/03/kompromiteta-domena-atpazisana-un-atgusanas-pec-uzbrukuma
https://cert.lv/lv/2021/03/it-drosibas-incidenta-pieradijumu-materiala-iegusana-operativa-atmina
https://labs.f-secure.com/blog/attack-detection-fundamentals-discovery-and-lateral-movement-lab-5/
https://github.com/Neo23x0/Loki

yE. Marki Latvija

e Valsts tela bojasana - jabut kaut kam

redzamam

o Timekl|vietnes, Webmail, nextcloud un
citi eksponetie servisi

o Politiku, valsts iestazu, organizaciju
socialo tiklu profili, e-pasti, info
nopludes

o Servisa atteices latvija.lv un citiem, lai
sabiedriba sajut

o vViss, kas ir .gov.lv

o ikviena pasvaldiba




yE=m Marki Latvija

e Kritiska infrastruktura




yE. Marki Latvija

e Lielie internet operatori

o Klientu / datu centru / publisko
pakalpojumu Latvija pret korporativo / mng
tiklu

IT kompanijas (ar merki tikt lidz klientiem)

Glabsanas dienestu infrastruktura

Mediji

Veselibas aprupes iestades

Valsts nozimes datu centri

DNS infrastruktira

Marsrutesana (BGP hijack)




JE= Marki Latvija

Jadoma par
darbibas

nepartrauktibu ari

gadijumos, kad

nedarbojas internet - e o
pakalpojumi
janodrosina

iekSzeme

SHyvinkaa

riehamn delsinki

ParauC vitjandi

Ventspils_
Gaujas
eNacionalais
Park

o Sigulda

o8 "\

Kemeri
National Park




CERT.LV
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. S=g : - CERT.LV sadarbiba ar NIC (.LV domeéna vardu registra uzturétaju) ir izveidojusi DNS ugunsmiiri - bezmaksas riku

f?\—’ E individualu lietotaju un organizaciju pasargasanai no kiberapdraudéjumiem, tadiem ka viltus banku lapas,
L f krapnieciskas tirdzniectbas platformas, virusus izplatoas vietnes u.c.
r o~

Latvija regulari notiek kampanveidigas krapnieciskas aktivitates — gan viltus vietnes bankas kontu, e-pasta vai
> socialo tiklu piekluves datu izkrapsanai, gan virusu izplatisanai kibertelpa. CERT.LV novéro 5adas kampanas un
/ operativi ievieto So kampanu indikatorus ugunsmurf, lai ta lietotajus pasargatu no identificétajiem apdraudéjumiem.

Sistéma nodro$ina aktivu aizsardzibu, ka pieméram, launatiiras lejupielades blokéSana, tadejadi novérsot lietotaju
pieklisanu bistamajiem resursiem un parvirzot tos uz bridinajuma vietni (landingpage). AT gadijumos, kad
launatiira jau ir inficéjusi kadu iekartu, DNS ugunsmiris sniedz iespéju atrak identificét Sadas iekartas, kas sistemu
administratoriem dod iesp&ju operativi veikt seku noverSanu.




CERT.LY ATBILDIGAS ORGANIZACIJAS LATVIJAS KIBERTELPA

Athildibas sféras un kontakti: kur vérsties, ja saskaraties ar prohlemu kibertelpa?

DROSAKA INTERNETA CENTRS

* Zinojumu linija un uzticibas talrunis

CERT.LV,

[

* Parkapumi un nelegals saturs interneta
(bérnu seksudlu izmanto3anu saturosi materiali,
vardarbiga rakstura materiali, bérnu tiesibu aizskarums)

CERT.LV

* Athalsts incidentu risinasana
(primari valsts un pasvaldibu iestades)

* Personas identitates zagSana

* Bérnu drosiba interneta, konsultacijas un ieteikumi

* Kibertelpas monitorésana ;
Datu valsts inspekcija

 Sahiedribas izglitosana VALSTS POLICIJA

* Bridinajumi

e Cina ar kibernoziegumiem

* Noziegumi intelektuala ipaSuma
aizsardzibas joma

DATU VALSTS

IT DROSIBAS KOMPANIJAS INSPEKCILJA

* Auditi

* Personas datu apstrade
un aizsardziba

¢ lelausanas testi

* Dazadi droSibas risinajumi

SATVERSMES AIZSARDZIBAS BIR0JS

e Arvalstu izliikosanas un droSibas dienestu radita
kiberapdraudéjuma novérSana

VALSTS DROSIBAS DIENESTS

e PretizlukoSana un valsts noslepuma
aizsardziba

PATERETAJU TIESIBU
AIZSARDZIBAS CENTRS

® Valsts nosléepuma, NATO un ES klasificetas
informacijas aizsardziba un minétas informacijas
apstradei paredzetu IS parbaudes un akreditacija

o leteikumi IT drosibas parvaldibai

Patérétaju tiesibu
aizsardzibas centrs

® Aizsardziba pret tirgotaju negodigu ricibu

skaja o IT kritiskas infrastruktiras drosibas parraudziba

e Aizsardziba pret netaisnigiem liguma noteikumiem

¢ Ekonomiska drosiba

e Jeteikumi IT drosibas parvaldibai
o Patéretaju tiesibu ievérosana interneta veikalos T 2ial inf 't

vaists
® Pretterorisms, naida runa un radikalizacija




- Ka pasargaties

DNS ugunsmuris - 2021. gada gandriz 60 000
nepielautu incidentu

CERT.LV Agras bridinasanas sistéema - sensors

CERT.LV draudu medibas (péc pamatota
pieprasijuma)

lelausanas testi, ievainojamibu un areja perimetra
seknésana *

Kiber-higienas apmacibas personalam


https://dnsmuris.lv/

- Ka pasargaties

Daudzfaktoru auteptifikécija visur, kur tas
iespéjams NEKAVEJOTIES!

Samaziniet savas infrastrukturas eksponetos
servisus

Atjauninat ierices / programmaturu



- Ka pasargaties

Lielako daJu no pasakumiem jau paredz ministru
kabineta noteikumu Nr.442 ieverosana!

aizsargat Latviju, darot



CERT.LV




