Risku apzindsana un
novertesana,
lerobezosanas pasakumu

Seminars "Esi droSs - 1"

1IZVEele



™
I
o)
I.*
r-

iy

Metodika

» Risk Management Guide for Information
Technology Systems

* http://csrc.nist.gov/publications/nistpubs/8
00'30/3 p800'30 . pdf (izmantots slaidos)
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Riska parvaldibas process

e Lomas
* Riska novértésana

 Riska ierobezoSana

Seminars "Esi droSs - 1"
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Merkis

to enable the organization to accomplish its
mission(s)

(1) by better securing the IT systems that store,
process, or transmit organizational information

(2) by enabling management to make well-
informed risk management decisions to justify
the expenditures that are part of an IT budget

(3) by assisting management in authorizing (or
accrediting) the IT systems on the basis of the
supporting documentation resulting from the
performance of risk management

Seminars "Esi droSs - 1"



Lomas

« Senior Management

» Chief Information Officer (CIO)

« System and Information Owners

» Business and Functional Managers
e |ISSO

* IT Security Practitioners

« Security Awareness Trainers

Seminars "Esi droSs - 1"



Sistémas raksturosana

« Aparatlra, programmatura, dati, uzturésanas
process, sistémas misija, kritiskums, CIA prasibas

* Funkcionalas prasibas, lietotaji, droSibas
arhitektura, tikla shéma, informacijas plismas,
parvaldibas proceddiras, fiziska aizsardziba

* Informacijas iegusSanas tehnikas

* Rezultats: IT sisteémas raksturojums, laba izpratne
par vidi un sistémas robezam

Seminars "Esi droSs - 1"
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Apdraudéjumu identificé$ana
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« Apdraudéjumu avoti

» Launpratibas motivacija: hakeri, noziedznieki,
spiegi, neapmierinati darbinieki

 Rezultats: avotu saraksts, kas varétu izmantot
sistémas ievainojamibas

Seminars "Esi droSs - 1"
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levainojamibu identificésana

* levainojamibu un apdraudéjumu avotu pari
 levainojamibu datu avot

« Sistémas testi
* Drosibas prasibu kontrollapa

» Rezultats: Sistémas ievainojamibu
Sa I’a kStS Seminars "Esi dross - 1"
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Vadiklu (controls) analize

Tehniskas: programmatura, aparatura,
sifréSana, autentifikacija

Netehniskas: noteikumi, proceduras,
personals, fiziska aizsardziba
Preventivas un detektivas

Rezultats: Esosu un planotu vadiklu
saraksts, kas paredzétas ievainojamibas
IzmantoSanas iespéjamibas vai ietekmes
mazinasanai

Seminars "Esi droSs - 1"



lespejamibu noteiksana

« Augsta — apdraudéjuma avots ir augsti motivets,
ar pietiekamiem resursiem, vadiklas neefektivas

» Vidéja — apdraudéjuma avots ir motivéts, ar
resursiem, vadiklas ir, bet daléjas

« Zema — apdraudejuma avotam trukst motivacijas
un/vai resursu, vadiklas ir labas

* Rezultats: lespéjamibas novértéjums (HML)

Seminars "Esi droSs - 1"



letekmju analize

« Jaatkarto sistémas misija, kritiskums, utml.
* Integritates, pieejamibas, konfidencialitates zudums

* Augsta - lielas izmaksas, butiski ietekmé
organizacijas misiju vai reputaciju, cilveku dzivibas
apdraudéjums

* Vidéja — nozimigas izmaksas, ietekmé organizacijas
misiju vai reputaciju, cilvéku veselibas
apdraudéjums

« Zema — nelielas izmaksas, nedaudz ietekme
organizacijas misiju vai reputaciju

» Rezultats: ietekmes lielums (HML)

Seminars "Esi droSs - 1"



Risku notelkSana

Table 3-6. Risk-Level Matrix

Impact

Lilmli-ﬁzfa d Low Medium High

(10) (50) {10

High (1.0} Loy Medium High
10X 1.0=10 50 X1.0=50 100 X 1.0 =100

Medium (0.5) Loww Medium Medium

10x05=5 I X05=25 100 X 0.5=50

Low (0.1) Loww Low Low
1oX01=1 S0X01=15 100 X 0.1 =10

Risk Scale: High (=50 to 100); Medium | =10 to 50); Low (1 to 10)8

* Augsts — steidzami javeido un jaisteno riska
lerobezosanas plans

* Vidéjs — papildus riska ierobezosanu veic
sapratiga termina

« Zems — visbiezak risks ir pienemama limeni

» Rezultats: riska [imenis (HML)

Seminars "Esi droSs - 1"
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Vadiklu (controls) ieteikSana

e Janoveérté

* Rezultats: leteicamas vadiklas vai citi pasakumi

Seminars "Esi droSs - 1"
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Rezultatu dokumentégana 1/

* |. Vispariga informacija

* |l. Riska novértejuma pieeja

Seminars "Esi droSs - 1"
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Rezultatu dokumentésane

o |ll. Sistémas raksturojums
— Aparatira, programmatira, saskarnes, dati un
lietotay
— Sistémas ieeju un izeju plismkarte, lai
attélotu risku novértéjuma tverumu
* V. Apdraudéjumu parskats

— Potencialo apdraudéjumu avotu un
apdraudéjumu uzskaitijums

Seminars "Esi dross - 1" /1/\’



Rezultatu dokumentésana' 3/3

* V. Riska novéertéjuma rezultati

* Novérojuma numurs un 1ss apraksts

« EsoSo droSibas vadiklu uzskaitijums

» lespg&jamibas apraksts un novértéjums (HML)

» letekmes analize un novéertéjums (HML)

» Riska vértéjums, kas balstits riska [Tmenu matrica
 leteicamas vadiklas vai citi ieteikumu riska samazinasanai

« VI. Kopsavilkums

Seminars "Esi droSs - 1"



Riska pielauéana (To accept the potential risk and continue operating

the IT system or to implement controls to lower the risk to an acceptable Ievel)

|zvairiSanas no riska (To avoid the risk by eliminating the risk cause

and/or consequence (e.g., forgo certain functions of the system or shut down the

system when risks are identified)

Riska samazinasana (To limit the risk by implementing controls
that minimize the adverse impact of a threat’s exercising a vulnerability

(e.g., use of supporting, preventive, detective controls)

Riska plénoéana (To manage risk by developing a risk mitigation

plan that prioritizes, implements, and maintains controls)

Riska nodoSana (To transfer the risk by using other options to

compensate for the loss, such as purchasing insurance)
Seminars "Esi dross - 1"



Jautajumu paraugi

 What is the purpose of the system in relation to the mission of
organization?

 What information is generated by, consumed by, processed on,
stored in, and retrieved by the system?

« How important is the information to the user organization’s mission?
* What are the paths of information flow?

« What is the sensitivity (or classification) level of the information?

* Where specifically is the information processed and stored?

 What is the potential impact on the organization if the information is
disclosed to unauthorized personnel?

« What are the requirements for information availability and integrity?
 How much system downtime can the organization tolerate?

* Could a system or security malfunction or unavailability result in
Injury or death? Seminars "Esi dross - 1"



Jebkada informacija, kas attiecas uz identificétu vai identificéjamu
fizisko personu (FPDAL)

Jaizmanto atbilstosi merkim

 ir datu subjekta piekriSana
» datu apstrade nepiecieSama parzinim likuma noteikto pienakumu veikSanai

Personas datu apstrades registracija (specialists)

Personas datu aizsardzibas obligatas tehniskas un organizatoriskas
prasibas (MK 40. noteikumi)

Seminars "Esi droSs - 1"
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Valsts informacijas sisteémuEr™
drosibas parvaldiba

« Valsts informacijas sistémas parzinis drosibas prasibu
izpildes organizéSanai un vadiSanai iece] valsts informacijas
sistémas drosSibas parvaldnieku

« Valsts informacijas sistému visparéjas droSibas prasibas
(765)

» sistémas droSibas politikas izstradi un 1stenoSanu

* iekSéjo sistémas droSibas noteikumu izstradi un ievéroSanu
 sistémas lietoSanas noteikumu izstradi un ievérosanu
 sistémas droSibas riska parvaldibas plana izstradi un izpildi
« sistémas atjaunoSanas plana izstradi un izpildi

« apmacibu sistémas droSibas jautajumos

« Valsts informacijas sistému visparéjas tehniskas prasibas
(764)

Seminars "Esi droSs - 1"



llze Murane

Latvijas Bankas informacijas
sistému drosibas vaditaja

lize at latnet.lv
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