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CASE ANALYSIS «Psychotherapy Center Vastaamo»

= @NEWS A oG
Finland shocked by therapy center October 21st, 2020
: : : “Psychotherapy Centre Vastaamo
hacklng, ClleIlt blaCkmall announced that it had become a victim
Finland's interior minister has summoned key Cabinet members into an of a data system break-in and extortion.”

emergency meeting Sunday after hundreds — and possibly thousands — of patient
records at a Finnish psychotherapy center were accessed by a hacker or hackers

now demanding ransoms .
S Press release October 26, 2020:
By JARITANNER Associated Press - «Investigation into the Vastaamo data
26 October 2020, 02:28 « 3 min read System break'|n - ShOrtCOmIngS 18]
information security in the background»
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CASE ANALYSIS «Psychotherapy Center
Vastaamo»

RESULTS of the investigation at the Psychotherapy Centre Vastaamo
determined:

* Break in have been possible until mid-March 2019;

* The database wasn’t stolen after November 2018; however, some individual data
items have been viewed /copied;

 There was additional data breach in mid-March 2019.

* As result of request to fill police reports, till November 10t, 2020 there was filled
25000 reports according to the National Bureau of Investigation of Finland,
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CASE ANALYSIS «Psychotherapy Center Vastaamo»

W <  Tweet

H Explore |} @mikko @mikko - Oct 24 °
Highly unusual ransom case underway here in Finland: a
private psychotherapy clinic was hacked, and the

{§} Settings therapist notes for maybe even 40,000 patients were
stolen. Now the attacker has emailed the victims, asking
each for 200 € ransom in Bitcoin.

{) B8 Tl 11K J 17K

Jere ~ | Alisa Fan Account
<!’/ @Miyazukae

Replying to

As a victim myself | can say that this entire situation
is nerve wrecking. Those logs they have on me go
back to my darkest times. | was underage. Now I'm
forced to basically contact every single government
based institution to avoid identity theft and/or
abuse of my identity...

2:15 AM - Oct 25, 2020 - Twitter for iPhone

3 Retweets 114 Likes

()

@mikko @mikko - Oct 25

Replying to

I'm so sorry. None of this is your fault. But this too shall
pass.

O 1 D 41

Alzbeta @Alzbietka - Oct 27

Replying to

As a patient myself | would be absolutely scared if this
)} would happen to me. Sent you love, patient and strength
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e Catalogue: Online Presence. Catalogue Presentation.

Downloadable Forms

e Transactions: Services and Forms On-line. Working
Databases supporting online transactions

STAGE 3

e Vertical Integrations: Local systems linked to higher
level systems; Within similar functionalities

STAGE 4

e Horizontal Integration: Systems integrated across
different functions; - Real one stop shopping for
citizens.

Covid-19 on the Security Posture in a Healthcare environment?

e-government is not static, but is
constantly changing
environment, which consist of
following stages, (xaren Layne, 2001):
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Covid-19 on the Security Posture in a Healthcare environment

:”e - v e S e I I b G Latvijas Republikas E-veselibas sistema

Pieslégties

Piektdiena, 2020. gada 4. decembris

ARSTIEM! “
Batiskas izmainas un risindjumi, kas ir spéka ari péc ARKARTE)JA STAVOKLA beigam: )
1.lzmainas darbnespéjas lapu izraksti$ana no 2020. gada 22. marta. PACIENTU UN ARSTU DROSIBAI - PIRMS
2.lzmainas medicinisko iericu izrakstiSana E-veselibas sistéma. > DODIES. ZVANI!
’

Pieslagties E—ve_se_ITbas portélé_iespéja[ns izrakstit nosutijumu uz Covid-19
analizém un apskatit rezultatus

17.11.2020. Lietotaju atbalsta dienests

g&ig’:;:’%giﬁgﬁkg{:ﬁﬁf ir Pieaugot iedzivotaju interesei par Covid-19 analizu sanemsanas kartibu, Nacionalais veselibas IedZTVOtéjlem
STAVOKLA beigam dienests (NVD) informé, ka E-veselibas portala joprojam tiek nodrosinata iespé&ja ne tikai nosutit 67 803 300
’ pacientu uz Covid-19 analizém, bet arT sanemt veikto Covid-19 analizu rezultatus. Informacija tiek

Par E-veselibu shiegta gan par negativiem testa rezultatiem, gan arf par pozitiviem un grati interpretéjamiem

rezultatiem.
E-veselibas lietoSana Lasit vairak »
E-recepte
E-darbnespéjas lapa ll:llo 9. novembra lidz I6. decembrim NVD klatienes pakalpojumus Lintoth) athalets clonsats

ientiem sniegs attalinati ialisti

E-nosatijums g specialistiem

07.11.2020. 67 803 301
Pakalpojumi Nemot véra valstr izsludinato arkartéjo situaciju, no 9. novembra Iidz $a gada 6. decembrim,

Nacionalais veselibas dienests (NVD) klatienes pakalpojumus klientiem sniegs attalinati. VIDZEMES
E-veselibas interaktiva karte Lasit vairak » \ AUGSTSKOLA
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WEAKEST POINTS

Leveroge extiting HOMI encbied
TVa or monitors to create
teleheatth endpoints

ROUTERS - It is very difficult from the InfoSec
viewpoint treat the router as BYOD.

? Do you have policies and guidelines, 1
which can be align to telework and applies pemmammt,
directly to a router security management and —

privacy according to the GDPR? n B s

Operatng System

\/}Q VIDZEMES
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Covid-19 on the Security Posture in a Healthcare environment

LKiem)lx / -
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RTOS and Stacks
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Covid-19 on the Security Posture in a Healthcare environment

ASSUMPTION, that you will be able to update a router, to maintain required
security level — not always tur, due to:

* Some manufactures don’t provide updates at all;

* Some manufacturers sell product, which cannot be updated, due to limitation of initial
product design;

Some ROUTERS have:

e add-on software firewall for additional fee;
* built- in hardware firewall;

* provide a Cloud management
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Covid-19 on the Security Posture in a Healthcare environment

~ Fraunhofer

FKIE

Peter Weidenbach and Johannes vom Dorp

“Home Router Security Report 2020”

Fraunhofer Institute for Communication, Information SEacs
ProceSSing and Erg0n0m|cs FKIE HOME ROUTER SECURITY REPORT 2020

= Attention paid on 127 routers

" following versions were found from the Linux
Kernel 2.4.20 to the Linux Kernel 4.4.60.

https://www.fkie.fraunhofer.de/content/dam/fkie/de/documents/Ho
meRouter/HomeRouterSecurity 2020 Bericht.pdf



https://www.fkie.fraunhofer.de/content/dam/fkie/de/documents/HomeRouter/HomeRouterSecurity_2020_Bericht.pdf

Covid-19 on the Security Posture in a Healthcare environment

Version of Linux Kernel Initial publishing date Number of vulnerabilities listed at the

Linux Kernel 2.4.20 November 29t 2002

Linux Kernel 2.6.22 July 8t 2007

Linux Kernel 2.6.31 September 9, 2009
Linux Kernel 2.6.35 August 1%, 2010
Linux Kernel 2.6.36 October 20t", 2010
Linux Kernel 3.10.10 August 30t, 2013
Linux Kernel 3.10.14 October 1%, 2013

Linux Kernel 3.10.20 November 20", 2013
Linux Kernel 3.10.39 May 6%, 2014

Linux Kernel 3.10.49 July 17t 2014

Linux Kernel 3.10.70 February 26, 2015

Linux Kernel 3.14.43 May 17, 2015

4, oldest -2002, newest - 2003
18, oldest - 2005, newest - 2012

21, oldest — 2009, newest - 2015
16, oldest — 2010, newest - 2011
36, oldest — 2010, newest - 2014
1, oldest/newest - 2013

316. oldest - 2013, newest — 2019

(https://www.cvedetails.com/)

47, oldest -2014, newest — 2019
(https://www.cvedetails.com/)

194, oldest — 2014, newest — 2019,
(https://www.cvedetails.com/)

194, oldest - 2014, newest — 2019
(https://www.cvedetails.com/)

194, oldest - 2015, newest — 2019
(https://www.cvedetails.com/)

189, oldest - 2017, newest — 2019
(https://www.cvedetails.com/)



https://cve.mitre.org/
https://www.cvedetails.com/
https://www.cvedetails.com/
https://www.cvedetails.com/
https://www.cvedetails.com/
https://www.cvedetails.com/
https://www.cvedetails.com/

Without detailed look at each vulnerability, it cannot be assumed, that all of
them can be applied towards router and its built-in hardware limitations.
However, there is necessary only for one weakest link in the chain, or one

weakest spot in the metal crystal structure.
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Conclusion — Takeaway

1. Focus on People-Process-Product, when you try to determine at
which e-government stage your company, organization, division, etc.
currently exist;

2. Create audit of all routers in your organization — including those,

which are used by your personnel to work from home and determine:
* How old is the device?

Does it have latest updates?

Can it be updated?

Does it provide any firewall functions?

Does it support VPN function?

Does it capable to close ports above 1023 or it only able to manage ports
from 0 to 1023, and rest of ports are open by the device? m ViSRS
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Conclusion — Takeaway

If the router is used as BYOD, when working from home, does it provide
adequate security level?

For IP address scaning you can use: https://www.shodan.io/,

it will allow you to determine whether on the network are exploitable devices,
which can be used either to acquire/monitor your organizations personnel or
be used to exploit your company with malicious intent;
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https://www.shodan.io/

Useful Links:

ARTSS projekts ietver informaciju par droSiem pamatservisiem (https://artss.rtu.lv/Iv):
* IKT infrastrukturas un datortikla apdraudéjumu identificéSana
* Drosi telemedicinas servisi : Prasibas IKT nodrosinajumam telemedicinas servisu nodrosSinasanai
* Drosi attalinata darba servisi : Efektivas komunikacijas sistémas risinajums
* Drosi biznesa servisi : Mobilitates nodrosinasanas servisi arkartas situacijas

The Cavalry isn’t coming. It falls to you. Be a voice of reason.
Drive cybersecurity for public safety and human life.
https://iamthecavalry.org/

Securing Telehealth Remote Patient Monitoring Ecosystem https://www.nccoe.nist.gov/projects/use-
cases/health-it/telehealth

Regarding Vastaamo — update by Wiliiam Ralstom “A dying man, a therapist and the ransom raid that
shook the world”, published on January 10", 2020 https://www.wired.co.uk/article/finland-mental-
health-data-breach-vastaamo
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https://iamthecavalry.org/
https://www.nccoe.nist.gov/projects/use-cases/health-it/telehealth
https://www.wired.co.uk/article/finland-mental-health-data-breach-vastaamo
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