|{iberdrosibas aktualitates &
kiberhigienas pamati

Dana Ludviga
20.11.2025

Kiberincidentu
novérsanas institicija
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- Kiberincidentu novéersanas institucija

- Atrodamies Latvijas Universitates Matematikas un
informatikas instittta (LUMII)

- Darbojamies LR Aizsardzibas ministrijas paklautiba
Nacionala kiberdroSibas likuma (NKDL) ietvaros

» Visi pakalpojumi ir bez maksas

- Komanda darbojas kops 2006.gada
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Finland

St Petersburg

Latvijas e
kiberapdraudejuma P i
limenis noteikts ka augsis

kops 2022.gada janvara & B

Belarus
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Kiberapdraudéjumu dinamika 5 gadu griezuma
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Children hacking their own schools for Th Eure
C,.

‘fun’, watchdog warns
11 September 2025 Share Save s l't C ltur Lif tyl G d
Joe Tidy N g po & 5 = s e ual‘ lan

Cyber correspondent, BBC World Service

brsities Students

@ This article is more than 1 month old Advertisement

Six out of 10 UK secondary schools hit by
cyber-attack or breach in past year

Hackers are more likely to target educational institutions
than private businesses, government survey shows

—— e o

) - - -
Getty Images
The Information Commissioner's Office (ICO) has issued a warning about what it calls
-
-

the "worrying trend" of students hacking their own school and college IT systems for
fun or as part of dares.

It has told teachers that they are failing to understand and recognise what it calls the
"insider threat" pupils pose.

It says more the majority of so-called "insider” cyber attacks and data breaches in
education settings - meaning they have been carried out by someone with access to
internal systems - originate with students.

"What starts out as a dare, a challenge, a bit of fun in a school setting can ultimately
lead to children taking part in damaging attacks on organisations or critical
infrastructure,” said Heather Toomey, Principal Cyber Specialist at the ICO.

IR S e— .

0 State schools might be more vulnerable to attacks because of pressure on funding and a lack of
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Skoléni atrod skolotdjas e-klases piekluves datus un samaina
atzimes, intereses péc izsuta nevélamu/smiekligu saturu

‘F-[ Atbildét H Parsatit H Atpakal ” Dzést llenéknéie: Parvietot W
Adresati: Adresatu saraksts

Autors:

Datums: 09.00.2024 21:16

Temats: Darbs Vasara

Pielikumi:

= images.jfif

Labdien, sOtu darbipu uz vasaru. Priecigus svEtkus!
Paldies

Hacked 8.kl

Sekojiet E-klases pasta vEstulEm savd privitajd e-pastd! Sadald Lietotdja dati veiciet atbilstoZus uzstadijumus.




GOZI viruss

Adresati: Adresdtu saraksts
Autors: Msknléna}, 7.4
Datums: Ua, 0%:14
Temats: Svarigs pazinojums

Labdien, vElEjos arm Jums pazinot kddas nejédzibas notiek 1zglitibas 1estadé, kur macds mdsu bérni!

Sikdku informaciju |ddzu skatit mana iesmieguma, zemak pievienota]d saité!

IEsnIeguUms

ar clenu,




Galvenas tendences & draudi:

1.

LG i

Krapsana
Pikskerésana, vikskerésana, smikskerésana, kvikskerésana

u.cC.

levainojamibas (cve)
Launaturas & izspiedejvirusi
Piegades kedes uzbrukumi
Pakalpojumu pieejamiba

DDOS
GPS signalu blokésana



Galvenas tendences & draudi:

1.

LR

Krapsana
Pikskerésana, vikskerésana, smikskerésana, kvikskerésana

u.cC.

levainojamibas (cve)
Launatiiras & izspiedejvirusi
Piegades kedes uzbrukumi
Pakalpojumu pieejamiba

DDOS
GPS signalu blokésana



FINANSU
NOZARES

Ik méenesi izdodas nosargat miljonu eiro, GERCIACIIA
vel tik pat - izkrapj

Noverstais krapsanas apmeérs Izkraptas naudas apmers

2024. gada: 12 152 718 eiro 2024. gada: 15 529 599 eiro



2025. GADA SAKUMA LIELAKAS
IZKRAPTAS SUMMAS

https://www.vp.gov.lv/lv/jaunums/iedzivotaji-turpina-krapniekiem-atdot-skaidru-naudu-kreditkartes-un-atklat-bankas-kontu-datus
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|zplatitakas pikskerésanas kampanas, izmantojot zinamu organizaciju
nosaukumus

(procentuala dala no kopéja CERT.LV apstradato pikSkeréSanas zinojumu skaita 2025. gada 3. cet.)

Citas temas
Citi e-pasta (8%)

servisu
nosaukumi Facebook /
CSDD (29%) VID EDS (14%) (14%) Meta (12%) Swedbank (5%)




EERTL, Krapnieciba CSDD varda

=== Forwarded message --------
Subject: FWD: C5DD info
Date: Fri, 28 Feb 2025 09:15:50 +0200

From: noreply@csdd.gov.lv <55177@199. v
Tu:“

Sakara ar CSN parkapumu (datums 23.01.2025, IEmuma numurs 23764267274769, parkapuma pants 55.12, |emuma spéka staSanas datums 28.02.2025),
Jums ir piemérots naudas sods 160.00 EUR. lepazities ar [Emumu var e-CSDD. Celu satiksmes likuma 43.pants nosaka pakalpojumu sanemsanas
ierobeZojumus, ja sods nav samaksats likuma noteikta termina - 30 dienu laika.

Maksajuma rekviziti: CS DD

Sanéméjs: VALSTS KASE Lieto CSDD pakalpojumus
. =
Registracijas Nr.: 90000050138 lessaiste
CSDD radijusi e-pakalpojumus, lai
Konta Nr.: LVV31TREL1060141015220 sr?iegFu vislabako atbalstu saviem
Sanémé&ja banka: VALSTS KASE lentem.
Bankas kods: TRELLV22
Maksajuma summa: 160.00 EUR
Maksajuma merkis: 23764267274769

Autorizéeties uzzinai

Maksajumu var veikt e-CSDD ‘ I'Eté\ée.lu
. _ . _ Garoim,ias lprekGeis, o nes noteikumu
* Informacija no Transportlidzek|u un to vaditaju valsts registra sagatavota 28.02.2( e T ms 2 0 50724 :
- _ - J— P P sesljas citas lerices un pariukos, il ! QY
Sis e-pasts ir izveidots automatiski, lidzam uz to neatbild&t. Gaphvaiies; | ‘ ——zh i

. Izmantojiet so saiti, lai
katitu pilnu informaciju

@ ttps://csdde-pakalpo umi.com g.05\




EERTL, Krapnieciba CSDD varda

Subject: FV
Date: Fri, 2!

From: nore
To:

Sakara a
Jums ir
ierobe?

Maksaju
R
Sanem
Registr
Konta P
Sanem
Bankas
Maksaj

Maksaj
Maksajui

* Informé
Sis e-pas

7= Vienotas pieteikianas modulis X +

¢« > C |4] h#sa//csddkonts.lv-bridinajums.net/pages T b g

Vienotas pieteikSanas modulis EN

Piekritu identifikacijas veikSanas noteikumiem un manu datu (varda, uzvarda un personas koda)
nosatianai e-pakalpojuma sniedzéjam — Celu satiksmes drosibas direkcija (S.Eizensteina iela 6,
Riga, LV-1079).

Identifikacija ar banku identifikacijas lidzekli

SEB  ..%..  Luminor

=
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Saskana ar
20.12.2010.Transportlidzekla

ekspluatacijas nodokla likumu jusu
jaunais nodoklis ir 321.32 EUR ,apskati

selt https://csdd.lv-nodoklis.sbs




Valsts ienémumu dienests

Ceram, ka Jums viss ir labi. Lai turpinatu nodoklu atmaksas procesu, 10dzu, izpildiet
sekojosas instrukcijas. Izmantojiet savu viedtalruni, lai skenétu pievienoto QR kodu
un ievaditu savu personigo kodu, ka noradits. S procedira ir izstradata, lai
aizsargatu Jasu datus un nodro$inatu drosu darijumu veik$anu. Svarigs
pazinojums: Ja Jus neveiksiet So darbibu laikus, Jisu atmaksa var tikt aizkavéta vai
pat atcelta. Tadé| ir Joti svarigi, lai Jis skenétu QR kodu un veiktu nepiecieSamos
solus, lai sanemtu savu gada atmaksu.

Instrukcijas:

leslédziet savu viedtalruna kameru vai izmantojiet QR koda skenésanas lietotni.
Nolasiet pievienoto QR kodu.

Izpildiet ekrana redzamas instrukcijas, lai ievaditu savu personigo kodu un pabeigtu
nepiecieSamos solus.

eds-vid.pages

Valsts ienémumu dienests

Elektroniskas deklarésanas sistéma

o [n]
Nodokju atmaksas kopsavilkums

Talak ir sniegts par jusu
nodokju iski, i jot EDS tiessai

portalu. Atgadinam, ka par

iesnieg§anu més maksajam 10 €.

PVN aprékina baze uz rékina 08/01/2025
Taksacijas periods 08/01/2025-08/01/2025
Valiita EURO
PVN atmaksa par pirkumu s[T1] 232.57
PVN atmaksa par citiem izdevumiem [T2] 74.24
Pilna nodokju atmaksa (bez izmainam) 306.81
Automatiskas nodok|u atmaksas maksa -10.00
Galiga nodokju atmaksas summa 296.81 €

Izvélieties nodok|u atmaksas metodi

© sapem ar bankas parskaitijumu

Izvélieties savu banku

@ RIETUMU  #i BluOr Bank

Swedbank &

Nosutits no
SRS Latvia

Date of transfer:
01/08/2025

Summa
296.81 €
Kartes numurs

kkkk kkkk kkkk

Izvelieties autentifikacijas veidu

Smart-ID

Lietotaja kods

Vai ari Jus varat noklikdkinat uz zemak eso$as pogas, lai tieSsaisté piek|itu nepiecieSamajai
lapai un veiktu nepiecieSamas darbibas.

Ladzu, parliecinieties par §T pazinojuma autentiskumu pirms turpinasanas, lai aizsargatu savu
personigo informaciju.

Paldies par Jasu atro uzmanibu un sadarbibu.

Ar cienu,

Persenela kods

o =
- le‘IO.PA‘S .Slvfl.fllll 267120000 Turplnat

Az

e Riisagiia e e



R e DO

UZMANIGS!

Uz autostdvvietu apmaksas automdatiem
izvietotas krapnieciskas uzlimes.

IESAKAM!

Nekada gadijuma neskené sadus vai
lidzigus kvadratkodus - tie var novest uz
krdpnieciskdm vietném, kur tiek izkrapta
nauda vai personigd informacija.

(] e 8.00-20.00
L7 wsen 9.00-17.00 §

/- RIGAS
_J SATIKSME
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Investiciju krapnieciba

Zinas Bizness

o
Delfi

) VERSIJAS

Péc Ventspill atrasta mirusa 24 gadus veca déla - vél viens
trieciens: ,,Nespé&ju noticét, ka ta ir patiesiba.” (8)

Karlis Arajs, Nacionalo zinu nodalas redaktors

}
:
N
3
]
»
”7
¢

Foto: Privatais arhivs

calis Tasty D Pieslédzies
TV

RUS Q

02.04.2025 11:01:51

e [SeiDhoiaka |
0‘ Sponsored

Ingai Springei tiek izdarits spiediens: lielie finandu aprindas vélas liegt
vinai publicét Sis atklasmes.

"Aizliegta patiesiba par finansu eliti"
Slepena izmeklésana, kuras rezultati tika
nokluséti — tagad atklati sabiedribai.

IRoel van Velzen / VanVelzen I

Inga Springe atkl3j patiesibu - tagad vinai draud ietekmigas finanSu
struktiras.

"Sistéma, kuru nelava atmaskot"

Inga Springe atklaj, ka aizliedza raidijumu, kas
varéja mainit sabiedribas izpratni par investicijam.

mi, kas traucé finansu varai.
Latvijas Radio un Latvijas Televizijas zinu portals
Video un audio materiali. Kvalitativas un parbaudita

Learn More

LSM.LV
Spiediens pieaug - Inga Springe netiek atstata

bez uzmanibas. Learn More
Latvijas Radio un Latvijas Televizijas zinu portals

\fida n avidin maatariBll Vialbativune cn nAds

iedok!

paities

saglab® /
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+Domaju, ka vins tikai séZ pie pudeles un dzer, bet izradas, ka vin$ bija daudz apdavinataks
un gudraks, neka més zinajam," — ar parsteigumu un asaram acis sacija mate. Vina
atceréjas, ka déls dazreiz pieminéja papildu nodarboganos, taéu gimene tam nepievérsa
lielu uzmanibu.

Péc Sis sarunas bankas darbiniece sagatavoja nepieciesamos dokumentus un apliecinaja,
ka konts tiks slégts, bet nauda tiks parskaitita matei 14 darba dienu laika. ,Tagad, kad viss
kldst skaidrs, jutu gan skumjas, gan divainu mierinajumu - vismaz zinu, ka vin3 centas,” -
noslédzot sarunu, sacija sieviete. Tikmér izmekl&3ana par jauniesa naves céloni joprojam

turpinas.
,,BitCore360" platformas pétijums: vai ir vérts iequldit?

DELFlL.lv izpetes komanda veica detalizétu analizi par ieguldijumu platformu
., BitCore360"" lai novértétu tas likumibu un ienesigumu. Praktiska analize sniedza

interesantus rezultatus, kurus piedavajam visiem musu lasitajiem.
DELFI redakcija saka patstavigi intereséties, kas ir ,,BitCore360",

Ka izradijas,ta ir jaunizveidota elektroniska platforma, kura tiek izmantotas tadas maksliga
intelekta tehnologijas ka "ChatGPT" un "Midjourney". So divu tehnolodiju apvienoganas
rezultata patérétajiem tiek garantéta minimala pelna no ieguldijumiem. DELFI testé%anas

laika, iemaksajot sakotnéjo 200 eiro iemaksu, programmas rezultati bija Sokéjosi:

ISA INSTRUKCIJA, KA REGISTRETIES:

Transfer transaction  Deductions
BitCore360

Depositing to your trading account

Nakamaja diena meés pieslédzamies , BitCore360" un redzéjam, ka konta jau ir uzkrati
7180,25 eiro, kurus més uzreiz méginajam parskaitit uz savu bankas kontu, lai parbauditu,
vai bankas parskaitijumi tiesam tiek veikti, vai ari tie nav tikai cipari telefona vai datora

ekrana.

Un patieSam — naudu uz bankas kontu veiksmigi sanémam péc dazam stundam. DELFI
komanda $os lidzeklus ziedoja karojosajai Ukrainai, kas Sobrid cinas par visu pasauli un
kurai ir Joti svariga jebkada palidziba.

O asoem 8

< LVO8BHABAO0553004779604 <

9 8 60.15 EUR




H He Evika Silina: Es saprotu socialo probléemu asumu...
et - Jauns.tv g P
puns Foto Reklama Horoskopi TV programma Abonét Zumnalus video

m BIZNESS SPORTS ARZEMES IZKLAIDE SIEVIETEM PARVESELIBU MAJA RECEPTES @Jaunékas 0Populérékés

Kultira RunaRiga 112 Lieliestasti  Polittka Viedokli Tavaizglitiba Sabiedriba

Novadu zinas

POLITIKA 27.10.2025, 14:13

Sensacionalas zinas:10 000 eiro tautai jeb
kapéc varas parstavji noraida iespéju iegut
pasivos ienakumus

, Zinu nodala
Jauns.IvV/ILETA

% T

Janis Domburs: Pariesim no vardiem pie darbiem. Tiesi pirms nedélas es
registréjos “Latvian Invest” un iemakséaju 250 eiro. Es vél neesmu parbaudijis
bilanci — izdariSu to tagad, jusu klatbutne. Vai drikstu?

Evika Silina: Es nedomaju, ka ta ir laba doma...

Janis Domburs: Tas ir neticami... Mana bilance — 2882 eiro. Tikai nedélas laika

Janis Domburs: Jus redzat Sos ciparus, Evika. Ta nav magija. Ta ir tehnologija.
Un pats ironiskakais — So platformu izveidojis nevis starptautisks konglomerats,
bet parasts puisis no Valmieras. Muse€jais, latvietis.

®janis bomburs  Account

Total Balance

2882¢€
R

Janis Domburs Latvia Invest
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Krapniecibas Tinder

08:38 uil 56 ==
O &

< ° 433753240579

By the way, | have made a stable
investment plan for you. If you are free

now, we can start. Or you need to take a
break.

The current trend is very stable and
good, and is very suitable for
investment.

You can sit down. Then download
Crypto.com from your mobile app store.
Once downloaded, register your own
account using your email address. Then
| will teach you how to buy 200EUR of
USDT, and then we will invest and trade
on the USTD blockchain. After that, |
will teach you how to withdraw funds.

This is correct Crypto.com

3 C @9

08:41 wil 56 =.
< . +33753240579 O %

24000 %0

LI L TP (T PR T L]

You must give me screenshots of each '
step, don't just click randomly, | must
be responsible for your funds

= srC/UsOT

204 1AM 147

Maay  Tweek  tmen

07:46

< P +33753200870

mumbee of Geposits.

v

Windrawsl Heauest Done

Your USDT withdrawal request
has been submitted

wl LTE ™. -

O &




+371 2 6532750 SVARIGI - konta atjauninasana o)

SEB <contact@tatematsuchuzo.co.jp>

Text Message . SMS To: Andris Gabranovs

Today 04:26
m This message appears to be Junk. Links and other functionality will not work. Mark as M

(i) Retention: Junk Email Expires: 23/05/2025.

Swedbank: Jusu konta
tika konstateta
a|Zd0nga darbiba. Cienijamais klients,

Ladzu’ pé rba Udlet Savu Sakard ar jaunajam dro&ibas prasibam ir steidzami nepieciefams atjauninat Jlsu SEB kontu.
. SR - ~ Atjauninasana tiek veikta drosi, un misu komanda Jas vadis visa procesa gaita.
identitati, izmantojot So

saiti:

ATJAUNINAT TAGAD

Savlaicigas darbibas ir batiskas, lai nodroSinatu drosu un nepartrauktu pakalpojumu izmantosanu.

Piezime: Lidzu, neatveriet citus logus un neatstajiet So lapu, lidz atjauninasana nav pilniba

darbiba netiks veikta, pabeigta.
konts var tikt ierobezots. Paldies, ka uzticaties SEB.

SEB banka



hCERT.LVA Smart_| D < +371 28770 868

ll

+371 2 3280137

Today, October 26

[SWEDBANK]

Jisu Smart-ID registracija
beigsies 26.10.2025.
Atjaunojiet savus datus,

[Smart-ID]
Jusu Smart-ID deriguma termins

Rewzae 2119,2020. izmantojot $o saiti:
Ludzu, atjaunojiet savu h ) '
registraciju, izmantojot So saiti: G | ttps://atjaunot.com
- - 20:57
+37127835460 ‘
Text Message + SMS [SWEDBANK]
s Jasu Smart-ID
[SWEDBANK] registracija beigsies
Jusu Smart-ID registracija 2710.2025.
be.igsies" 25.10.2025. Atjaunojiet savus
Atjaunojiet savus datus, datus, izmantojot §o

izmantojot So saiti: https://

. saiti:
reaktivejiet-swed.com/1

https://atjauninat-sma
rt.com




CERLAY, e-veseliba.digital

& C % 8 htipsi//e-veseliba.digital/#worker

Nelasiti < o+
20:14

E.Gulbja Lab analizu
rezultati ir gatavi
apskati tos sava
eveseliba tagad s.id/

: Musu darbinieki
eveseliba

O
N ,;;:
INDUSTRA

Vienotas pieteik§anas modulis

\lianAatae niatailbdanie maduolie

Maris Ozolins Zane Ozola Péteris Jansons

Arsts Fizioterapeits Psihologs



VY Whatsapp/Telegram/Signal krapnieciba

- Pievieno Jusu Whatsapp/Telegram kontu citai iekartai/nr ar mérki izspiegot vai izplatit
krapnieciskas zinas jusu varda

- Pievieno Jus jaunai sarakstes grupai, kura tiek izsutita launatira, izplatita dezinformacija, utt.

- lzsuta launpratigas zinas ar mérki izkrapt finanses

OHNaNH-KOHKYPC AEeTCKOro pUcyHKa
BOHU.IEBHOE NETO" /4 ¢MHana
OHKYPC NPUHUMAIOTCA K YHaCTMIO PaBoTbi B KaHpax: Neinsax, Hatio PMOpT.
[Matbl nposene oHKypca: 31 maa 2024 rona no 30 uioHs 2024 roaa.
[Nara noaseneHus utoros: no 5 nions 2024 rona.

MpeteHaeHT N1 - Mapus WuHeHko (11 neT)

MoaTteepanTe NMMYHOCTD, YTOOLI y4aACTBOBATL B r0/I0COBaHWK

Talak lietotaju aicina
autentificeties
ar savu WhatsApp kontu.

MPOro/IOCOBATbL 3A MALLY

NeTHuit anbboM cyacTbs

Ha KOHKYpC NPUHUMAIOTCA K y4acTUIO pa...
erratic-succinct-web.glitch.me

fIH NpUBET, MOA NAEMAHHMLA
NPUHUMAET y4acTue B ETCKOM
game-KOHKYPCe Ha KpacuBblii
PUCYHOK.

Beegute Homep TenechoHa
MocTaBuwb 3a Mawy S e e Emch faes Tene N B
(LLnHeHko) noxanyiicTa. Eé
pucyHok nog 1-bim N
Cnacu6o &

Bor 3gecb &

= Nutsa

+370

WhatsApp noradita saite,

kas it ka aizved uz konkursa majaslapu.

https://erratic-succinct-web
.glitch.me 21:00




=% Drosibas iestatijumi Whatsapp lietotne:

1. Parbaudiet sasaistitas ierices
lestatijumi — Sasaistitas ierices

2. Atspejojiet automatisko failu ieladi

lestatijumi - Kratuve un dati
— Mobilie dati

— Wi-Fi
— Viesaboneésana

3. lerobezojiet iespéju pievienot Jus grupam
lestatijumi = Privatums - Grupas

4. Aktivizéjiet divpakapju verifikaciju (2FA)
lestatijumi - Konts = Divpakapju verifikacija

@ 'dve

Last active today at 12:21 prr
6 Google Chrome (Windows)
Last active 27 October, 5:24 pr

Windows
B i




FERL Loterijas

https://web-store-online.online/lv/imt/index.php?Ipkey=175e1179806 156e6 14 8uclick=3z37x94 k& uclickhash=3z37x94k-3z37x94k-hqwj-ibfe-2tgb-Iphg-Ipj6-b483aa#

saturday, March 30, 2024 Imt 1))

Cienfjamais LMT klients:

Apsveicam!
Jis esat viens no 10 lietotdjiem, kurus més izvélgjamies, lai laimétu iPhone 15 Pro

Max, Samsung Galaxy 523 Ultra vai MacBook Pro.







Smart-1D elD karte K

Bl Atceréties mani




R Kadus trikus izmanto laundari?

SH11 Z1NJ4

1R dOM44A, L41 P13R44D11TU, K4

MUSU PR44T5 V4R P4V31KT BR11NUM L13T45!
135P41D11G45 L13T45! SA44KUMA44 T45 B1J4
GRUT1, B3T T4G4D T4V5 PR44T5 SO L454 J4U
4UTOM44T15K1, PAT N3PIEDOMA44J0T.

V4R1 BUUT L3PN5! T1K41 D4ZH1 PR44TI

SP33J PHO 54L4511T!




CERT.LV

info@intemet.lv
www.draugiem.lv
www.faceboook.com

ltunes.cm
defi.lv
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info@intemet.lv
www.draugiem.lv
www.faceboook.com
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Kadus trikus izmanto laundari?

| vieta izmanto |
g vieta izmanto ¢
o vieta izmanto O
m vieta izmanto r+n
m vieta izmanto n

Domuzimes (-) domeénos
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Kadus trikus izmanto laundari?

* rakstzimju atkartojumu (www.faceboook.com);

* burtu mainu vietam (www.faecbook.com)

* daudzskait|a identifikatora pievienosanu vai
nonemsanu (www.facebooks.com);

* izliekas par www (wwwfacebook.com);

* doména varda papildinasana:
(www.appleshop.com, www.gucci-bags.com).




Hotel Jurmala Spa

febr. 10 | febr. 11

Parasti atbild 24 stundu laika

25. nov., 16:34

e

Thank you for choosing
Hotel Jurmala Spa for your
stay.

Unfortunately your booking
might be cancelled due to an
error during verification of
your reservation.

This is a mandatory process
to prevent credit card fraud.
This must be done

within 12 hours or YOUR
RESERVATION WILL BE
CANCELLED and we will not
be able to accept you as a
guest!

- You must be verified even
if you have paid for your
reservation

- Please enter your payment
details and wait for
verification

- Booking will charge your
payment method with your
reservation amount, and in
a minute will credit it back -
this is your payment method
verification

You can verify your payment
method through a personal
link:

https://booking.com-req
-prog.com/p/6259385756

The best banking apps to
use are: Revolut, Monzo,
Starling, N26, C24. Make
sure you have enough
money on your bank card
and your online transaction
limits are raised.

THIS MESSAGE WAS SENT
AUTOMATICALLY, PLEASE
DO NOT REPLY TO IT.

Best Regards, Hotel Jurmala
Spa

Radit mazak




Domeéna varda limeni

https://booking.com-req-
prog.com/p/6259385756




Domeéna varda limeni

https://booking.com-req-
prog.com/p/6259385756




| EEREA Domeéna varda Iimeni

https://booking.com-reqg-prog.com




A EERELA, Domeéna varda limeni

https://booking.com-reg-prog.com
| i
| |

subdoméns doména vards




A EERELA, Domeéna varda limeni

Ib.swedbank.lv
www.swedbank.lv

subdoméns domeéna vards
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Saskana ar
20.12.2010.Transportlidzekla

ekspluatacijas nodokla likumu jusu
jaunais nodoklis ir 321.32 EUR ,apskati

selt https://csdd.lv-nodoklis.sbs
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Saskana ar
20.12.2010.Transportlidzekla

ekspluatacijas nodokla likumu jusu
Jaunais nodoklis ir 321.32 EUR ,apskati
selt https://csdd.lv-nodoklis.sbs
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Kam pieverst uzmanibu?
e Sutitaja e-pasta adresei
e Sanemsanas plkst. laikam
* Uzrunai
* Gramatikas kludam
* Valodas stilam
* Saitem e-pasta
* Socialas inzenierijas paziméem
* Vaiir teksta minéts pielikums

* Failu paplasinajumiem - .zip, .exe, .scr,
etc., .iso, .doc, .xls, .ppt., u.c.

2:25 AM
Peteris Kalnins <peteris.kalnins@rekini-lv.eu>

Kavéets rekina maksajums_TB-55140

- ——

Sveiki,

Jisu uzzinai: péc klienta pieprasijuma bridinam, ka jums ir nokavéts rékina
maksajums.

Saskana ar liguma noteikumiem klientam ir tiestbas aizturét jums sniegto
pakalpojumu, ja rékins netiks apmaksats tuvako 24h laika.

Lai apmaksatu rékinu, {}_'7

Pilnu informaciju skatit pielikuma.

Paldies, ka uzticaties mums.

Award of Best Invoicing And Billing Software 2020
© 2017 LTD Rekini Latvia Company

@J 1 attachement

TB-55140.doc

>

https://www.rekinilatvia.om/kavetierekini/rekins2348599.html
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DNS ugunsmdaris ¥ Instrukcijas  ~ httpS: / / www.dnsmuris.lv ED:EM{EIU LV, ’

! novérsanas institlicija

Liec muri pret
krapnieka duri!

Atvairi kiberuzbrukumus,
uzstadot DNS ugunsmuiri

Lejupielade #  Lejupieladée . 4
» Google Play o App Store JUMS IR AKTIVS

. Kas ir DNS ugunsmuris?

- . ' » CERT.LV sadarbiba ar NIC (.LV doména vardu registra uzturétaju) ir izveidojusi DNS ugunsmdiri -

i}){’ : \ bezmaksas riku individualu lietotaju un organizaciju pasargasanai no kiberapdraudéjumiem, tadiem ka
s viltus banku lapas, krapnieciskas tirdzniecibas platformas, virusus izplatosas vietnes u.c.
b
7
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617 8IS «

arch

DNS Firewall

@ DNS ugunsmura lietotne

617 ASI - 3 - RO

DNS Firewall
active

60%=

617 &I « g =R 60%a

DNS Firewall
inactive

B ER i 58%=

< Protections

Q  9/20/241:07 PM

A NEPLP Restrictions

Q' 9/20/24 9:43 AM

A NEPLP Restrictions

Q 9/20/24 8:59 AM

- = =
[A NEPLP Restrictions J

Q 9/19/24 5:26 PM

<
A NEPLP Restrictions

yandex.ru

yandex.ru

yandex.ru

an.yandex.ru

<

Qe =R 5%

Settings
Spam call screening
Allow notifications

Send statistics to CERT.LV

Language English (United States)

Protections

Diagnostics

Version Name: 1.0.14
Version Code: 14

(@]



& x O E] https://checkshorturl.com I ® ﬁ

Expand and verify all your shortened links

Enter Short URL Expand

This service is free and limited to 120 re

What is CheckShortURL made fo

CheckShortURL is an expand link facility: our website is design
information online by allowing you to check the safety of short |
internet becoming increasingly crowded and complex, it's impor Ramsignames atiPaddesses. a
click on to avoid falling victim to phishing scams or other malici © Your IP address is 91.240.246.246

WHOIS Search, Domain Name, Website, and IP Tools

Looking to get a website? & Web Hosting {8} Website Builder B SSL Certificates

name.com

Build your business

from the name up.

Leam more @) Save 15% on your first order with promo code: WHOIS

Q © ©

See Website Information On Demand Domain Data Register Domain Names



https://www.virustotal.com

> ] VIRusTOTAL

Analyse suspicious files, domains, IPs and URLs to detect malware and other
breaches, automatically share them with the security community.

Signin @

C Reanalyze = Similar v More v

E Q  eTd59f86ebffd56b374a0e990294bb2511c65924c9beed499f88ddeb742dc468 R )]

64 e7d59f86ebffd56b374a02990294bb2511c65924c9beed499f88ddeb742dc468 Size Last Analysis Date
CERT-LV-Santa-2025.pdf 6.48 MB 1dayago PDF
Community
FILE URL SEARCH 4P Score pdf
DETECTION DETAILS RELATIONS BEHAVIOR COMMUNITY

Join our Community and enjoy additional community insights and crowdsourced detections, plus an AP| key to automate checks.

Security vendors' analysis () Do you want to automate checks?
By submitting data above, you are agreeing to our Terms of Service and Privacy Notice, and to the sharing of your ESET-NOD32 Acronis (Static ML) @ Undetected
Sample submission with the security community. Please do not submit any personal information; we are not
ible for th tents of bmission. Learn mor N N
itsdseda Uil e b bosdlr AhnLab-v3 () Undetected AliCloud () Undetected
AlVac @ Undetected Antiy-AVL @ Undetected
© Want to automate submissions? AP, or access your AP| key. . .
Arcabit () Undetected Arctic Wolf () Undetected
Avast @ Undetected AVG @ Undetected

Avira (no cloud) (©) Undetected Baidu (©) Undetected
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Vai Jusu e-pasta adrese vai lietotajvards ir
uzlauzts?

https://haveibeenpwned.com
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Ja esat kluvis par krapnieku
upuri?

DARBA:

Rikojieties atbilstosi iestades incidentu reagésanas
planam;

MAJAS:

Mainiet visas savas paroles, izmantojot citu datoru;
Skenéjiet datoru ar antivirusa programmu;

Zinojiet policijai par datu zadzibu un SAGLABAJIET
iesnieguma kopiju;

Zinojiet savai bankai un CERT.LV;

Aktivizejiet DNS ugunsmuri (www.dnsmuris.lv).
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Zino CERT.LV:

* Parsutot™® krapniecisko e-pastu uz
cert@cert.lv

* Zvanot 24x7 +371 67085888

* Parsutot sanemto zinu uz talruna numuru
+371 23230444**

Svarigi! Sis talruna numurs nav pieejams sarunam

* https://cert.lv/Iv/kontakti/ka-parsutit-kaitigus-e-pastus
** Ladzu, nemiet véra, ka Tszinu parsitiS8anas izmaksas tiek piemérotas saskana ar jisu izmantota tele operatora tarifiem



& IENAKT

(7] SKAIDROJUMI NORISES VIEDOKLI DIENASKARTIBA TIESAS E-KONSULTACIJAS ARHIVS MEKLET@

DIENASKARTIBA Par aktualo valsti un iestadés (preses relizes)

Sakums Visas preses relizes = Amatpersonas runa = Atklata véstule Politiskais pazinojums Relize = Temas

Starptautiska operacija Valsts policija
il pili likvidé IT infrastruktiiru, kas izmantota e
B tieSsaistes krapsana Nk cte gt it i

legalizacijas, terorisma un
proliferacijas finansésanas

Lasisanai: 7 minates

novérsanas (NILLTPFN)
RUBRIKA: Relize sistéma
TEMA: Noziedziba & Starptautiska operacija Valsts policija likvidé IT infrastruktdr... © ~» » A ;
Watch later  Share Nacionalais NILLTPF risku

novértésanas zinojums par 2020.-
2022. gadu (NRA 2023)

AL
¥

0000

0> 4

=| Nacionala finansu noziegumu
novérsanas un apkarosanas
stratégija

(apstiprindta 10.01.2024.)

‘| NILLTPFN pasakumu plans
2024.-2026. gadam

(spéka no 02.05.2024)

Watch on 9 YouTube 12 ricibas virzieni:

1. Riski, politika un koordinacija
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Galvenas tendences & draudi:

1.

L Sl

- 4
Krapsana
PikSkeréSana, bikSkeréSana, smikSkeréSana, kvikSkeréSana
u.c.

levainojamibas (cve)
Launaturas & izspiedejvirusi
Piegades kedes uzbrukumi
Pakalpojumu pieejamiba

DDOS
GPS signalu blokésana
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levainojamibas

*  Nulles dienas ievainojamibas
- Zinamas ievainojamibas

9

A - ‘ MS SharePoint

CVE-2025-24201 o~

!
CVE-2025-8088

|
CVE-2025-13223

»

CVE (Common Vulnerabilities and Exposures) - standartizéta sistéma, kas paredzéta dazadu programmatiras un aparatiras produktu droSibas ievainojamibu identificéSanai un nosauksanai.
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TOPS5 ieteikumi viedieri¢u lietoéana:

Parskatiet, kadas ierices pievienotas Julsu
ttklam

Mainiet noklusejuma paroles
Regulari atjauniniet programmatdru
Atspéjojiet nevajadzigas/neizmantotas funkcijas
Aizsargajiet WiFi tiklu & izveidojiet viesu tiklu
viediericem

-

o~ W




Galvenas tendences & draudi:

1.

L S

- 4
Krapsana
PikSkeréSana, bikSkeréSana, smikSkeréSana, kvikSkeréSana
u.c.

levainojamibas (cve)
Launaturas & izspiedejvirusi
Piegades kedes uzbrukumi
Pakalpojumu pieejamiba

DDOS
GPS signalu blokésana



v 3, Launaturas:

TOP inficesanas metodes:

Launaturu tipi:

PikSkeréSanas e-pasti;

Nezinami USB

Publiski zindmu ievainojamibu launpratiga izmantoSana;
Nokluséjuma autentifikacijas piekluves dati, paroles
uzlauzsana (brute force),

Nopladusi lietotaja piekluves dati; 1 2 o
Automatizati uzbrukumi, e
u . C. n To better prove you areiota ‘r.ovbot ptaseR

2. In the verification window, press Ctrl + V.

3. Press Enter on your keyboard to finish

You will observe and agree

Lietotéju datu zadzéji (parolu ieguSanu no timekla parldka vai retem e s ot [
nesifrétiem failiem, ka interneta parluka spraudnis),

Bot-net,

|zpiedéjvirusi,
Attalinatas kontroles trojani (merkéti uz datu izgisanu vai
talako infrastruktiras kompromitéSanu)




Kaitigi paplasinajumi:

parvirza lietotajus uz laundabigdm vietném & zog lietotaju datus

‘.
Google chrome

 Emoji keyboard online — copy&paste your emoji

* Free Weather Forecast

* Video Speed Controller — Video Manager

« Unlock Discord — VPN Proxy to Unblock Discord
Anywhere

 Dark Theme — Dark Reader for Chrome

* Volume Max — Ultimate Sound Booster

* Unblock TikTok — Seamless Access with One-
Click Proxy

* Unlock YouTube VPN

» Color Picker, Eyedropper — Geco colorpick

 Weather

Paréjo paplasinajumu parbaudei izmanto riku: www.extensiontotal.com

Microsoft Edge

Unlock TikTok

Volume Booster — Increase your sound
Web Sound Equalizer

Header Value

Flash Player — games emulator

Youtube Unblocked

SearchGPT — ChatGPT for Search Engine
Unlock Discord

d 102

[ Complete these
[ Verification Ste
™ B
To better prove you obot please
1. P & hold o sKey®+R
2 In i+ V.
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DIVE BRIEF

Ransomware attacks in education
jump 23% year over year

Education was the fourth-most-targeted sector during the first half of 2025, according

to a report from Comparitech.

Published July 21, 2025

By Briana Mendez-Padilla

' Listen to the article 3 min
Dive Brief:

¢ Ransomware attacks against schools, colleges and universities rose
23% year over year in the first half of 2025, according to a report from
Comparitech, a cybersecurity and online privacy product review

website.

¢ The six months saw 130 confirmed and unconfirmed ransomware
attacks against educational institutions, with an average ransom

demand of $556,000.

¢ Education was the fourth-most-targeted sector during the first half of

Get the free newsletter

Subscribe to K-12 Dive for top news,
trends & analysis

MOST POPULAR

Education Department
outsources program
management to other
agencies

Lessons learned from
Arizona’s universal
school choice program

‘ Access to 8th grade
-~ % algebra divided along
socioeconomic, racial
lines

School bus driver
shortage improves
slightly with bump in
hiring, pay

LIBRARY RESOURCES

PODCAST

(@)  Get Ready for BASC-4: What the
Authors Want You To Know
About the Latest Edition
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BlBJC

West Lothian schools hit by
ransomware cyberattack

6 May 2025 Share & Save []

T

West Lothian Council confirmed a cyberattack on its education network

Schools in West Lothian have been the victim of a suspected criminal ransomware
cyberattack.

A council spokesperson said the attack had affected its education network and
contingency plans to keep schools open was under way.

Ransomware is a type of malware which prevents someone from accessing a device
and the data stored on it. usuallv bv encrvpting files. according to the National Cvber




| EEREEA lzspiedéjvirusi

T T R T R T T T R
it YOUR FILES WERE ENCRYPTED #HH#HHHHHHHHHHHHHH
i AND MARKED BY EXTENSION .corona-lock ###HHH#HHH
I T R R T T T
DON'T WORRY! YOUR FILES ARE SAFE! ONLY MODIFIED :: ChaCha + AES
WE STRONGLY RECOMMEND you NOT to use any Decryption Tools.
These tools can damage your data, making recover IMPOSSIBLE.
Also we recommend you not to contact data recovery companies.
They will just contact us, buy the key and sell it to you at a higher price.
If you want to decrypt your files, you have to get RSA private key.

To get RSA private key you have to contact us via email to:
---------------------------- >> support@covidworldcry.com <<
and send us your id: >> 1966883997 <<
HOW to understand that we are NOT scammers?

You can ask SUPPORT for the TEST-decryption for ONE file!
HHAHHHHAHH B AR AR R R R
s LIST OF ENCRYPTED FILES ####H##HHHHAHHHAHHHE

C:\autoexec.bat 24
C:\install.log 45
C:\KAV\nkfl1453-readme.txt 6698

C:\nkf1453-readme.txt 6698
C:\KAV\KES8Win\nkf1453-readme.txt 6698




| EEREEA Ransomware dzestas kopijas:

Delete Shadows /all /quiet

/s /f /q c:\*.VHD c:\*.bac c:\*.bak c:\*.wbcat c:\*.bkf c:\Backup*.* c:\backup*.*
c:\*.set c:\*.win c:\*.dsk

/s /f /q d:\*.VHD d:\*.bac d:\*.bak d:\*.wbcat d:\*.bkf d:\Backup*.* d:\backup*.*
d:\*.set d:\*.win d:\*.dsk

/s /f /q e:\*.VHD e:\*.bac e:\*.bak e:\*.wbcat e:\*.bkf e:\Backup*.* e:\backup*.*
e:\*.set e:\*.win e:\*.dsk

/s /f /q f:\*.VHD f:\*.bac f:\*.bak f:\*.wbcat f:\*.bkf f:\Backup*.* f:\backup*.* f:\*.set
f:\*.win f:\*.dsk

/s /f /qg:\*.VHD g:\*.bac g:\*.bak g:\*.wbcat g:\*.bkf g:\Backup*.* g:\backup*.*
g:\*.set g:\*.win g:\*.dsk

/s /f /a h:\*.VHD h:\*.bac h:\*.bak h:\*.wbcat h:\*.bkf h:\Backup*.* h:\backup*.*
h:\*.set h:\*.win h:\*.dsk

%0




CERT.LV https://www.nomoreransom.org

%] O B https://www.nomoreransom.org/en/index.htmil G

Partners About the Project Engish v

< / > NO MORE RANSOM Home Crypto Sheriff Ransomware: Q&8A Prevention Advice Decryption Tools Report a Crime

[«
[l
i

Ransomware is malware that locks
NEED HELP your computer and mobile devices or
encrypts your electronic files. When

UHIOCking your digital this happens, you can't get to the data
life without paying

unless you pay a ransom.

However this is not guaran-
teed and you should never

pay!

your attackers*?

At the moment, not every type of ransomware has a solution. Keep
checking this website as new keys and applications are added when
available.

New decryptor for
Solidbit available,
please click here.

We use cookies on No More Ransom's website to support technical features that enhance your user experience. For
more information, see our Website Disclaimer.

OK, I'VEREADIT
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TOP 10 kiberdrosibas draudi 2030. gada

Piegades kézu drosiba (programmatiiru un piegadataju
atkaribas) { onisa 29,

Specialistu trikums m
Cilveciskas kludas un novecojusu sistemu izmantosana kiber-
fiziskajas ekosistemas

Neatjauninatu un novecojusu sistému izmantosana parslodzes
apstaklos starp sektoru tehnologiju ekosistéma

Digitalas novérosanas autoritarisma pieaugums / Privatuma
zudums

Parrobezu IKT pakalpojumu sniedzgji ka vienots klimes punkts
Attistitas dezinforméacijas / ietekmes operaciju (I0) kampanas
Attistitu hibriddraudu pieaugums

Maksliga intelekta launpratiga izmantosana

0. Fiziska ietekme, ko rada dabas/vides traucé&jumi uz kritisko digitalo
infrastruktdru

HOONOS O b~ WD =

https://www.enisa.europa.eu/publications/foresight-cybersecurity-threats-for-2030-update-2024-executive-summary
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|lzmanto drosas, garas, unikalas paroles + 2FA (Mar@2025_Skol!")
lzmanto parolu parvaldnieku (KeePass, Last pass, 1 pass)

Kiberdrosibas kultura:

parbaudi avotu un datu precizitati, kritiski izvértéjot sanemtas zinas patiesumu un sutitaja
e-pasta adresi un saturu

Nesuti citam personam attélus vai video ar bankas kartém, vai personu apliecinosSiem
dokumentiem

Nepaklaujies krapnieku prasibam viediericés instaléet attalinatas piekluves
programmaturu (AnyDesk, TeamViewer, HopToDesk, AeroAdmin u.c.)

Neklikskini uz steidzama vai emocionala satura un aizdomigam
saitém

Neizmantot personigos e-pastus darba lietam

Regulari un savlaicigi atjaunini iekartu OS un lietotnes
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/. Nelejupielade materialus no aizdomigam vietnem

8. Neizmanto aizdomigus/nezinamus USB

9. Nobloke datoru kad e] prom

10. Neinstalet programmas bez IT personala atlaujas (shadowIT)
11. Izmanto tikai skolas oficialo WiFi tiklu/s

12. Veic svarigo datu rezerves kopijas

13. Izmantot bezmaksas aktivo aizsardzibas pakalpojumu
«DNSMURIS.LV»,

14. Seko lidzi aktualitatem (@cert.lv)

Neklusé! Zino par krapnieku aktivitatém & laundabigam vietném, parsatot informaciju uz


mailto:cert@cert.lv

ACERT.LVA

Saglaba So numuru sava telefona kontaktu saraksta, lai nepiecieSamibas
i gadijuma nav talu jamekle. Vari uz So numuru parsutit art WatsApp zinas.

Sanem krapniecisku SMS, telefona zvanu
vai pamani viltus saiti - zino CERT.LV!
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