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Privacy by Design

7	core	PbD	principles	
1.	Proactive	not	Reactive	:	Preventative	not	Remedial.		
2.	Privacy	as	the	Default	Setting.	
3.	Privacy	Embedded	into	Design.			
4.	Full	Functionality	:	Positive-Sum,	not	Zero-Sum.	
5.	End-to-End	Security	:	Full	Life	Cycle	Protection.	
6.	Visibility	and	Transparency	:	Keep	it	open.	
7.	Respect	for	User	Privacy	:	Keep	it	individual	and	user-
centric.	
 
Ann	Cavoukian,	Ph.D.,	Information	&	Privacy	Commissioner	Ontario,	Canada	  
https://privacybydesign.ca/content/uploads/2011/11/PbD-PIA-Foundational-Framework.pdf	

https://privacybydesign.ca/content/uploads/2011/11/PbD-PIA-Foundational-Framework.pdf
https://privacybydesign.ca/content/uploads/2011/11/PbD-PIA-Foundational-Framework.pdf
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Main benefits of PbD

1. Increased awareness of privacy and data 
protection across an organisation.   

2. Actions take privacy into account and 
generate a positive impact on individuals.  

3. Potential privacy problems are identified at 
an early stage; addressing them early will 
often be simpler and less costly.  

4. Organisations are more likely to meet their 
legal obligations and thus less likely to 
breach privacy laws and regulations. 
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Definition of IoE

“The	Internet	of	Everything	(IoE)		
is	a	scenario	in	which	objects,	animals	or	people	are	
provided	with	unique	smart	identifiers	and	the	ability	
to	transfer	data	over	a	network	without	requiring	 

human-to-human	or	human-to-computer	interaction.” 

TechTarget
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How will IoE change the world?
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Most IoE devices will be B2B

Source: McKinsey Global Institute, Intel infographic 
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Potential benefits of IoE

Source: BI Intelligence, Cisco 7000+ global executives 
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IoE	blueprint	architecture
IoE	Applications
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IoE  
risks
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So	what	does	IoE	means	for	privacy?
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So	what	does	IoE	means	for	privacy?

The	main	IoE	risk	is	
underestimating	
security	&	privacy	

risks!
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“In essence, you've got a computer inside 
some device, whether it be a printer, a TV, 
a toaster, the Coke machine, etc., and 
that computer is just as vulnerable to 
attacks as a normal computer would be.” 

Dan Frye, general manager MAD security
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Privacy	concerns	on	IoE
Consumer	perspecUve	of	disclosing	personal	info	to	IoE

POTENTIAL	BENEFITS POTENTIAL	COSTS
Convenience	
Service	(information,	
transaction,	entertainment)	
Customization	/	
Personalization	
Lower	search	costs	
Attention	
Relationship	management	
Psychological	well	being			

Increasing	complexity	
Referral	permission	
Higher	prices	
Time	consuming	
Spam	
Attention	
Reputation	management	
Psychological	distress
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Privacy	concerns	on	IoE
OrganizaUon	perspecUve	of	using	IoE	consumer	info

POTENTIAL	BENEFITS POTENTIAL	COSTS
Efficient	and	effective	strategy	
development	
Effective	resource	allocation	
and	operational	practices	
Increased	number	of	target	
touch	points	
Customer	loyalty	
management	
Additional	revenue	streams	

Upfront	investment	in	top	IT	
and	top	security	(24/7)	
Marketing	research	costs	
Business	Intelligence	and	
datawarehouse	costs	
Personalisation	costs	
Reputation	management	
Legal	compliance	costs
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Privacy	concerns	on	IoE

• IoE	introduces	new	ways	of	collecting	and	
processing	massive	amounts	of	information	from	
“everything”	
• correlation	&	association	=>	abuse	potential	

• IoE	devices	can	reveal	sensitive	information	about	
the	individual	(like	purchasing	patterns,	driving	
habits,	access	codes,	locations,	…)	
• Who	can	access	this	IoE	data?	
• How	should	this	IoE	data	be	protected?
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Do you have the right to know 
what companies are 

collecting your info and  
how they are using your info?



2016	@marcvael
http://hd.media.mit.edu/wef_globalit.pdf	
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The New Deal on Data 

The first step is to give people 
ownership of their data. 
“own your own data”  
Old English Common Law 
has 3 basic tenets of 
ownership.

http://hd.media.mit.edu/wef_globalit.pdf
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The New Deal on Data 
“own your own data” 

1. The right of possession:  
You have a right to possess your data. 
Companies should adopt the role of 
a Swiss bank account for your data. 
You open an account (anonymously, 
if possible), and you can remove your 
data whenever you’d like.

http://hd.media.mit.edu/wef_globalit.pdf
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The New Deal on Data 
“own your own data” 

2. The right of use: You, the data 
owner, must have full control over the use 
of your data. If you’re not happy with the 
way a company uses your data, you can 
remove it. All of it. Everything must be opt-
in, and not only clearly explained in plain 
language, but with regular reminders that 
you have the option to opt out.

http://hd.media.mit.edu/wef_globalit.pdf
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The New Deal on Data 
“own your own data” 

3. The right of disposal: You 
have a right to dispose or distribute 
your data. If you want to destroy it 
or remove it and redeploy it 
elsewhere, it is your call.

http://hd.media.mit.edu/wef_globalit.pdf
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The New Deal on Data 
+ ONE EXTRA PRINCIPLE 

4. The right of anonymously sharing: 
You have the right to share massive amounts of 
your data anonymously to promote the common 
good, since aggregate and anonymous data can 
dramatically improve society. Patterns of how 
people move around can be used for early 
identification of infectious disease outbreaks, 
protection of the environment and public safety. It 
can also help measure the effectiveness of various 
government programs and improve the 
transparency and accountability of government 
and non-profit organizations.

http://hd.media.mit.edu/wef_globalit.pdf
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The New Deal on Data 

“own your own data”  
4 basic tenets of ownership: 
1. The right of possession 
2. The right of use 
3. The right of disposal 
4. The right of anonymously sharing

http://hd.media.mit.edu/wef_globalit.pdf
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Applying	Privacy	by	Design	in	IoE

1)	Integrate	IoE	data	quality	as	a	design	
discipline	in	all	processes	
• Ask	what	data	really	need	to	be	captured,	and	what	data	
really	need	to	be	stored	vs.	what	can	be	processed	in	
real	time	without	storing.	

• Aim	to	store	data	showing	a	consumer	action	separately	
from	data	showing	what	triggered	that	action	or	the	
actual	consumer	behaviour.	

• Preemptively	outline	data	risks	and	intended	course	of	
action	in	the	event	of	crisis.
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2)	Evolve	from	complex	legal	fine	print	
to	transparent	IoE	disclosures	
• Disclose	all	intended	and	potential	future	uses	of	
consumer	data	in	simple	language	at	the	point	of	data	
collection.	

• Incorporate	store/do	not	store	and	use/do	not	use	
checkbox	options	on	forms	next	to	sensitive	data	fields.	

• Offer	and	train	live	chat	experts	to	answer	privacy	
questions	(not	just	product/service	questions)	directly.

Applying	Privacy	by	Design	in	IoE
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3)	Make	privacy	a	positive	part	of	the	
IoE	brand	experience	
• Formalize	robust	preference	centers	as	a	new	user	
experience	best	practice,	including	options	to	receive	(or	
not	receive)	content	customized	to	location,	interests	
and	purchase	history.	

• Make	privacy	decision	points	more	bite-size	and	
contextual.	

• Have	the	system	reviewed	by	specialist	data	auditors	

Applying	Privacy	by	Design	in	IoE
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“COBIT5 for privacy”
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Applying	Privacy	by	Design	in	IoE
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Source: www.opensecurityarchitecture.org 

Applying Privacy by Design in IoE

http://www.opensecurityarchitecture.org
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In	short,	EVERYBODY	WINS		
Protecting	consumers	and	brand	integrity	
and	building	consumer	confidence	whilst	
delivering	on	efficiency,	effectiveness,	
bottom	line	and	increasing	customer	
experience	and	loyalty.			

Practical	advantages	of	applying	  
Privacy	by	Design	in	IoE	
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In	short,	EVERYBODY	WINS		
The	new	data	economy	will	be	healthier	
if	the	relationship	between	companies	
and	consumers	is	more	respectful	and	
balanced.		That	is	much	more	sustainable	
and	will	prevent	real	life	disasters.	

Practical	advantages	of	applying	  
Privacy	by	Design	in	IoE	
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In	short,	EVERYBODY	WINS		
The	new	data	economy	will	bring	first	
greater	stability	and	then	eventually	
greater	profitability	as	people	become	
more	comfortable	sharing	their	own	
data.	

Practical	advantages	of	applying	  
Privacy	by	Design	in	IoE	
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By	adopting	a	sound	transparent	 
privacy-by-design	approach	from	the	start,	 

IoE	solution	providers	can	transform	 
their	innovative	ideas	into	good	practices	 
that	provide	long-term	trust	and	value	for	 

both	IoE	users	and	themselves.

Practical	advantages	of	applying	  
Privacy	by	Design	in	IoE	
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Practical	advantages	of	applying	  
Privacy	by	Design	in	IoE

Trust	in,	and	value	from,	 
IoE	solutions



“If you think technology 
can solve your security 
problems, then you don't 

understand the problems 
and you don't understand 

the technology.” 

   Bruce Schneier,  
Security Technologist (www.schneier.com) 

http://www.schneier.com
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