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Early Beginnings (1950s-
1060s)

First Al concepts emerge —» Focus on logical reasoning —» Symbol manipulation —» Limited by hardware

A
Expert Systems & Al

ALimbave 1970s-1980 r
Expert systems emerge @ ———» Rule-based decision making ———» High maintenance costs H Limited adaptability

Rise of Machine Learning
1990s-2000s
Shift to data-driven

—! Pattern recognition ————»  Learning from examples ———»  Algorithmic predictions
approach |

Data Explosion & Deep
Learning 2010s-present
Breakthroughs in Al

Big data emergence Enhanced computing power  ————» Neural networks advance = ————# TR
applications
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Vidzemes Augstskola (digital law lecturer)

PECB (trainer since 2008)

Member of Advisory board for Al policy for NATO (2022)
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If you can't read this email, click here

For Your business

Welcome!

If you want to expand Your circle of contacts, as well as develop the business, join Fmsi== web
for companies - Business Network! It is a unique platform that has just launched, but has already
registered more than 700 companies - Your potential customers and partners.

Find out more about the opportunities in the latest edition of “Your Business” here.
Some more topics in the issue:
e Entrepreneurs Competence Center: assistant and advisor to Latvian entrepreneurs
e Your company's financial advisor ssssssssss - get professional reporting of Your
finances!
We hope you find this edition really useful for the development of Your company!
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@ Requirements + New Requiremel

Requirements Keyword Search ¥ Clear
Title 1| Type 1| Sources 1|
Article 20, P.1 Legal NIS 2
Management bodies must approve the cy urity risk Obligations
Articel 20, P.1 Legal NIS 2
Management bodies must oversee the implementation of cybersecurity risk-management measures Obligations
Article 20, P.2 Legal NIS 2
Members of the management bodies are required to follow training, and should offer similar training to their employees on a regular basis Obligations
Article 21, P.1 Legal
Entities must take appropriate and proportionate technical, operational and organizational measures to manage the risks and to prevent or minimise the impact of Obligations NIS 2
incidents on recipients of their services and on other services
Article 21, P1 Legal
When assessing the proportionality of measures, due account shall be taken of the degree of the entity’s exposure to risks, the entity’s size and the likelihood of Obligations NIS 2
occurrence of incidents and their severity, including their societal and economic impact
Article 21, P.2(a) Lol NIS 2
Policy on risk analysis. Organisation has to have a policy on risk analysis Obligations

i Legal
Article 21, P.2(a) g NIS 2

Policy on information system security. Organisation has to have a policy on information system security Obligations



- Sakotnéjais gatavibas novértéjums ‘Al
(NIS 2, DORA, I1SO 27001,S0C 2..)

IMPLEMENT
(IEVIEST)

- DOKUMENTU IZVEIDE
- UZDEVUMI
- AWARENESS (INFORMETIBA)




Jautajumu apstrade (Teams, Slack, u.c.’A.
Piltuve un Prioritizacija

OPERATE - Drosibas notikumi
x - levainojamibu zinojumi
(DARBINAT) - Apdraud€&jumu zinojumi
- "Near miss”
- Incidenti

- lzmainas kontrolés
- Reqgularie uzdevumi
- Resursu registrs
- Risku registrs
- Piekluves kontroles...




- Audita process / Eso$as gatavibas ‘Al
novertéjums

ANALYSE - Ja més gribétu / mums vajag ATBILST...
(ANALIZET) - NIS 2, DORA...
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Controls Documents Requirements Assets Risks Tasks Plans Audits Conclusions

Documents ‘ + New Document ‘

Documents

Title 1] Approved 1] Created 1| Last edit 1]

PEAK DEFENCE Information security policy 07.11.2024 19:25 09.12.2024 17:16

PEAK DEFENCE Business Continuity Procedure 1112.2024 12:34 1112.2024 12:34

PEAK DEFENCE Technical information security policy 11.12.2024 12:34 11.12.2024 12:35

PEAKDEFENCE CS

.. Terms  Privacy

Dokumentu pievienosana
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Documents 2f76078f-baa8-4fca-beae-7d5848dd1661 ‘ 3 Delete ‘

Title
PEAK DEFENCE Technical information security policy
Description

The Technical Information Security Policy establishes comprehensive security controls for PEAK DEFENCE's

technical operations, with a particular focus on access control, ion, and supplier relationships. The
policy mandates role-based access control (RBAC), immediate access removal for departing users, and preference
for integrated identity management systems (primarily Google Identity) with enforced Multi-Factor Authentication
(MFA). For supplier selection, it requires that any supplier accessing RESTRICTED information must maintain

Owner
juris@peakdefence.com

Version

10

0 comments

Type your comment here.

Related controls
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Conclusions Editor]| Conclusion Classification

Organizacija nav pilniba ievérojusi ISO/IEC 27001:2022 standarta prasibas attieciba uz informacijas drosibas risku parvaldibu MAJOR NON-CONFORMITY

un kontroles pasakumu izvéli. Nav konstatéts, ka pastav formals Piemérojamibas pazinojums, kas dokumentétu visas A
pielikuma kontroles ar to statusu un pamatojumu. Tapat organizacija nav veikusi sistematisku salidzinasanu starp izvélétajiem
kontroles pasakumiem un A pielikuma kontrolém, ka ari nav definétas prasibas risku metodologija, kas nodroinatu ieviesto
kontrolu sasaisti ar ISO 27001:2022 A pielikuma prasibam.

Justification

Lielakais neatbilstibas iemesls ir formala Piemérojamibas pazinojuma trikums, kas ir bitiska prasiba informacijas drosibas parvaldibas sistémas ievieSana un uzturésana.
i neatbilstiba tiek klasificéta ka butiska, jo ta norada uz sistémisku problému organizacijas pieeja ISO/IEC 27001:2022 standarta prasibu ievie$anai. Tapat ari trikst skaidru

pieradijumu par kontroles pasakumu salidzinasanu ar standarta A pielikumu un prasibu risku metodologija par kontrolu sasaisti ar §im prasibam, kas liecina par
sistémiskam nepilnibam oreanizaciias informaciias dro3ibas parvaldibas procesa. Sie triikumi var novest pie kontroles pasakumu nepilnieam vai nepietiekama riska

Files Used

Filename Relevance

1S_drosibas_politika_pamata_drosibas_IS_032020.pdf Norada uz visparéju risku analizes veik3anu, bet trikst saistibas ar A pielikuma

prasibam.

Filename Relevance

resursu_klasifikacija_risku_parvaldiba.docx Apraksta risku novértéSanas metodiku, bet nepiemin salidzinaSanu ar A pielikuma

prasibam.

Filename Relevance

inatas_drosibas_IS_042020.pdf

Nofina listatii:

Pielagojas organizacijai
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rd Search

Last
change

Title 1| Assignee 1| Status 1| Priority |

Improve i ion security
Defining information security objectives for PEAK DEFENCE to meet ISO 27001 and NIS 2 requirements

involves setting clear, measurable goals that align with the company’s strategic security priorities and
complnce abligatons. The objectives should addess the protection of confidentalty, imegrity, and | i el defonce.com tanz 0711202
availability of data, focusing on minimizing risks, ensuring regulatory compliance, and improving security 01:00 19:54
posture. Specific tasks include identifying and prioritizing key assets, assessing relevant risks,

establishing performance metrics, and aligning with IS 27001's continuous improvement approach, as

well as NIS 2's emphasis on cybersecurity resilience and incident response.

Improve terms of service description for vulnerability scans - 28.03.2025 1411.2024
juris@peakdefence.com
Ensure our liability is limited in terms of service for reporting false positives or missing false negatives 00:00 16:05

Develop phishing-specific employee training

Include essential topics to cover when conducting phishing-specific employee training: Understanding
Phishing, Recognizing Phishing Attempts, Hover Over, Suspicious ts, Company i
Phishing Simulation, Reporting Suspicious Activity, Do Not Share Sensitive Information, Social
Engineering Awareness, Double-check Before Acting.

16.12.2024 15112024

01:00 1051

: . 16112024
Perform penetration testing JisisQ@paskdafance:com
Plan external penetration testing 1105

Schedule regular vulnerability scanning . 221.2024 16.11.2024
juris@peakdefence.com
Configure and run regular vulnerability scans for dev and prod environments 01:00 10:58
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Oa ard Controls Documents Requirements Assets Risks Tasks Plans Audits Conclusions

@ Requirements

Requirements Keyword Search

Title 1|

Article 20, P1

Manspement Badas Must ADIove the CYDEFSOCLEly Fik-Maragemont Mmedtures

Articel 20, PA *

Management bodies Must overses the inplementation of Cybersecurity fisk-management measures

Article 20, P.2
Members of the management bodies are required 1o follow training, and should offer smiar training 10 thelr employees on a togular basis

Article 21, P1
Entitios must take APOIODMAte AN HrOPOILIONSTE technical, OPEraticaal and CrQanizationsl MeasLIES 1o MANBYO the fisks and 1o peevert of
minimiso the impact of inzidents on recipionts of thelr services and on cther services

Article 21, P1

When assessing the proportionality of measures, due 3cce

t shall be taken of the degree of the entity’s exposure 10 risks, the entity's size
and the Skekhood of cccurrence of Incidents and their severity, including their societal and economic impact

Article 21, P.2(a)

Cy o0 risk analysis. Organisation has 10 have 8 policy on risk analysis

Article 21, P.2(a)

Policy on Information system security. Organisation has to have a policy on Information system security

Signout [»

<+ New Reguirement

Type 1|

Logal
Obligations

Legal
Obligations

Legal
Obligations

Legal
Obligations

Logal
Obligations

Legal
Obligations

Loga!
Obligations

Legs!

Sources 1)

NIS2

NIS 2

NIS2

NIS2

NIS2

NIS2

NIS 2
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Juris Puce

Making cybersecurity and information security
implementers and auditors redundant with contextual...




