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Eiropas Savienibas ievainojamibu datubaze

P

Critical vulnerabilities Exploited vulnerabilities

EUVD-2025-6416 No available . v3.1:9.8 PureThemes 4 hours ago Worence EUVD-2025-6302 A
The Realteo - Real Estate Plugin by Purethemes plugin for WordPress, used by the Findeo Theme, is vulnerable to... An out-of-bounds write issue was addresse:
EUVD-2024-54060 Not available . v3.1:9.8 uxper 4 hours ago Wordfence EUVD-2025-6303 A
The Civi - Job Board & Freelance Marketplace WordPress Theme plugin for WordPress is vulnerable to authentication bypa... An Improper Isolation or Compartmentalizai
EUVD-2024-3110 @ 2630% @® 4094 Grafana 5 hours ago GRAFANA EUVD-2025-6311 A
The SQL Expressions experimental feature of Grafana allows for the evaluation of "duckdb’ queries containing user input.... Improper neutralization in Microsoft Manage
EUVD-2023-30896 @ 0.04% @ 31938 - 19 hours ago mitre EUVD-2025-6323 A
pearProjectApi v2.8.10 was discovered to contain a SQL injection vulnerability via the projectCode parameter at project.php. Use after free in Windows Win32 Kernel Su

More critical vulnerabilities -

EU CSIRT coordinated vulnerabilities

EUVD-2024-32372

EUVD-2024-44047

EUVD-2024-16186

CERT.LV

@ 0.05% v3.1:6.1 Sites managed in S@M CMS (Concept Intermedia) might be vulnerable to Reflected XSS via including scripts in re
@ 0.05% v3.1: 6.1 The access control in CemiPark software does not properly validate user-entered data, which allows the stored cre
@ 0.19% v3.1:6.2 INPRAX "iZZi connect” application on Android contains hard-coded MQTT queue credentials. The same MQTT qu

e Kritiskas, izmantotas
ievainojamibas

* EU CSIRT koordinetas
ievainojamibas
(sanemtas no incidentu
reagésanas vienitbam)

https://euvd.enisa.europa.eu/
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iestazu parstavji

51
iestade
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levainojamibu zinoSanas programmas

Platforma 10 aktivas iestazu programmas

Kops 2024. gada marta platforma pievienotas jaunas programmas

O No,,

Qv ___ —
A g SR altum L©el1iIE%
vaLON

Ropazu paivaldiba Vidzemes s limnica “Attistibas finansv institicija Altum” AS Motify

"s
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Ja nezini, kam pieder resurss, zino CERT.LV!

CERT.LV Klientiras ievainojamibas

Programma paredzétao ievainojamibu zinosanas platforma cvd.cert.lv
neregistrétos resursos atrosto ievainojamibu zinosanai. Jo drosibas pétnieks
identif...

= 0 Resursi 0D 65 Zinojumi
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124
ievainojamibu ‘ =
zinojumi . W=

no 2024. gada marta o
lidz 2025. gada martam Seionkietam
iestazu
programmam CERT.LV klienttras
registrétas ievainojamibas
ievainojamibas (apstrada CERT.LV)

65

4

59

_VACERT.LVL%https://cvd.cert.lv/programs/al


https://cvd.cert.lv/programs/all
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83
Drosibas
petnieki

lidz 2025. gada martam
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Pateicamies petniekiem par sadarbibu!

no 2024. gada marta lidz 2025. gada martam

Vertejums péec CVSS
https://www.first.org/cvss/calculator/3.1

Ja zinots par vismaz vienu kritisku/augstu
VAI
vismaz trim vidéjam ievainojamibam

no 2023. gada marta lidz 2025. gada martam
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https://www.first.org/cvss/calculator/3.1

cvd@cert.lv

www.cvd.cert.lv

Zino par
ievainojamibam!



