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Miti un patiesiba

Dators ir pasargats korporativa Internet piekluve un bérni...
vide aiz iestades ugunsmura,
majas netiek nests;

Windows Defender pasarga ka Konfiguracijas nianses
ugunsmuris;

Uzstadits VPN: Atlauta piek|uve LAN, nav ieslegts obligati

Antivirusa programmatura Konfiguracijas nianses
pasarga ka ugunsmuris.




CERT.LV —
R, Tvérums

e Auditorijas priekszinasanas: tikli un parvaldiba — konceptuali,
Win. ugunsmuris 0-10

* Fokusa Windows Ugunsmuris

e |PSEC (iss ieskats)

* AD Grupu Politika — klasiska parvaldiba (iss ieskats)
* InTune — makonpakalpojuma parvaldiba (iss ieskats)
e Miti un patiesiba

* Pievienota praktiska vertiba (neparlasit dokumentaciju)

 Seminarailgums —16:00 - ?




CERT.LV —
R, Plans

 Ugunsmura parvaldiba

e Ka tas darbojas

* Galvenas kludas

e |estatijumi (nokluséjuma, ieteicamie)
e Zurnalfaili

* Tehniski padomi

e Miti un patiesiba

e Jautajumi, atbildes




CERT.LV

Visa sakums

# Windows Defender Firewall with Advanced Security
File Action View Help

T N . . -
@ Windows Defender Firewall with Advanced Security _ : L

@ Windows Defender Firewall wit]
. ) ) £23 Inbound Rules
File = Action View Help &3 Outbound Rules

¥ Connection 9 1.26.43. Domai Allow  No Any Any Any

o %, Monitoring 9 @{Microsoft.SecHealthU]_1000.27840.100... @{Microsoft.SecHealthUl_1... Domai. No Any
(= = b 9 \pp_22507.14... @{Mi ft, urchase...  Domai. No

o I LKGD... Domai. No
@ Aluoyn Router (TCP-In) Allloyn Router Domai.. No

[ A e eIkl Windows Defender Firewall with Advanced Security on Local Ci 9 Alloyn Router (U0P-) Alleyn Router Dol Ne
BranchCache Content Retrieval (HTTP-In)  BranchCache - Content Retr... All A No

&3 Inbound Rules BranchCache Hosted Cache Sever (HTTP... BranchCache - Hosted Cach.. Al No
BranchCache Peer Discovery (WSD-In)  BranchCache - Peer Discove... Al No y Local subnet 3702
ﬁ Qutbound Rules ' @ Castto (qWave-TCP... Castto Private. No . PlayTo Renderers 277
» X i Windows Defender Firewall with Advanced Security provides ne @ Castto (qWave-UDP... Castto Y Prvate. No . PlayTo Renderers am
*a Connection Securlty Rules @ Cast to Device SSDP Discovery (UDP-In)  Cast to Device functionality  Public No . Any PlayTo Dis..
o € Castto Device streaming server (HTTP-St... Castto Device functionality  Public No PlayTo Renderers 10246
B, Monitoring 9 Castto Device streaming sever (HTTP-St. Casto Device functionaty  Private No Local sbnet 10246
. € Castto Device streaming server (HTTP-St... Castto Device functionality  Domain No Any 10246
B4 Firewall Overview 9 Cast to Device streaming server (RICP-Str.. Castto Device functionality  Public No . PlayTo Renderers Any
€ Castto Device streaming server (RICP-Str.. Cast to Device functionality  Private No . Local subnet Any
9 Castto Device streaming server (RICP-Str... Cast to Device functionality  Domain No . Any Any

*% Connection Security Rul .
0 Security Associati Domain Profile  Costto Dvice steaming sever (RTS-St. Cst o Dvicefunctonalty  Prate No e Locl bt 235,23,
v 3 Security Associations 9 Castto Devic steaming senver (RTP-St.. CasttoDevice unctionalty  Public No . PlayTo Renderers 23554 235,
Main Mode ¥ Windows Defender Firewall is on. @ Cast to Device streaming server (RTSP-Str... Cast to Device functionality  Domain A No Any 23554, 235,
@ Cast to Device UPnP Events (TCP-In) Cast to Device functionality  Public No PlayTo Renderers 2869
1 a 9 Connected Devices Platform - WiFi Direc... Connected Devices Platform  Public No
QUICk MOde ® ]nbound Conned]ons that do nOt matCh a M|e are blOCked 9 Connected Devices Platform (TCP-In) Connected Devices Platform  Domai.. No
¢ 9 Connected Devices Platform (UDP-In) Connected Devices Platform  Domai.. No
0 Qutbound connections that do not match a rule are allowed. © Core Networking - Destination Unreachs,
@ Core Networking - Destination Unreacha... Core Networking A No
. € Core Networking - Dynamic Host Config... Core Networking A No .
Private Profile © Core Networking - Dynammic Host Config... Core Networking No . Any
9 Core Networking - Internet Group Mana... Core Networking No Any
¥ Windows Defender Firewall is on. 9 Core Networking - IPHTTPS (TCP-In) Core Networking No Any
@ Core Networking - IPv6 (IPv6-In) Core Networking No Any
® Inbound connections that do not match a rule are blocked. € Core Networking - Multicast Listener Do... Core Networking No Local subnet
@ Core Networking - Multicast Listener Qu... Core Networking No Local subnet
; 9 Core Networking - Multicast Listener Rep... Core Networking No Local subnet
© Outbound connections that do not match a rule are allowed.  Core Networing - MutcostListenceRep.. Core Networking No Local submet
Gc - Neig s . G No Any
- - = Gc - Neig s . G No Any
Public Profile is Active @ Core Networking - Packet T Big (CWP.. Core Networking No Any
@ Core Networking - Parameter Problem (I Core Networking No Any
Windows Defender Firewall is on. G g - Router < 9 A No fes0i/64
9 - (IC... C - No Any Any

)
9 Ar
® Inbound connections that do not match a rule are blocked. ﬂCnveNs!\mrkmg:Teredﬂ (UDP-In) . imveNﬂwurkmg No . Any Edge Trave.

Name Group Profile  Enabled  Action  Ovemide  Progam  Local Address  RemoteAddress  Protocol  LocalPort  RemotePort  Authorized Users  Authorized Computers  Authorized Local Princip]

Core Networking No

Gc (ICMP. No Any
Core Networking Diagnostics - ICMP Ech... Core Networking Diagnostics  Private. No Local subnet
Outbound connections that do not match a rule are allowed. Core Netwrking Disgnostcs - ICWP Ech.. Core Networking Disgnostis Domain No Any
Core Networking Disgnostics - ICMP Ech... Core Networking Disgnostics  Privte No Local subnet
o - Core Networking Diagnostics - CMP Ech... Core Networking Diagnostics  Domain A No Any
Windows D e 9 Cortex XDR Service P2P TCP In Palo Alto Networks, Inc. Cor... Al No . Any 33200-33300
9 Cortex XDR Service P2P UDP In Palo Alto Networks, Inc. Cor... All No .. 33200-33300
@ Delivery Optimization (TCP-In) Delivery Optimization All No . 7680
Getting Started 9 Delivery Optimization (UDP-In) Delivery Optimization Al No g . 7680
@ Desktop App Web Viewer Desktop App Web Viewer All No

- - - @ Desktop App Web Viewer Desktop App Web Viewer All No
Authenticate communications between computer @ Deskon App Web Viewsr Oaktop AppVich Viener Al N
@ DIAL protocol server (HTTP-In) DIAL protocol server Domain No Any 10247
Create connection security rules to specify how and when connections @ DIAL protocol server (HTTP-In) DIAL protocol server Private No Local subnet 10247
protected by using Intemet Protocol security (IPsec). Distibuted Transaction Co-ordinstor (RPC) Distrbuted Tansaction Co-...  Domain No . Any #PC Dyna..
Distributed Transaction Co-ordinator (RPC) Distributed Transaction Co-. Private. No “ Local subnet RPC Dyna...
Distributed Transaction Co-ordinator (RP... Distributed Transaction Co-.. Private. No . Local subnet RPC Endp...
Distributed Transaction Co-ordinator (RP... Distributed Transaction Co-... Domain No Any RPC Endp...
[F_i] Co ity Ru Distributed Transaction Co-ordinator (TC... Distributed Transaction Co-... ~Domain No . Any Any
: Distributed Transaction Co-ordinator (TC... Distributed Transaction Co-. Private. No - Local subnet Any
@ Feedback Hub Feedback Hub Domai. No Any Any

View and create firewall rules

Create firewall rules to allow or block connections to specified programs or ports. You can also allow a connec
it is authenticated, or if it comes from an authorized user, group, or computer. By default, inbound connections
blocked unless they match a rule that allows them, and outbound connections are allowed unless they match
blocks them.




CERT.LV) Lokala parvaldiba

* wf.msc (grafiska saskarne)

@ Windows Defender Firewall with Advanced Security

File Action View Help

Type the name of a program, folder, document, or Internet [P Windows Defender Firewall with U G LT S: on Local C Actions

. - . &2 Inbound Rules
< W NS Wi e Vi -
resource, and Windows will open it for you. &3 Outbound Rules

% Connection Security Rules
&, Monitoring Export Polic

Windows Defender Firewall with Advanced Se,

indows Defender Firewall with Advanced Security provides network security for Windows computers Import Policy.

o Restore Default Policy
Domain Profile Diagnose / Repair

& Windows Defender Firewallis on.

View

( Inbound connections that do not match a rule are blocked
Cancel Browse... o ernect e © s st Refresh
&) Outbound connections that do not match a rule are allowed —

Properties
Private Profile

& Windows Defender Firewall is on.
® Inbound connections that do not match a rule are blocked

&) Outbound connections that do not match a rule are allowed

Public Profile is Active

& Windows Defender Firewall is on.

‘® Inbound connections that do not match a rule are blocked
(:I Outbound connections that do not match a rule are allowed

(=] Firewall Pr

Getting Started




R Lokala parvaldiba
(no ka izvairities)

Windows drosiba

 Ugunsmdara un tikla aizsardziba

Lietotaji un programmas, kas var pieklat jasu tikliem. Vai radusies jautajumi?

Sakums Sanemt palidzibu

(]

O  Pretvirusu un pretdraudu aizsardziba e ~ -
P B» Doména tikls
& Konta aizsardziba Ugunsmuris ir ieslégts. Kas aizsarga mani?

Parvaldit pakalpojumu sniedzé

Ugunsmdra un tikla aizsardziba

o g o i ﬁfollowedapps = (=] X
20 Privatais tikls

Ugunsmdris ir ieslégts. & = ~ A B> ControlPanel > System and Security > Windows Defender Firewall > Allowed apps v C L

B Programmu un parliku vadiba
O lerices drosiba

% leritu veiktspéja un darbspéja . L _

@ Publiskais tikls (aktivs)
% . -
& Gimenes opcijas Ugunsmdris ir ieslégts. e 0 ng an r % Change settings
&  Aizsardzibas vésture

Atlaut programmas darbibu ugunsmdri Private  Public

Tikla un interneta problému risinatajs S v ]
Ugunsmdara pazinojumu iestatijumi

Papildu iestatijumi

Atjaunot ugunsmarus uz nokluséjuma vértibam

Details...

Cancel




R Lokala parvaldiba

e (klasiski) Netsh Advfirewall

 (moderni PowerShell) Get-NetFirewallRule

* Informacijai — atbildigais Win. serviss — Mpssvc
Windows Defender Firewall
(Neizslegt!)

findows Defe d Firewall helps s protect
mput b p t q nauthorized users fro
M dar l-w-

Path to executable:
CAWINDOWS\system32\svchost.exe « LocalServiceNoNetwork Firewa
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*Grupu parvaldiba

e Aktiva Direktorija, grupu politika (GPO)
* *Témas robeza — parvaldiba ar AD/GPO

Group Policy Management Editor

File Action View Help

0 Firewall policy defaults
v & Computer Configuration
v || Policies
| Software Settings
ndows Settings
Name Resolution Policy
Scripts (Startup/Shutdown)
Security Settings
5 Account Policies
Local Policies
| Eventlog
4 Restricted Groups
4 System Services
2 Registry
7 File System
o/ Wired Network (IEEE 802.3) Polici
1 dows Defender Firewall with Advanced Secur,
v i Windows Defender Firewall with Advanced Se
&3 Inbound Rules
&3 Outbound Rules
%% Connection Security Rules
| Network List Manager Policies
s Network (IEEE 802.11) Policies
Public Key Policies
Software Restriction Policies
| Application Control Policies
g. IP Security Policies on Active Directory
| Advanced Audit Policy Configuration
al Policy-based QoS
Administrative Templates: Policy definitions (A
| Preferences
v & User Configuration
| Policies
Preferences

provides network security for Windows computers.

# Windows Defender Firewall with Advanced Sec

Overview
Domain Profile
& Windows Defender Firewall is on
® Inbound connections that do not match a rule are blocked

@ Outbound connections that do not match a ule are allowed

Private Profile
& Windows Defender Firewall is on
® Inbound connections that do not match a rule are blocked

@ Outbound connections that do not match a rule are allowed.

Public Profile
& Windows Defender Firewall is on.
© Inbound connections that do not match a rule are blocked

&) Outbound connections that do not match a rule are allowed

B D Prop

Getting Started

Authenticate communications between computers

Create connection security rules to specify how and
protected by using Intemet Protocol security (IPs

=n connections between computers are authenticated and

B

View and create firewall rules

Create firewall rules to allow or block connections to specified programs or ports. You can also allow a connection only i
it is authenticated, or if it comes from an authorized user, group, or computer. By default, inbound connections are
blocked unless they match a rule that allows them, and outbound connections are allowed unless they match a rule that
blocks them

# Windows Defender Firewall with Advanced Seq

Overview
Domain Profile

Windows Defender Firewall state is not configun
Private Profile

Windows Defender Firewall state is not configur
Public Profile

Windows Defender Firewall state is not configur




CERT.LV - -
As *Grupu parvaldiba

* InTune politika

e *Témas robeza — parvaldiba ar InTune, M365

E

Edit Policy

Home (@] Configuration settings O Review

Interface Types
All sen Firewall
File Path
Exp[c:rer The Firewall configuration service provider configures the Windows Defender Firewall global settings, per profile settin
as well as the desired set of custom rules to be enforced on the device. Using the Firewall CSP the IT admin can now
manage non-domain devices, and reduce the risk of network security threats across all systems connecting to the
Endpoi . LS corporate network.

Remote Port Ranges

Add
. Firewall Rule Name
Agents -
Remote Port Ranges
. . -+ Add — Remove
Endpoint securit

Name Action © Reusable
Agents Edge Traversal

0-Intn-AtvertsPorts-TCP-13333 + Set re«*
Local User Authorized List
(] 0-Intn-BloketsPorts-TCP-13334 + Set reut

Local User Authorized List T

& Tenant

/< Trouble

% Tenant administ Network Types

/< Troubleshooting Policy App Id
Package Family Name

Local Port Ranges

Local Port Ranges 1




R Darbibas pamatprinci

Fiter Rules | NAT Mangle Service Ports Connections Address Lists Layer7 Protocols

T Reset Counte 00 Reset All Counters

Action Chain Address In. Inteface Out. Inteface | Bytes Packets

« Klasiski — secigi, nosacijumi izpilditi rindas kartiba =[S

¥ acce... forward 192.168.1.10

1M8

¢ drop forward 192.168.1.0/24

37.0MiB

forward
Drop Bogon Forward >> Etherl
XK drop forward
Drop Forward

* Windows — profili un nokluséjuma darbiba T

File Action View Help
== | H

@ Windows Defender Firewall wit] R g 0t s ] Security on Local Computer
&3 Inbound Rules
&S Outbound Rules rey
;{_j utbound Rule w Windows Defender Firewall with Advanced Security provides network security for Windows computers.
2 Connection Security Rules

B, Monitoring

verview

roﬁle is Active Windows Defender Firewall with Advanced Security on Local Com... X
—

¥ Windows Defende

& Windows Defender allis on ain Profile  Private Profile  Public Profile  IPsec Settings
@ Inbound connections that do not match a rule are blocked

; Specify behavior for when a computer is connected to its corporate
domain.

State
Profil
ohle Firewall state:

& Windows Defender Firewall is on #

Outbound connections that do not match a rule are allowed.

On (recommended)

Inbound connections Block (default)

® Inbound connections that do not match a rule are blocked.

@ Outbound connections that do not match a rule are allowed Outbound connections: Allow (defa

Proﬁle Protected network connections: Customize

& Windows Defender Firewall is on Settings
® Inbound connections that do not match a rule are blocked. 7 Specify settings that control Windows
Y

Y Defender Fi ll behavior. Custonize...
@ Outbound connections that do not match a rule are allowed.

=] Logging

- Specify logging settings for -
Getting Started troubleshooting. Customize.

Authenticate communications between computers

Create connection security rules to specify how and when connections betwee!
protected by using Intemet Protocol security (IPsec).

B c

Cancel




CERT.LV) Darbibas pamatprincipi - prioritate

Registers an.. Running

2.

"Connection security rules" (IPSEC
"Allow connection if it is secure" (IPSEC) — nakamais brieduma limenis

f Windows Defender Firewall witt

&3 Inbound Rules .
Enabled Endpoint 1 Endpoint 2 Authentication mode Authentication method Endpoint 1 port Endpoint 2 port

Name
&3 Outbound Rules -

Customize Allow if Secure Se S T Security Rules || * ‘% RDP IPSEC Any 192.168.1.0/24 Require inbound and r.. Computer and user (Ker..  Any

™ Monitoring % ROP Exception 192.168.1.110 Do not authenticate No authentication Any

Protocols and Ports Scope Advanced  Local Princip
G PogememdSevess A fters ety
nule criteria
This is a predefined rule and some of its properties -
be modified (_) Allow the connection if it is authenticated and integrity-protected
Allow only connections that are both authenticated and integrity-protected by using
|IPsec. Compatible with Windows Vista and later.
esktop - User Mode (TCP-In)

Description

Inbound rule for the Remote Desktop service to all
RDP traffic. [TCP 3389]

© Require the connections to be encrypted
Require privacy in addition to integrity and authentication
Allow the computers to dynamically negotiate encryption

‘:‘ Enabled This option allows authenticated but unencrypted n < packets to be sent
while encryption is being negotiated. Compatible with Windows Vista and later.

Action
(O Allow the connection
© Allow the connection ff it is secD (O Allow the connection to use null encapsulation
Null encapsulation allows you to require that the connection be authenticated, but

Customize... does not provide integrity or privacy protection for the packet payload. Compatible
with Windows 7 and |

(O Block the connection

) Ovenide block rules
Useful for tools that must always be available, such as remote administration tools
If you specify this option, you must also specify an authorized computer or
computer group



_W:ERT-LVA_, Darbibas pamatprincipi - prioritate

3. Blokésana

No %SystemDrive%\Users\XTR\Downloads\VNC-

{5 0_VNC-OUT Block

4. Detalizacija (jo specifiskaki nosacijumi, jo augstaka prioritate)

Name Profile Enabled Action Override Program Local Address Remote Address Protocol
192.1 TCP 445

Local Port Remote Port

4 Allow 445 with details All Allow No

Profile Enabled on Override Program  Local Address Remote Address Protocol Local Port Remote Port

Name Profile Enabled Action Override Program  Local Address Remote Address Protocol Local Port Remote Port

&4 File and Printer Sharing (SMB-In) Allow System Local subnet
System

Remote Desktop Allow %System...  Any Local subnet,
%System..  Any Local subnet,

Allow %System..  Any Local subnet,

{4 Remote Desktop - Shadow (TCP-In)
¥ Remote Desktop - User Mode (TCP-In) Remote Desktop Allow
# Remote Desktop - User Mode (UDP-In) Remote Desktop




_W:ERT-LVA_, Darbibas pamatprincipi - prioritate
Rezumeéjums (oficiali)

Operétajsistemas pamatelementi (piem., DHCP klients)
Paaugstinatas drosibas nosacijumi (Conn. Sec. Rules), IPSEC
Blokésana

Detalizétakie pari mazak detalizétiem

ulgm e =

Nokluséjuma

e "Favoritu sistema"




_\W:ERT-LVA_> Darbibas pamatprincipi - prioritate

Realitate

1. Operétajsistemas pamatelementi (DHCP klients, DNS klients u.c.)

* Pilna kontrole, jaizveido visi nosacijumi!

@ Windows Defender Firewall with| [T et L LR by: Enabled, Core Networking
&3 Inbound Rules
K5 Outbound Rules
® Connection Security Rules
S Monitoring

Name Group Profile Enabled Action ide rogram Local Address Remote Address Protocol Local Port Remote Port

{# Core Networking - Dynamic Host Configuration Protocol (DHCP-In) Core Networking All Yes Allow o %System..  Any Any ubpP 68 67
¥ Core Networking - Dynamic Host Configuration Protocol for IPv6(DHCPV6-In)  Core Networking All Yes Allow o %System..  Any Any ubP 546 547

2. Nesarezgit!

Profila baze = blokésana - atlausana
(vienkarsoti: profila baze bloke = atlauj iznémumus)




CERT.LV) Darbibas pamatprincipi

Laiks uzlabojumiem (pirms = péc)

Windows Defender Firewall with Advanced Security

@ Windows Defender Firewall with Advanced Security

File Action View Help

File Action View Help
@ Windows Defender Firewall witt| T3 Tt Lt I Lo ] by: Enabled
&3 Inbound Rules

&3 Outbound Rules

- -t B ules . )
& Connection Security Rules & 1.tcp123-ntp-time Yes Allow Any Any Any e Any ;d Outbourfd Rules . a Windows Defender Firewall with Advanced Security provides nety
& 1_udp123-ntp-time Yes Allow Any Any uDP Any 3 2mu Connection Security Rules

£ Core Networking - Dynamic Host Configu.. Core Networking Yes Allow %System..  Any uDP 68 B, Monitoring
£ Core Networking - Dynamic Host Configu.. Core Networking Yes Allow %System..  Any ubp 546 Overview

LAl

A e e R e RA) Windows Defender Firewall with Advanced Security on Local Col
Name Enabled Action Override Program Local Address Remote Address Protocol Local Port &3 Inbound Rules

2. Monitoring

Security Associatiol;s BranchCache Peer Discovery (WSD-In) BranchCache - Peer Discove... All Domain Profile
Main Mode £ Cast to Device functionality (qWave-TCP-In) Cast to Device functionality Priv.
Quick Mode & Cast to Device functionality (qWave-UDP-In) Cast to Device functionality Priv.

& Cast to Device SSDP Discovery (UDP-In) Cast to Device functionality Pub
£ Cast to Device streaming server (HTTP-Streaming-In) Cast to Device functionality Pub| @ Outbound connections that do not match a rule are allowed
& Cast to Device streaming server (HTTP-Streaming-In) Cast to Device functionality

£ Cast to Device streaming server (HTTP-Streaming-In) Cast to Device functionality Do
£ Cast to Device streaming server (RTCP-Streaming-In) Cast to Device functionality Pub| & Windows Defender Firewall is on.

) Cast to Device streaming server (RTCP-Streaming-In) Cast to Device functionality Priv, I ® Inbound connections that do not match a rule are blocked.

) Cast to Device streaming server (RTCP-Streaming-In) Cast to Device functionality Do @ Outbound connections that do not match a rule are allowed.

& Windows Defender Firewallis on.

Private Profile

& Cast to Device streaming server (RTSP-Streaming-In) Cast to Device functionality Don
) Cast to Device streaming server (RTSP-Streaming-In) Cast to Device functionality Pub Public Profile is Active
) Cast to Devi treaming server (RTSP-Streaming-In) Cast to Device functionality @ Windows Defender Firewallis on.
) Cast to Device UPnP Events (TCP-In) Cast to Device functionality Pub

) S Inbound connections that do not match a rule are blocked.
£ Connected Devices Platform - Wi-Fi Direct Transport (TCP-In) Connected Devices Platform  Pub l
) Connected Devices Platform (TCP-In) Connected Devices Platform Do @ Outbound connections that do not match a nule are allowed
) Connected Devices Platform (UDP-In) Connected Devices Platform Do

P Windows Defender Firewall wit| [Tt L o by: Enabled, Core Networking
&3 Inbound Rules
K5 Outbound Rules
® Connection Security Rules

Name Group Profile Enabled Action Override Program Local Address Remote Address Protocol Local Port Remote Port

£ Core Networking - Dynamic Host Configuration Protocol (DHCP-In) Core Networking All Yes Allow No %System..  Any Any ubpP 68 67

5., Monitoring £ Core Networking - Dynamic Host Configuration Protocol for IPv6(DHCPV6-In)  Core Networking All Yes Allow No %System..  Any Any ubpP 546 547

£ Core Networking - Multicast Listener Query (ICMPv6-In) Core Networking
E) Core Nerwnrkinn - Multicasr | ‘stener Renort /! Conre Networking

wrking - Malt L. X . 3 Czie Networ dng
£ Core Networking - Neighbor Discovery Advertisement (ICMPv6-In) Core Networking

ool crlina  Meiohbor Diccoven: Co oo (ICMADLE L) oo orling



CERT.LV Tehnisks padoms

* Nosacijumu izveide

ﬁ New Inbound Rule Wizard

ﬁ’ Windows Defender Firewall with Advanced Security

File Action Yiew Help’ Rule Type
=25 = HE

@ Windows Defender Firewall wit] It Lt ol by: Enabled

[ Inbound Re™ ' &
B8 Outbound|  ewRule.. Steps:

# Connectior Filter by Profile Rule Type . R ;
B, Monitoring 3 Rule Type What type of rule would you like to create

Select the type of firewall rule to create.

Filter by State Select the type of firewall rule to create.
Filter by Group Program
Clear AllFi o
All Filt -

= et What type of rule would you like to create? Protocol and Ports (_) Program

Rule Type
View Procram - Rule that controls connections for a program.
vy Q00pe

Refresh Action © Program .
Rule that controls connections for a program. ) Port

Export List... Profile
Rule that controls connections for a TCP or UDP port.

Name O Port

Hel
P Rule that controls connections for a TCP or UDP port.

|| > Microsott |
€9 Microsoft 1
& Remote De
& Remote De
& Remote De

Rule that controls connections for a Windows experience.

Custom rule. o Custom
Custom rule.

Cancel




_%CERT.LVA_’ Tehnisks padoms

 Ugunsmuri kontrolét izpildamos (exe) failus:

ﬂ\ Windows Defender Firewall with Advanced Security

File Action View Help

@ Windows Defender Firewall witl
&3 Inbound Rules [
&S Outbound Rules
%% Connection Security Rules

3D

4 2-winbox64.exe A s Allow
. Monitoring 9 2-winbox64.exe s Allow

) 2-winbox64.exe A Block C:\User:

) 2-winboxb4.exe A Block C:\User:

ore Networking - Dynamic Host Config... Core Networking 3 Allow 7ooystemRoot?

{4 Core Networking - Dynamic Host Config... Core Networking - s Allow

Downloads\winbox64.exe
Downloads\winbox64.exe
Downloads\winbox64.exe

Downloads\winbox64.exe

Local Address
Any
Any
Any
Any
Any

Any

Remote Address
Any
Any
Any

Any

Protocol Local Port
UDP
TCP
uDP
TCP
uDP
uDP




_%CI-:RT.LVA_> Tehnisks padoms

 Ugunsmura profila saglabasana (eksports un imports)

netsh advfirewall export "C:\temp\firewall-rules.wfw"
netsh advfirewall import "C:\temp\firewall-rules.wfw"

Export-WindowsFirewallRules -FilePath "C:\temp\firewall-rules.wfw"
Import-WindowsFirewallRules -FilePath "C:\temp\firewall-rules.wfw"

* windows Defender Firewall with Advanced Security

‘File Action View Help
‘ - I_’ l] —

@ Windows Defender Fire :
&3 Inbound Rules Import Policy...

&3 Outbound Rules Export Policy...

*& Connection Security Restore Default Policy
. Monitoring Diagnose / Repair

View

Refresh




_\W:ERT.LVA_> lkdienas sarezgijumi

* Opereéetajsistéma, lietotnes, programmatura izveido savus nosacijumus
» Parak plasi atverts (visi protokoli, porti, apakstikli)
* Dublikati
e Zudusi kontrole, parskatamiba

4 £ Core Networking - Dynamic Host Configuration Protocol (DHCP-In)

£ Core Networking - Dynamic Host Configuration Protocol for IPv6(DHCPV6-In)
£ Filmas un TV parraides
& Google Chrome (MDNS-In)
& Groove muzika
Name & HP Smart
€ Firefox (C:\Program Files\Mozilla Firefox) & Microsoft Edge (mDNS-In)
& Firefox (C:\Program Files\Mozilla Firefox) & Microsoft Edge (mDNS-In)
& Microsoft Lync & Microsoft fotoattéli
& Microsoft Lync £ Microsoft piezimju lapinas
& Microsoft Lync UcMapi 9 Microsoft Store
& Microsoft Lync UcMapi € MSN laika zinas
2 Microsoft Office Outlook i
& OneNote for Windows 10
& qgBittorrent
&9 Programmu instalétajs

£ gBittorrent
@ Steam ¥ Remote Desktop - Shadow (TCP-In)

File Action View Help

@ Windows Defender Firewall wit|
&3 Inbound Rules
K3 Outbound Rules
%% Connection Security Rules
B Monitoring

) Steam & Remote Desktop - User Mode (TCP-In)
£ Steam Web Helper {4 Remote Desktop - User Mode (UDP-In)
&4 Steam Web Helper & Skype

& Teamviewer Remote Control Application ¥ Solitaire & Casual Games

£ Teamviewer Remote Control Application @ Windows pulkstenis

R |
& Teamviewer Remote Control Service 4 Xbox Game Bar

&) Teamviewer Remote Control Service
g £2|Xbox konsoles paligs

) VMware Authd Service
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* Probléma: patvaligi izveidoti nosacijumi
Objekts: Neparvaldits (privats) dators

* Risinajums #1: uzdevumu parvaldnieks (Scheduled Task), kas péc
grafika importé WFW konfiguracijas failu.

* Risinajums #2: registra liegums mainit ugunsmuri (nerekomendéts)
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* Objekts: gan parvaldits, gan privats dators

* |dealais risinajums #3: AD grupu politika ( ! Testet ! )

(lokali gpedit.msc)

Windows Defender Firewall with Advanced Security on Local Com... X

Domain Profile  Private Profile  Public Profile  IPsec Settings

@ Windows Defender Firewall with Advanced Security jgr::frlv behavior for when a computer is connected to its corporate

State

x mel Firewall state: On (recommended)
AVMEEIDEENCEISTEEIRGE  Windows Defender Firewall with Adh d Security on Local Comp

E3 Inbound Rules Outbound connections: Block
&S Outbound Rules -

;‘1 ’ ; # Windows Defender Firewall with Advanced Security provides network security for Window
=& Connection Security Rules

v K Monitoring
B Firewall Overview v Specify settings that control Windows

B C ction Security Rul 7 Defender Firewall behavior.
«& Connection >ecurr Ul =
Y Domain Profile

File Action View Help

Inbound connections Block (default)

Protected network connections: Cugtomize...
Settings

Customize...
5 Security Associations

&% Windows Defender Firewall is on. Logging

® Inbound connections that do not match a rule are blocked Specify logging settings for

Customize...
troubleshooting AN

© Outbound connections that do not match a rule are blocked
Private Profile

& Windows Defender Firewall is on.

® Inbound connections that do not match a rule are blocked,
@ O d connections that do not match a rule are blg¢ked
Public Profile is Active

% Windows Defender Firewall is on.

Enable Domain Network

© Outbound connections that do not matéh a rule are blocked Fi rewa Il

@® Inbound connections that do not match a e are blocked

Allow Local Ipsec Policy
Merge

Allow Local Policy Merge

Ikdienas sarezgijumu risinajumi

Customize Settings for the Domain Profile

Specify settings that control Windows Defender Firewall with Advanced Security
behavior.

Firewall settings

Display notifications to the user when a program is blocked from receiving
inbound connections

Display a notification: Not configured

Unicast response
Allow unicast response to multicast or broadcast network traffic

Allow unicast response No

Rule merging

Allows rules created by local administrators to be merged with rules distributed
through Group Policy. This setting can only be applied by using Group Policy

Apply local firewall rules:

Apply local conne
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 Ugunsmaura iestatijumi stajas speka uzreiz un nekavéjoties
* Rezerves plans B: komanda ar aizturi vai uzdevumu parvaldnieks

H1:

Start-Sleep -Minutes 15
netsh advfirewall import "C:\temp\firewall-rules.wfw"

H2:

Start-Job -ScriptBlock {

Start-Sleep -Minutes 15

netsh advfirewall import "C:\temp\firewall-rules.wfw" }

#3:

Stime = (Get-Date).AddMinutes(15)

schtasks /Create /SC ONCE /TN "FirewallRollback" /TR "netsh advfirewall import C:\temp\firewall-
rules.wfw" /ST Stime.ToString("HH:mm") /F
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[ 4

File Action View elp

= H|E

AL s Defend

&3 Inbound Rul
| Name Group
- O — o o —-— L) . - 23 Outbound <
o I I l ' B Connection Security Rules || & Alloyn Router (TCP-In) AllJoyn Router
re C I Za I’ a u a a I I n O r a C IJ a I v E| Monitoring i & Aloyn Router (UDP-In) AllJoyn Router

B Firewall BranchCache Content Retrieval (HTTP-In) BranchCache - Content Retr...
I ° eoe I ' ° ° ' ' %% Connection Security Rul BranchCache Hosted Cache Server (HTTP-In) BranchCache - Hosted Cach...
I e t O I et M O n I to r I n L Security Associations BranchCache Peer Discovery D-In) BranchCache - Peer Discove...
Main Mode & Cast to Device functionality (qWave-TCP-In) Cast to Device functionality
Quick Mode & Cast to Device functionality (qWave-UDP-In) Cast to Device functionality
-— Ve . . & Cast to Device SSDP Discovery (UDP-In) Cast to Device functionality
( I p a S I I Z m a n tOJ Ot A D G P O ) @ Cast to Device streaming server (HTTP-Streaming-In) Cast to Device functionality
V4 V4 @ Cast to Device streaming server (HTTP-Streaming-In) Cast to Device functionality

HTTP-Streaming-In) Cast to Device functionality
vice functionality

vice streaming server (RTCP-Streaming-In) C vice functionality

& Cast to Device streaming server (RTCP-Streaming-In) Cast to Device functionality

@ Cast to Device streaming server (RTSP-Streaming-In) Cast to Device functionality

ice streaming server (RTSP-Streaming-In) Cast to Device functionality

e streaming server (RTSP-Streaming-In) Cast to Device functionality

@ Cast to Device UPnP Events (TCP-In) Cast to Device functionality

@ Connected Devices Platform - Wi-Fi Direct Transport (TCP-In) Connected Devices Platform

) Connected Devices Platform (TCP-In) Connected Devices Platform

¥ Connected Devices Platform (UDP-In) Connected Devi

& Core Networking - Destination Unreachable (ICMPv6-In) Core Networking
& Core Networking - Destination Unreachable Fragmentation Needed (ICMPv4-In) Core Networking
@ Core Networking - Dynamic Host Configuration Protocol (DHCP-In) Core Networking
@ Core Networking - Dynamic Host Configuration Protocol for IPv6(DHCPV6-In) Core Networking
@ Core Networking - Internet Group Management Protocol (IGMP-In) Core Networking
& Core Networking - IPHTTPS (TCP-In) Core Networking
@ Core Networking - IPv6 (IPv6-In) Core Networking
@ Core Networking - Multicast Listener Core Networking
0 working - M sten ) Core Networking
'\ Core Networking

. . e . Core Networking
File Action View Help

Core Networking

= | | .

Vindows Defender Firewall witl
&3 Inbound Rules
&S Outbound Rules
B .

]
Profile Action Override Direction Program Local Address Remote Addres Protocol Local Port Remote Port Authorized Users Authorized Computers Authorized T I
£ 1-localPol-DNS-out Allow No Outbound  Any Any uDP Any Any Any Any

8., Monitoring £ 1-localPol-Web-out Allow Neo Outbound ny ny TCP Any ), Any Any Any

& Firewall
a Connection Security Rul
Security Associations
Main Mode
Quick Mode
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* leslegt atteiktos, blokéetos tikla savienojumus

Windows Defender Firewall with Advanced Security on Local Com...

Domain Profile  Private Profile  Public Profile  IPsec Settings

([ ] Fa i I a i Z m é r‘S’ n Osa u ku m S — p é C Vaj a d ZTb a S Specify behavior for when a computer is connected to its corporate

domain.
State

ey L @ e
e Sekmigi izveidotie savienojumi — péc vajadzibas '

Outbound connections: Block
Protected network connections: Cugtomize...

Settings
@ Windows Defender Firewall with Advanced Security . Specify settings that control Windows
File Action View Help

=5 H &=
S
=

7 Defender Firewall behavior.
Logging
" AULGEEEDESREISEWIIVE] Windows Defender Firewall with Advanced Security on Local Computer Specify logging settings for
. - troubleshooting
E3 Inbound Rules
&S Outbound Rul
fJ - . R Windows Defender Firewall with Advanced Security provides network security for Windows computers.
2 Connection Security Rules
| B

Customize.

Customize..

Monitoring
Overview
Domain Profile is Active
¥ Windows Defender Firewall is on.
© Inbound connections that do not match a rule are blocked.
€ Outbound connections that do not match a rule are allowed
Private Profile
& Windows Defender Firewall is on
® Inbound connections that do not match a rule are blocked

Customize Logging Settings for the Domain Profile
0 Outbound connections that do not match a rule are

Public Profile Name @\LogFules\Furewall\pfirewILdom lod Browse...
¥ Windows Defender Firewall is on.

Size limit (KB) 4096 =
© Inbound connections that do not match a ule are blecke

Log dropped packets
0 a
Log successful connections No (default)
B w S es
Note: If you are configuring the log file name on Group Policy

that the Windows Defender Firewall service account has write
the folder containing the log file

Default path for the log file is
rstem32\lodfiles \firewall\pfirewall log.

Cancel
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« Atra parskatisana

)
File Action View Help

=25 | E

@ Windows Defender Firewall wit| Monitoring Actions
&3 Inbound Rules

A~ | Monitoring
Outbound Rul 0 Windows Defender Firewall is helping to protect your computer i
i View

Domain Profile G Refresh

Private Profile

Main Mode Public Profile is Activ .
Quick Mode uplic Frotiie s Active #Software: Microsoft Windows Firewall

Firewall State #Time Format: Local
#Fields: date time action protocol src-ip dst-ip src-port dst-port size tcpflags tcpsyn tcpack tcpwin icmpty

¥ Windows Defender Firewall is on : P p P p P p g psy p p PLYE

info path

® Inbound connections that do not match a rule are blocked.

® Outbound connections that do not match a rule are blocked
2019-02-22 10:07:40 DROA

General Settings 2019-02-22 107: .70. 57586 8443 00 - - - SEND
Display a notfication when a program is blocked e 2019-02-22 i -9.9. -0.0.1 57587 944 @ - 0 SEND
2019-02-22 .0.0. .0.0.1 57587 944 0 - @ RECEIVE
2019-02-22 ! [ .0.0. .0.0.1 57588 58166 @ - - SEND
2019-02-22 2 .0.0. .0.0.1 57588 58166 @ - - RECEIVE
2019-02-22 . . L .70. 59431 443
Logging Settings 2019-02-22 . . L .70. 59431 443
2019-02-22 5 . . L .70. 59431 443
2019-02-22 . . L .70. 59431 443
2019-02-22 . . L .70. 59431
2019-02-22 . . L .70. 59431
Log successful connections: e 2019-02-22 N . ) L .70. 59431

2019-02-22 . . L .70. 59431
B wall rules 2019-02-22 . . L .70. 59431

\ y rules 2019-02-22 . . L .70. 59431

2019-02-22 . . L .70. 59431

2019-02-22 . . L .70. 59431

2019-02-22 . . L .70. 59431

2019-02-22 . . L .70. 59431

2019-02-22 . . L .70. 59431

2019-02-22 . . L .70. 59431

2019-02-22

Apply local firewall rules

00
00
00
00

Apply local connection security rules

File name
File maximum size (KB)

Log dropped packets:




_%C ERT.LV)

4
File Action View

Zurnalfaili

Detalizétakas analizes piemérs

P Windows Defender Firewall wit] TSN

E23 Inbound Rules

ty Rules

Main
Quick Mode

0 Windows Defender Firewall is helping to protect your computer

Domain Profile

Private Profile

Public Profile is Active

Firewall State

9

o

© Outbound connections that do not match a rule are blocked

Windows Defender Firewall is on.

Inbound connections that do not match a rule

when a program is blocked:

Apply local connection securty rules

Logging Settings

File name:

File maxim (KB):

Log dropped packets

Log successful connections:

Bv
Bv
Bv

cked.

D243 v

XV

ubP

y | A
il date
[¥H 09.02.2023
[R0d 09.02.2023
[ 09.02.2023
[ 09.02.2023
(B8 09.02.2023
£ 09.02.2023
FE] 09.02.2023
[H 09.02.2023
0 09.02.2023
2 09.02.2023

09.02.2023

¢ Edit Format View He ==2
— #Version:

' 09.02.2023
#Software: Microsoft Windows Firewall

; 09.02.2023
#Time Format: Local
#Fields: date time action protocol src-ip dst-ip 09.02.2023

info path 09.02.2023

B na n» 7n72

2019-02-22 10 3

2019-02-22 3 Wy .0.0. .0.8.1 57587

2019-02-22 2 .0.0. . .1 57587

2019-02-22 i W TIC .0.0. .0.0.1 57588 58166 @ -
2019-02-22 0 .0.0. .0.0.1 57588 58166 @ -
2019-02-22 .168. ! .70. 59431 443
2019-02-22 P 192.168. L .70. 59431 443
2019-02-22 .168. L .70. 59431 443
2019-02-22 . . L .70. 59431 443
2019-02-22 .168. L .70. 59431 443
2019-02-22 : 2.168. . 212.70. 59431 443
2019-02-22 : Re# .168. L .70. 59431 443
2019-02-22 . . L .70. 59431 443
2019-02-22 5 .168. L .70. 59431 443
2019-02-22 . L .70. 59431 443
2019-02-22 : .1 L .70. 59431 443
2019-02-22 H . . L .70. 59431 443
2019-02-22 .168. L .70. 59431 443
2019-02-22 2.168. . 212.70. 59431 443
2019-02-22 .168. L .70. 59431 443
2019-02-22 . . L .70. 59431 443
2019-02-22 18 .168. L .70. 59431 443

01900 0

B

09:07:07 DROP
09:07:07 DROP
09:07:07 DROP
09:07:07 DROP
09:07:07 DROP
09:07:07 DROP
09:07:07 DROP
09:07:07 DROP
09:07:07 DROP
09:07:07 DROP
09:07:07 DROP
09:07:08 DROP
09:07:08 DROP
09:07:08 DROP

09:07:08 DROP
Nna-n7-n& NRND

2019-02-22 10:07:40

@ 0 - - - SEND

SEND
- RECEIVE
- SEND
- RECEIVE
- - - - SEND
- - - - SEND
- SEND
- SEND
- SEND
- - SEND
- SEND
SEND
SEND
- SEND
SEND
SEND
- - SEND
- SEND
SEND
SEND

0 9 2442 0

C

-/time |- action

\ D
-|protocol

uDP
uDP

uDP
uDP
uDP

uDP
uDP
uDP
uDP
11ND

DROA

\
-|src-ip
2 169.254.65.123
2 169.254.65.123
2 169.254.65.123
2 169.254.65.123
169.254.65.123
169.254.65.123
2 169.254.65.123
169.254.65.123
169.254.65.123
169.254.65.123
2 169.254.65.123
169.254.65.123
169.254.65.123
169.254.65.123
169.254.65.123

£Q 4.0

F

x dst-ip

224.0.0.22
224.0.0.22
224.0.0.22
224.0.0.22
224.0.0.251
224.0.0.251
224.0.0.22
169.254.255.255
169.254.255.255
169.254.255.255
224.0.0.22
169.254.255.255
169.254.255.255
169.254.255.255
224.0.0.251

400

G H
src-port - |dst-port |-

| J

size[- |path|-
0 SEND
0 SEND
0 SEND
0 SEND
0 SEND
0 SEND
0 SEND
0 SEND
0 SEND
0 SEND
0 SEND
0 SEND
0 SEND
0 SEND
0 SEND

0 AR
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 Erti atrast blokéto izpildfailu (exe)

* auditpol /set /subcategory:"{0CCE9226-69AE-11D9-BED3-505054503030}" /success:disable
/ failure:enable VO B Administrator: Windows Powt X + v =

PS C:\> auditpol /set /subcategory:"{@CCE9226-69AE-11D9-BED3-505054503030}" /success:disable /failure:enable]

Event 5157, Microsoft Windows security auditing.

General Details
Security Number of events: 25 3!

I - o o
The Windows Filtering Platform has blocked a connection.

Application Information:

Applications and Services Logs . Process ID: 9788

§s| Dell - A 1 A s 44 . \ A

7] Hardware Events ¢ Application Name: \device\harddiskvolume3\program files (x86)\microsoft\edge\application\msedge.exe
Intel e

i] Intel Graphics Software

2] IntelAudioServiceLog Network Information:

& Internet Explorer

2] Key Management Service itFai Direction: Inbound
ficrosoft Source Address: 192.168.188.104

T] Microsoft Office Alerts
f£] OneApp_IGCC el Source Port: 5353

OpenSSH - .
PowershellCore it Fai Destination Address: 224.0.0.251

'owerShell

Subscriptions Destination Port: 5353
: Event 5157, Mi soft Windows sex
ot 5157, Microsoft Windows sect =R 17
Interface Index 4

General  Details

The Windows Filtering Platform

Application Information:
Process ID:
Application Name: \harddiskvolume3\program files (x86)\microsoft\edge\application\msedge.exe

Network Information:
Inbound
.188.

Destination
Destination Port:
Protocol:
Interface Index:

LogName:  Security

Source: Microsoft Windows security Logged: 17.02.2026 08:5:
Event ID: 5157 Task Category: Filtering Platform Connection

Information Keywords: Audit Failure



CERT.LV) Drosie nosacijumi (IPSEC)

@ Windows Defender Firewall with Advanced Security

* |PSEC jebkuram savienojumam

Eile Action View Help
- o | 21|

* Autentifikacija x2 pirms savienojuma [ et comeonseanyiue

&3 Inbound Rules . z S . '
- Name Enabled Endpoint 1 Endpoint 2 Authentication mode Authentication method ’ q

&Y Outbound Rules
%, Connection Security Rules || + Test Rule 2 10.1.1.2 10.1.1.108 Require inbound and ... Custom

° IZC'IS Ve|ds drogTbaS UZIaboga na| %, Monitoring Test Rulel Any Any Require inbound and ... Computer and user (Ker

N

 Tema atseviskam seminaram

3 Windows Firewall with Advanced Security

* Rupiga testésana!

"Pro" Iimenis!
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« Atra reagésana, blokéet sekas, kamér meklé céloni
@ Windows Defender Firewall with Advanced Security

& Window: -
@ Window: File

File Actic ) X —— ——

| @ Windov ﬂ\ Windows Defender Firewall it QOutbound Rules
&3 Inb &3 Inbound Rules [
3 Out &% Outbound Rules

*u Co B . X
v B Mo +m Connection Security Rules
i 8., Monitoring
M
ﬂ;] Security Associations

Action View Help

Name Group Profile Enabled Action Override Pr.. Local Address Remote Address Protocol Local Port Remote Port

& 2_-Bloket-izejoso-portu-tcp-8388 All Yes Block No Any Any Any TCP Any 8888

* Solis talak, blokét izpildfailus (exe), kam nav paredzéta pieeja timeklim

@ Windows Defender Firewall with Advanced Security

File Action View Help

@ Windows Defender Firewall wit
&3 Inbound Rules

[Z8 Outbound Rules|

%% Connection Security Rules

Name Profile Enabled Action Override Program Local Address Remote Address Protocol Local Port Remote Port
(3 1_!_bloket_calc.exe All Yes Block No %SystemRoot%\System32\calc.exe Any Any Any Any

B\ Menitoring € 1_!_bloket_mshta.exe All Yes Block No %SystemRoot%\System32\mshta.exe Any Any Any Any

(. 1_!_bloket_cscript.exe All Yes Block No %SystemRoot%\System32\mshta.exe Any Any Any Any

. powershell.exe; pwsh.exe; cmd.exe; wscript.exe; cscript.exe; mshta.exe; rundll32.exe; regsvr32.exe; installutil.exe;
msbuild.exe; csc.exe; wmic.exe u.c.

e  TESTET!
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* Publiska profila blokéet ienakosos attalinatas kontroli (rdp)

* Parvaldibas portus (WinRM)

ﬁ Windows Defender Firewall with Advanced Security

File Action View Help

A b e [ —
é= e i
v ? 1 (E)| =

£ Wi i

ndows D ewall witl ST T =

3 nd
&3 Inbound Rules . o . . A . .
- Name Group Profile Enabled Action Override Program Local Address Remote Address Protocol Local Port Remote Port Authorized Users

i. Connection Sec—urity Rules ) Remote Desktop - Shadow (TCP-In) Remote Desktop Private, Public Yes Block No %System... Any Any TCP Any
v . Monitoring () Remote Desktop - User Mode (TCP-In) Remote Desktop Private, Public Yes Block No FeSystem... Any Any TCP
B Firewall ) Remote Desktop - User Mode (UDP-In) Remote Desktop Private, Public Yes Block No %System... Any Any ubDP

e Testet!

* Info.Jaunums, ugunsmuaris atbalsta domeéna vardus:
https://learn.microsoft.com/en-us/windows/security/operating-system-security/network-
security/windows-firewall/dynamic-keywords#tfqdn-feature-requirements

Autho
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|dealais meérkis (rezultatu var sasniegt dazados veidos)

Atlaut tikai nepiecieSamos ienakosos portus

Publiskiem profiliem papildus liegumi

Atlaut tikai nepiecieSamos izejosos portus

Sazina ar serveri (AD, FS u.c.), blokét sazinu ar blakus iekartam

Parbaudit, testét, izmeéginat!

DrosSie nosacijumi (conn.security rules) labakai parvaldibai

DrosSie nosacijumi atseviskiem datoriem un lietotajiem
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1.

Biezak uzdotie jautajumi
Kad GPO nosacijumi tiek apvienoti ar lokalajiem, kuriem prieksroka?
Atbilde: speka favoritu sistéma, GPO papildina nosacijumus

Ka vairakas GPO rezultéjas ugunsmura nosacijumos?
Atbilde: nosacijumu pulks papildinas, ieteicams neveidot daudz gpo

Vai ir "established, related"” nosacijumi?
Atbilde: nav

TreSo pusu alternativie risinajumi?
Atbilde: ja, bet janem veéra:
- biezi fona darbojas tas pats Win.ugunsmuris

- ir atkariba no specifiska produkta parvaldibas veida un tehniska atbalsta
- Win.ugunsmurim ir plasa zinasanu baze, komuna, parvaldiba integréta OS ietvaros
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1. Dators ir pasargats korporativa vidé aiz iestades ugunsmura, majas netiek nests
Atb.: ari organizacija gala iekartam jabut ugunsmurim, korp. risinajumi tiek kompromiteéti, visu
aizsardzibu nebalstit uz vienu risinajumu

2.  Windows Defender pasarga ka ugunsmuris
Atb.: Defender ir aizsardzibas komplekss ar dazadam komponentém, ugunsmauris ir ta butiska

un neatnemama sastavdala, kura jakonfigurée

3. Uzstadits VPN
Atb.: VPN nav ugunsmuris, ugunsmuri nedrikst aizstat ar citas funkcijas pildosam alternativam

4. Antivirusa programmatura pasarga ka ugunsmuaris
Atb.: AV ir cita misija un uzdevumi, ta nevar aizvietot ugunsmduri

5. Timekla piekluve un bérni...
Atb.: rotalam — rotalu laukumi, izgltibai — skolas

6. Datoram atlauta piekluve lokalajam tiklam, ieslégt nav obligati
Atb.: uzbruceji atrod veidus, ka parvietoties starp datoriem (kadai iekarta bus pieeja timeklim),
ugunsmuris ir liels skérslis vai biezi ka pédeja aizsardzibas linija
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Paldies!



