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ARTIFICIAL INTELLIGENCE

» Al technologies combine different techniques and algorithms to

emulate human performance, such as decision-making, learning,
engaging in dialogue or task execution

« Machine Learning (ML) is typically a part of an Al solution



DIFFERENT TYPES AND CATEGORIES

Artificial Intelligence Machine Learning

» Strong or Weak » Supervised

» Narrow or General » Unsupervised

» Other * Reinforcement Learning

* Neural Networks

» Deep Neural Networks a.k.a. Deep Learning



MACHINE LEARNING

THIS 15 YOUR MACHINE LEARNING SYSTET?

YUP! YOU POUR THE DATA INTO THIS BIG
PILE OF LINEAR ALGEBRA, THEN COLLECT
THE ANSLJERS ON THE OTHER SIDE.

WHAT IF THE ANSLIERS ARE WRONG? )

JUST STIR THE PILE UNTIL
THEY START LOOKING RIGHT.

https://xkcd.com/1838/



ALGORITHM ADVANTAGES

« Neural Networks and Deep Neural Networks — speed; flexible
learning; intuitiveness; complex non-linear functions

* Intelligent Agents - mobility; aim to accomplish tasks even despite
contradictory objectives; adaptability to environments and user
preferences; awareness of human error

« Artificial Immune Systems — dynamic and multi-layered structure
(self-adaptabllity, self-organization); speed; distributed learning;
robustness; selective response; diversity in detector generation;
dlsposablllty

« Genetic Algorithms - adaptability to environments; selective
response; speed; flexible and robust global search

 Fuzzy Sets/Fuzzy Logic - robustness of reasoning; human-
friendliness

 Think Linux vs Windows






WHY DO WE NEED IT?

« Complex data

* Problem-solving

* Finding patterns

« Analysis and predictions

« High-dimensional problems

* Re-usability of non-pre-programmed software
« Controlled real-time/online operation



CURRENT CAPABILITIES

* Intuitive games [12] [13]

« Function optimization for problem-solving [6]

* Product design and manufacturing [7]

* Reporting and publishing [8]

» Medical diagnostics [8]

 Research [14]

» Intelligent assistants [9] [4]

« General augmentation of human ability to think and perform



500% INCREASE IN INTEREST
IN 2015 SINCE 2014 AND A
200% INCREASE IN Q3 OF 2016
SINCE 2015 FROM 2010
THROUGH 2015, FUNDING IN
THE Al SECTOR HAS
MULTIPLIED NEARLY
SEVENFOLD

— [4] BRANT, K. F., AUSTIN, T. 2016. GARTNER



HYPE TRAIN

» Disregard for actual business requirements

« Unawareness of cost and other implications of acquisition,
deployment and operation

« Crafted demonstrations and proof-of-concept (PoC)
« Misunderstanding of the underlying technologies



LIMITATIONS AND PREDICTIONS

THERE IS STILL MUCH TO WORK ON...

« Data privacy considerations

« Difficulties with ambiguous data

BUT THE ADOPTION OF Al WILL CONTINUE

» Al is inevitably here to stay

"We predict that most of the world's largest 200 companies will
utilize the full toolkit of big data and analytical tools to refine their

offers and improve their customer experience by 2018."
[4] BRANT, K. F., AUSTIN, T. 2016.

« Adding intelligence to devices and software
« Transformation of economy and workplace
« Many desired solutions yet to be developed

* Increased availability and affordability






MALICIOUS Al

* In charge of important aspects of our lives

« Malevolent goals can be designed or introduced later
« Machine ethics face many challenges

« Unknown and unpredictable attack vectors



CREATING ADDITIONAL ATTACK
VECTORS

« Al failure
 Difficulties in testing and debugging
« Challenges in monitoring, visualisation, analysis



Al VS Al

« Targeted model misleading

* Probing defensive mechanisms

* Deducing the type of model from the task it performs
» Using known or discovered 'blind spots'



CURRENT USE

« Augmentation of malware capabilities

« Automated reconnaissance tasks

« Scanning for vulnerabilities

» Using the gap in defensive expert skills



SOME EXAMPLES

 NMap Clustering [17]

» Markov Obfuscate [17]
 DeepHack [18]

« AppCrawler [34]

« Future Work






CHALLENGE AND RESPONSE

"Defense against intelligent cyber weapons can be

achieved only by intelligent software."
[3] TYUGU, E. 2011.

SECURITY CHALLENGES
Volume of data

» Diversity of data sources and changing
environments

» Diversity, volatility and lack of structure in
data

* Requirement for speed of response
« Low fault tolerance

USEFUL Al CAPABILITIES
Resource optimisation

* Increased staff productivity
* Reduced false-positive rates

Reduced incident detection and response
times

* More complete scenario coverage
* Feedback loop
» Interpretability



EARLY STEPS TOWARDS Al

* Integration into SDLC and automation
» Descriptive and diagnostic analysis
 Malware analysis

» Forecasting tools

 Anomaly detection



SOME EXAMPLES

TOOLS
ID Panel [17]

PUMA Plugin [35]
* NeuroNet [31]

» Deep Instinct [43]
* DeepArmor [29]
 Mayhem [44]

« MWDCM [31]

« MMBot [47]

PROTOTYPES AND FRAMEWORKS
Multi-Layered Security Model prototype [31]

* Machine Learning for detecting malicious websites [36]

* Machine Learning for identifying C&C communications [37]
» Deep Neural Networks for malware similarity analysis [33]

» Self-Organising Maps for detecting malicious intent [31]

* Neuro-Endocrine Immune System for tool orchestration [31]
GAAIS - IDS for mobile networks [31]



WE COMPUTERS FINALLY
BEAT YOU HUMANS AT GO.

/ YOP
SUCKS FOR YOU! \
MM HMM.

|

;@

WHERE ARE THE RESULTS?

WHAT'S NEXT? WHICH

QUINTESSENTIALLY HUMAN
THING SHOULD WE (EARN
T0 DO BETTER THAN YOU?

BEING ToO COOLTO
CARE ABOUT STUFE

)

5

https://xkcd.com/1875/

OKAY, TLL APPLY 10,000
YEARS OF CPU TIME TO
THE INITIAL—

SOUNDS LIKE YOU'VE
ALREADY LOST.

DAMIN. THIS IS HARD, )

IS IT? NEVER
NOTICED,

3 15




WHERE ARE THE RESULTS?

« Accuracy and reliability still needs improvement

« Testing and validation

« Training, tuning and calibration

« Cost of acquisition, deployment, operation/maintenance



IN SECURITY



PREDICTIONS

"The rise of Al-enabled cyberattacks is expected to cause an
explosion of network penetrations, personal data thefts, and an
epidemic-level spread of intelligent computer viruses.” [22]

« "Cybersecurity could become one of the best Al applications that
the business world has seen.” [25]

« "By 2018, 25% of security products used for detection will have
some form of machine learning built into them.” [30]

« "By 2020, sophisticated criminals will be able to beat 80% of the
organizations who have deployed advanced analytic systems.”
[30]



POTENTIAL SOLUTIONS

Lack of training data

— Simulations and honeypots
Need for context

— Knowledge base; consolidation of security data
Increased attack-space

— Adversarial Training
Steep learning curve

— ‘Prior Knowledge’
Limitations in learning

— Handle the gaps by other means and other products
Questionable accuracy and reliability

— Focus on Narrow Al

Expert skill gap

— Design and deliver targeted training and education
Need for intelligent decision support

— Use multiple agents; Neuro-Endocrine Immune System for orchestration
Paperwork and regulations



INTELLIGENT ANALYSIS OF SECURITY
FINDINGS — AN APPROACH TO DESIGNING Al-
BASED SOLUTIONS

“More than 92.85 percent of false cases are FPs even if the

numbers of attack types for FP and FN are similar”
[49]1 HO, C., LAI, Y., CHEN, I., WANG, F., TAIl, W. 2012.

Why

 Existing solutions are limited [50] [51] [52] [54]

 Higher error tolerance

* Inherent attack resistance

Other Pre-Considerations

« Strong need for context

* Requires a complex solution

« Might require a different approach than most existing solutions



INTELLIGENT ANALYSIS OF SECURITY
FINDINGS — AN APPROACH TO DESIGNING Al-
BASED SOLUTIONS

Executive Summary
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3B Authentication Bypass Using SQL Injection
[ siind sa injection
m Cross-Site Scripting
B pom Based cross-Site Seripting
m Poizon Mull Byte Windows Files Retrieval
m Predictable Login Credentials
m SaL Injection
m Unencrypted Login Request
[ xath injection
n Cross-Site Request Forgery
n Directory Listing
n HTTP Response Splitting
n Inadequate Account Lockout
n Link Injection (facilitates Cross-Site Request Forgery)
n Open Redirect
n Phishing Through Frames
|| session Identifier Not Updated
Autocomplate HTML Attribute Mot Disabled for Password Field
Database Error Pattern Found
Direct Access to Administration Pages
Email Address Pattern Found in Parameter Value
Hidden Directory Detected
Microsoft ASP.NET Debugging Enabled
Missing HttpOnly Attribute in Session Cookie
Permanent Cookie Contains Sensitive Session Information
Unencrypted _ VIEWSTATE Parameter
Unsigned _ VIEWSTATE Parameter
ﬁ Application Ermor
n Application Test Seript Detected
n Email Address Pattern Found
n HTML Comments Sensitive Information Disclosure
n Possible Server Path Disclosure Pattern Found

e Ede View Scn  Tosk Hep

4 ; I's] s CP .
TOC Manust Expiore  Configuaton  Report Fd  Scamiog PowsTosks
| Content Band
Number of Issues 1..,"‘,'*,‘,‘,‘ 137 = . Cuse

" .*N“m demao sestfernet/ (177)
A4

& cammentasgn 9)

&) def et azp ()

&) dnclaenes Mm 4

d feedback mpx 1

&) hgh_yeid investrnesty it
Al wnchags

Z) ey b

&) vervesseroeaaps (1
@ sbsoabestpn ()
) Wncrbe val

2 wevey completn ez
& Wrvey_guestions aspe
o Elevun |

) Mprvt_clent (]

o bk
) wmages (1

- i1

a S Vet v atocomisusl. com
a/a

&) commentangn 1€

Z) defoutargs (.

&) docleemer Mtm

A feedbackampx 1

& hgh_yneld_investrnents ttn
& vesrchaspe

A wcurey

&) servererrocasps (1
2 wbncabemps (1)
&l tunroabe el

‘ WVPy Quethioms. st -

~ . .

= =N s = NS =3

@

LRI RE R R R T S )

Vednd Pagee VRS

wn

T R TR

Copyright © 2017 Accenture Security. All rights reserved.

Towtod Gwrreees 32007007

B 35 Securey Insume (5159 vaniaets) b Wy Agghicamon

D Atherexation Bypass Usng SOL byection

(D Bied SQU Igactn (14

W Crons-Se Sopting )

WD DOM Busedt Cruss-Sete Scrgpting

WD Phahving Thwough URL Redweinun

WD Poman Null Byte Windaws Files Retreved

D Predctable Loge Credennals

WD “esuon Not imssdated At Logout .

WD S8 Inpection
D hity//Semo testior. et/ bank/ account. arpx
2D hitp//deme testive. net/bash Noginasps 2
2D Nt Serv testten. rat/ baed. Darvac hion 2w
B 11 Aerrs bestiow et/ Barsk Tearrier argne
B Nty /Gemn testier. net/ benk fws o
B e/ wes aitommutual camviank sccount|
2D M/ v OO RS (s Dank/ l0gn. mg:
D " e stororratusl com Bank b amacte
B ntp ) www attoromutual comybank trancf er x
B Mg wen aiorcontusl conVbank/ wi s
D M [ et en e Dk wt cout mpy
B it fweww testfrenet bk, logmanpe )|
B Mg/ wwew tesifes. net/ Dank/ transaction aspe
D MR e Lot ew net Dk Vvan vl s
D Mg www tetfve.net hank/ e asmme |

W Umencrypted Logn Request (17

WP XPuth Injecnon 3

Ul Crons- Ste Regjuest Fangery

Ul Deectony Listing

U8 HTTP Response Sgitang

U adeguate Account Lockou

~

Suimabinm aaliboton Lon e Lne A “rs
-

o HTTF Fecuts 5wt 3753

© IBM AppScan Standard
http://blog.watchfire.com/wfblog/2012/08/out-with-the-old-in-with-the-new-ibm-security-appscan-
standard-86-released.

html

“I8

B ammem @G P8 O 0@

Date | boves | Tmbs

§ Previous Best »
O lmn fomaton @ Asary | v T Facemnertaton | oF Fague/ Hesporss

Jo SQL Injection (33)

© smUsed itsp/ /detno testfire net/Uank/sccount aspy

o w o/ /demo testfire net/bank Jogn aapa

© paaw htsp/ /detne testfire netbank Aogn s

O before gy demo Leaire At/ Dank/ i SnSaOR ASP f

0 mtisens hirgy//demo testlire Net Dant Aransschonasps

© A httn) ) demn testfire net/Lank transachon aspe

© Ocedrrccount hitep:/ Getro bestlire net, Bank/ransier 8.0

©® c=dtAccount o/ /demo testfire net/bank transter 35Dy

© sUsrid httg/ /dema testfire net/bank transfer aspy

© [5042) debtaccount 1 WOp/)0emo tesHlire n ey Dank/ ws. ASmy

© [S0AP] creditéccount 2 hitpy/deme testfire net/hank/ ws.asmx

© amlseric httpy/ few atorometual com/anksaccourt aspa

o w httg:/ fwwn AR Or Ottt ugd COMYDankACQ A5

® pasw hthp /e aoromstual comybank Ao g aspe

© belare httn/ v AR oromatiuad comybank/ransachon X

. e i W/ e AR OO Lk COM/DaN K/ ansachon sipx

9 S hitgr/ fwws aRoromatust comybank Sransachon aspx

© debaaccuunt Wt/ fewrm AR orotestial comybankAransfer aspa

@ cedtacrount D fwww AR Or Oreatiead comybiank transer ape

B st et 0y [ fanien 3@ =raree #1oal £ an) Searséar srrve ~
. m .

J Dot Loowme Gl b sewrvwy Nt corfigand

https://www.ibm.com/developerworks/library/se-sql-injection-attacks/index.htmi .




INTELLIGENT ANALYSIS OF SECURITY FINDINGS
— AN APPROACH TO DESIGNING AI-BASED
SOLUTIONS

Involve field experts for feature engineering

Labelling of true vulnerabilities

— Good training data

— Analysis of known attack patterns and signatures
— Analysis of behavioural data from multiple sources
— Adding context by proactive search

Clustering/classification into vulnerability types

— Use of a large and varied knowledge base — the context
— Use different layers to analyse feature sets

Assigning a severity/impact rating

— Evaluation of exploitability — matching/labeling
— Intuitive deep learning approach

— Strong goal and reward engineering

— DeepHack approach

Potential to discover new attack and exploitation techniques



CONCLUSIONS

Al is basically just a smarter, more efficient way to create digital products.

It is important to consider the implications of true/general Al in its conception phase.

Al-enabled solutions can complement existing technologies.

The industry will benefit from security specialists with Al development skills

Teaching Al to be a 'team player' could help solve data ambiguity issues and the
need for context, which are common challenges in many fields
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