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CCleanup: A Vast Number of Machines at Risk

Willams

Update 9/78 CCleaner Cloud veesion 1.07. 3191 is also reparted to be affected

Updiste 9/19. This issue was discovered and reported by both Morphisec and Cisco in separate in-field cases
and reportes saparately to Avast.

Updsate 9/18 There has been some confusion on how the DGA domains resolve.

The fallback command and control scheme in use by the CCBkdr involves

1. Generating a Monthly Domain name (all of which are controlled by Talos for 2017)

2 Request the A records for the domain.

316 bits of the true destination |P are encoded in the first A record, 16 bits are encoded in the
second A record

4 The true destination IP is then computed and connected to.

To control the connections Talos has 1o create two IPs such that they can be fed Into the
appacation to resoive 1o the sinkhole 1P
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6/13/2017 3:56:09 PM Microsoft Windows security auditing,

Event 4624, Microsoft Windows security auditing. ]

General l Details l

Subject:
Security ID:
Account Name:
Account Domain:
Logon ID:

Logon Type:

New Logon:
Security ID:
Account Name:
Account Domain:
Logon ID:
Logon GUID:

Process Information:
Process ID:
Process Name:

Network Information:

Source Network &d

Log Name: Security
Microsoft
4624
Informatii
N/A

Info

Event Lo¢

Source:

EventID:

Level:

User:

OpCode:

More Information:

An account was successfully logged on,

Workstation Name:

NULL SID

tnf oernataan

Information

«| | »

6/13{2017 3:55:24 PM Maosolt W\ncbws !-ecuky mdtng, 4624

Event 4634, Microsoft Windows secunty auditing.

Geaneral | Details |

An account was logged off.
Subject:
Secunty [0: DI -
Account Name: Re =
Account Domain: DIESRREES
Logon ID: 0x219fb0fc
Logon Type: 3
This event is generated when a logon session is destroyed. it may be positively correlated with a logon event using the Logon ID value.
Logon [Ds are only unique between reboots on the same computer,




WINDOWS EVENT LOGIKA

Windows event category # of subcategories # of event IDs
Account Logon 3 9 Subcategories # of event IDs

Application Group

Account Management 6 58 8
Management
Detailed Tracking 4 8 Computer Account 5
Management
DS Access 4 16 Distribution Group v
Management
Logon/Logoff 9 48
Other Account 5
Object Access 12 77 Management Events
Policy Change 7 95 Security Group 16
Management
Privilege Use 1 3 User Account 16
Management
System 5 53

Total: 51 367
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1 780 000 auditacijas ierakstu =1 minute — 1236, sekunde 20.
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JAUTAJUMI

= Vai man jauztraucas par WannaCry un CCcleaner

levainojamibu?
= Kada ir neveiksmigo ielogosands méegindjumu statistika?
= Kadijauni AD konti un grupas tiek izveidoti vai dzesti?
= Kadiir biezakie login failed iemeslieg

= Vai pastav "aizdomigi” savienojumi no/uz iekstiklu/artiklue
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DAILY FAILED LOGON EVENT COUNT

= Ay ™ Ay 2 Ay
o0 0000 2]




DAILY FAILED LOGON EVENT COUNT
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L' DAILY FAILED LOGON EVENT COUNT
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£ MOST FREQUENT LOGON FAILURE EVENTS

Frequent logon failures sorted by error code, username, source |P and workstation (Top100).

LOGONTYPESTR

Network
Network
Network
Network
Network
Network
Network
Network
Network
Network
Network
Network
Service

Network
Network
Network
Network
Network
Network
Network

MAINSTATUSCODE

STATUS_LOGON_FAILURE
STATUS_LOGON_FAILURE
STATUS_LOGON_FAILURE
STATUS_LOGON_FAILURE
STATUS_LOGON_FAILURE
STATUS_LOGON_FAILURE
STATUS_LOGON_FAILURE
STATUS_LOGON_FAILURE
STATUS_LOGON_FAILURE

STATUS_ACCOUNT_RESTRICTION

STATUS_LOGON_FAILURE
STATUS_LOGON_FAILURE
STATUS_NONE_MAPPED

STATUS_LOGON_FAILURE
STATUS_LOGON_FAILURE
STATUS_LOGON_FAILURE
STATUS_LOGON_FAILURE
STATUS_LOGON_FAILURE
STATUS_LOGON_FAILURE
STATUS_LOGON_FAILURE

STATUS_WRONG_PASSWORD
STATUS_WRONG_PASSWORD
STATUS_NO_SUCH_USER
STATUS_NO_SUCH_USER
STATUS_NO_SUCH_USER
STATUS_NO_SUCH_USER
STATUS_WRONG_PASSWORD
STATUS_NO_SUCH_USER
STATUS_NO_SUCH_USER
STATUS_ACCOUNT_DISABLED
STATUS_NO_SUCH_USER
STATUS_WRONG_PASSWORD
STATUS_NONE_MAPPED
STATUS_NO_SUCH_USER
STATUS_WRONG_PASSWORD
STATUS_WRONG_PASSWORD
STATUS_NO_SUCH_USER
STATUS_WRONG_PASSWORD
STATUS_NO_SUCH_USER
STATUS_NO_SUCH_USER

COUNT

2,601
1,963
1,688



Account adminstration

User Account Administration

Ty IENSgemen b AN

/) No refresh selected
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File access monitoring

| DELETE HEATMAP ¥ DELETERS BY USERNAME
| QD e | @D cotors by slemenss of coumn | " USERNAME COUNT %
[ | mE | 1436%
1 6688 10.20%
7.300%
0600 - 6.141%
0700 - 4751%
S &= EW 4635%
1000 ER | © 3.824%
e L " 3.360%
1200 | B | B
=] [ m 3.013%
100 = ‘ 2781%
1500 o B
] Tifl 2540%
m 1552
Sha B B & 2433%
1800 2433%
1900
20000 - 237X
2.202%

1970%

s oW




Nooes ! 57, vesie 5T (00%)

Lime ot 50 sniiie 20 [100M

~
€02 it

~ 1 TNt B

-
L
asa
GGGy
c n
LA A Selimmtie S Sy
Canooa
e Hep U Kar Mg
e
. . AUs Mo
I Rom
28! 104 Pos
oy (15 U cni ey o Ush Ko :
(Eettherrely . - AD A N %
For  (hriROOOm O Tie Torhrmee T X
Untod S Ko
- Cyp' Sy A Chwa
- K g e
Mor ) Hirm N Nl gy
Loyn ozl [Dran N Tlaaf
AT Sah - Boa . UAE s Byl “ ;
UAE W Aot @ e
S N et e Etm )
Mt v "
4
e e Mo Nger hat ¥
Dom Ra o . Yerm - s : Al
Cetes - Chyed L= et M gt itz Cont
5 e . Burara F o £
B 5al Surtria Fo st
- Gul Boonr N En SoTeirg =i\
CR ch A B
Vew Lo Camm AR Soo
. 1 e { (ate
Col =H-Gu Gul [V r— ndon
w0 Dem Rop '
£c i P N Ok
SR L
Pt Ang Zam M
Mo
B Dty Matag
Nty
Bty Ny oma
Jén Para Boind



AR KO SAKT?

Photo by Goh Rhy Yan on Unsplash



o~

= ,

;ﬁﬂ%by,&omh Thomas on Unsplash




SAC AR
VIENKARSO

: o ‘ I 5 ' 'k')?lgorPefﬂev on Unsplash



PAPLASINI

UN ATTISTI
PEC VAJADIZIBAS




NOPIETNA PIEEJA

ATBILSTIBA IZPETE SIEM
ANALIZE KONFIGURESANA MACHINE LEARNING
PREVENSIJA NOVERTESANA ADVANCED ANALYTICS
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